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License bill stirs up privacy concerns
Posted: Sunday, January 17, 2010 11:55 pm
Nebraskans ought to be uneasy about the legislative bill that weakens Nebraska's restrictions on information that businesses can scan and store from driver's licenses.
Sponsor Sen. Kent Rogert of Tekamah promised to work out potential privacy issues when the bill won first round advancement last week on a 33-8 vote.

The aim of LB261 is worthy enough. It would make it easier for retailers to stop minors from buying alcohol and tobacco. Simply by scanning a driver's license, a clerk could know whether the holder was old enough.

The concern is whether the bill has adequate protection against misuse of information from driver's licenses, such as address, age, hair and eye color, weight, height, medical conditions and so forth.
On the surface, the bill offers reassuring felony punishments for retailers who store information beyond that required to verify ages.

But is there really any system in place to ensure compliance?

Currently, Nebraska is in an enviable position - at least on paper.

The Department of Homeland Security in a 2007 report said, "The DHS Privacy Office is hopeful that the states will take action similar to that of California, Nebraska, New Hampshire, and Texas to prohibit non-governmental entities and individuals from harvesting the information on driver's licenses or identification cards for any purpose whatsoever."

Jaimee Napp of Identity Theft Action Council of Nebraska, however, said she personally has seen clerks scan driver licenses despite state law that calls for felony penalties for such violations.
Napp says the barcodes on the back of driver's licenses contain full information about the person. In order to comply with the bill as written, retailers would have to have software on their scanning equipment that dumps the illegal information. And she said a separate section of the pending bill might create a loophole that would allow retailers to keep the information.

The issue is not one to be taken lightly. The Federal Trade Commission says about 9 million Americans have their identities stolen each year.

"While some identity theft victims can resolve their problems quickly, others spend hundreds of dollars and many days repairing damage to their good name and credit record," the FTC says on its Web site. "Some consumers victimized by identity theft may lose out on job opportunities, or be denied loans for education, housing or cars because of negative information on their credit reports. In rare cases, they may even be arrested for crimes they did not commit."
Before senators give their final stamp of approval to the bill, they should assure themselves that the bill's purported penalties against illegal storage and spreading of personal information are more than empty promises on paper.

