Kaiser Northern California Security Breach, Data Theft

By Shellee Hale 

STOCKTON – Kaiser Permanente this week began sending letters of apology notifying 15,500 members in Northern California that an electronic data storage device containing their health information was stolen from an employee’s car early last month.
Approximately 1,600 members whose information was stolen are residents of Kaiser’s Central Valley Service Area that encompasses San Joaquin and Stanislaus counties.

After an “exhaustive investigation” launched immediately upon learning of the theft Dec. 8, Kaiser determined there were no patient Social Security numbers or financial information on the storage device.

Kaiser also spent the past month determining exactly what files were on the storage device “to make sure that we were able to accurately identify and contact every patient possibly affected by the incident,” spokesman Rob Veneski said.

“Currently, we have no evidence that the information has been used inappropriately,” Kristin Chambers, Kaiser’s Northern California vice president for compliance and privacy, said in a statement.

The information available was the patient’s full name and Kaiser medical record number, and in some cases date of birth, age, gender, phone number and dates and other general information related to medical care and treatment.
Chambers said state and federal regulatory agencies were immediately informed of the data theft, as was the Sacramento Police Department. The actual theft took place Dec. 1 from the employee’s car parked at her Sacramento home. No explanation was provided as to why the employee took a week to notify her employer of the theft.

The employee was subsequently fired for using the storage device without authorization, although she was authorized to access the information involved as part of her job.
“This was not a case involving inappropriate access to Kaiser Permanente’s electronic medical records, which are extremely secure,” said Chambers, framing the data breach as “low risk to individuals,” even though Kaiser is taking the incident seriously.

“Because we have no reason at this point to believe that the device was stolen for the information on it, nor that the information could easily be used for fraud or other criminal activity, we are not recommending that our patients take any further action related to this specific incident,” Chambers said.

California’s Department of Managed Health Care expressed concern over the time lag.

“We do expect our licensees to instruct us in a more timely manner. … If there are continued problems, we will be looking into this matter more. We have informed Kaiser they do need to inform us in a more timely manner,” spokeswoman Lynne Randolph said Tuesday.

