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ITRC20091231-05 Eastern Washington 
University

WA 12/10/2009 Yes - Published # 130,000

A breach at Eastern Washington University was discovered during an assessment in early December. The breach was found in a system 
carrying student records dating back to 1987. Current and former students' Social Security numbers, names and birth dates are stored on the 
system, which has since been secured.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Seattle PI Date Published: 12/31/2009Author: Levi PulkkinenAttribution 1

http://www.seattlepi.com/local/413738_eastern31.html
Article Title: 130,000 at risk after computer breach at EWU
Article URL:

ITRC20091231-04 Larch Corrections Center WA 12/28/2010 Yes - Unknown # 0

The Washington Department of Corrections is investigating an incident in which a briefcase full of sensitive personnel records was stolen 
from the vehicle of a Larch Corrections Center manager early Monday morning. The HR Manager took them home to review them, then left 
his briefcase on the seat of his car while he worked out at a 24-Hour Fitness Center.  43 files are missing, others had splled out of the 
briefcase inside the floor. The files contained forms known as I-9s, which provide documentation that employees are legally able to work in 
the United States. They included driver’s license and Social Security information such as home addresses and dates of birth.
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Publication: Columbian Date Published: 12/31/2009Author: Kathie DurbinAttribution 1

http://www.columbian.com/news/2010/jan/01/personnel-files-for-larch-workers-stolen/
Article Title: Personnel files for Larch workers stolen
Article URL:

ITRC20091231-03 Target Company US Yes - Unknown # 0

Target has announced that they were breached about 2 years ago. It might be part of the 2 other retailers that Albert Gonzalez has been 
indicted for. It does not appear to be part of Heartland.
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Electronic

Breach Type

Publication: Reuters Date Published: 12/29/2009Author: Jim FinkleAttribution 1

http://www.reuters.com/article/idUSTRE5BS3LU20091230?type=technologyNews
Article Title: Target Co was victim of hacker Albert Gonzalez
Article URL:

ITRC20091231-02 North Carolina ATM and POS 
machines

NC Yes - Unknown # 0

The State Employees Credit Union informed about 300 customers in recent days that their account information had been obtained by 
skimmers and used to make withdrawals and purchases. Account information has been stolen through the state, according to SECU security 
officer Cory Mathes. "He said the widespread nature of the thefts leads him to believe either a large skimming network is involved or someone 
has hacked into the computer system of a company that processes debit card transactions."
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Electronic
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Publication: WRAL Date Published: 12/29/2009Author: Dan BowensAttribution 1

http://www.wral.com/news/local/story/6705908/
Article Title: Skimmers hitting debit card customers across N.C.
Article URL:

ITRC20091231-01 Collective2 LLC US 12/29/2009 Yes - Unknown # 0

Users of the do-it-yourself trading site collective2.com received an “urgent” e-mail at a few minutes past noon Wednesday notifying them that 
the company’s computer database had been breached by a hacker and that all users should log in to change their passwords immediately. 
That e-mail, from Collective2 LLC founder Matthew Klein, stated that the hacker had access to names, passwords, and credit card info.
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Electronic
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Publication: Investment News Date Published: 12/30/2009Author: Davis D. JanowskiAttribution 1

http://www.investmentnews.com/apps/pbcs.dll/article?AID=/20091230/FREE/912309990/1035/TECHNOLOGY
Article Title: Security breach reported by Internet trading site collective2.com
Article URL:
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ITRC20091229-01 Penn State University - 
several Colleges

PA Yes - Published # 30,000

It appears that several colleges in the University at Penn State have been affected by malware again over the holiday . It is unsure if this is 
the same breach as the School of Law. Malware infections to University computers caused all of the breaches, which occurred in the Eberly 
College of Science ( 7,758 records ), the College of Health and Human Development ( 6,827 records ) and one of Penn State's campuses 
outside of University Park ( roughly 15,000 records ). Malware is short for malicious software and refers to any software designed to cause 
damage to a single computer, server, or computer network, whether it's a virus, spyware, worm or other destructive program.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Internetnews.com Date Published: 12/29/2009Author: Larry BennetAttribution 1

http://www.internetnews.com/security/article.php/3855626/Penn+State+Breach+Continues+University+Data+Woes.htm
Article Title: Penn State Breach Continues University Data Woes
Article URL:

ITRC20091228-01 Marana Police Department AZ Yes - Unknown # 0

A former Marana Police Officer has been indicted on charges of computer tampering and identity theft.  Calvin Ingram, 39, is facing charges 
of using police databases for non-law enforcement purposes and sharing the information with non-law enforcement people, an Arizona 
Attorney General Office news release said.  Officials say he used the databases 89 times between Oct. 2008 and Sept. 2009.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: Arizona Daily Star Date Published: 12/23/2009Author: Stephen CeasarAttribution 1

http://www.azstarnet.com/sn/hourlyupdate/322517.php
Article Title: Ex-Marana police officer facing felony charges
Article URL:

ITRC20091224-02 Alaska retailer - Little Italy 
restaurant

AK 11/15/2009 Yes - Unknown # 0

Computer hackers apparently infiltrated a local retailer's data and stole the debit and credit card information of at least 150 Anchorage 
residents, possibly hundreds more, according to Anchorage police. Though about 150 victims have been confirmed, police estimate the 
number of local victims could range as high as 1,000 or more in "what looks to be an organized nationwide scheme to steal account 
information and use it to buy thousands of dollars in goods to be sold for cash, just in time for the holidays."
Update: the retailer is Little Italy, a restaurant in Anchorage stolen in a "sophisticated hacking attack via programs on  POS terminals"  ITRC 
wonders if this could be part of the Radiant problem?
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Publication: Anchorage Daily News Date Published: 12/30/2009Author: James HalpinAttribution 1

http://www.adn.com/front/story/1073062.html
Article Title: Source of stolen credit information was a restaurant
Article URL:

Publication: Anchorage Daily News Date Published: 12/23/2009Author: James HalpinAttribution 2

http://www.adn.com/news/alaska/crime/story/1067651.html
Article Title: Victim count in store credit card hacking could hit 1,000
Article URL:

ITRC20091224-01 Bank of America US Yes - Unknown # 0

The US Attorney's office announced the sentencing of several thieves who stole customer account and SSN information from Bank of 
America in Oakland and then sold that information.  Cash withdrawals from across the US between 2007 and 2009 occurred.

Banking/Credit/Financial
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Publication: U.S. Attorney’s Office, Western District Date Published: 12/23/2009Author: U.S. Attorney’s Office,Attribution 1

http://www.justice.gov/usao/miw/press/AHolloway12232009.html
Article Title: CALIFORNIA-BASED IDENTITY THEFT AND BANK FRAUD RINGLEADER SENTENCED
Article URL:

ITRC20091223-01 Wentworth-Douglass Hospital NH Yes - Published # 1,800

Wentworth-Douglass Hospital had 2 employees who improperly accessed and changed patients' records.  WDH spokeswoman Noreen Biehl 
confirmed Tuesday only one person lost their job as a result of the breach but didn't immediately respond to the allegation of an "accomplice" 
or whether another employee was involved in some way. The doctors have said the ex-employee altered records of some 1,100 patients after 
being transferred out of the lab, where she had worked for many years, after she was cited for poor performance.  A state investigator is 
reviewing information he didn't have when he determined Wentworth-Douglass Hospital didn't have to notify patients whose records were 
improperly viewed or altered in a 13-month privacy breach, which involved about 1,800 unauthorized patient record views from May 2006 to 
June 2007.
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Publication: Fosters Date Published: 12/23/2009Author:  Adam D. KraussAttribution 1

http://www.fosters.com/apps/pbcs.dll/article?AID=/20091223/GJNEWS_01/712239922
Article Title: Doctor alleges second person also changed patients' records in WDH privacy breach
Article URL:

ITRC20091222-10 P2P networks US Yes - Unknown # 0

Jeffrey Steven Girandola and Kajohn Phommavong have been charged in a previously sealed 16-count indictment with Conspiracy, 
Computer Fraud, Access Device Fraud and Aggravated Identity Theft. According to the indictment, which was handed up by a federal grand 
jury in San Diego, the defendants installed peer-to-peer file sharing software on computers under their control and searched the available 
peer-to-peer file sharing networks for account login information and passwords inadvertently exposed to the file sharing network by other 
users of the peer-to-peer file sharing software.  They then used account information they found for their own benefit.

Business
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Publication: Office of the United States Attorney of S Date Published: 12/8/2009Author: US AG's officeAttribution 1

http://www.dodig.mil/IGInformation/IGInformationReleases/cas91208-Girandola.pdf
Article Title: P2P Network lead to ID theft
Article URL:

ITRC20091222-09 Dollar Tree GA 12/12/2009 Yes - Unknown # 0

Dollar Tree employees in North Augusta reported a computer breach potentially exposing sensitive customer information such as credit card 
numbers.

Business
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Electronic
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Publication: WRDW Date Published: 12/14/2009Author: Bryan BakerAttribution 1

http://www.wrdw.com/home/headlines/79261427.html
Article Title: On Your Side: Personal information compromised after Dollar Tree's computer is hacked
Article URL:

ITRC20091222-08 Lookout Services MN Yes - Published # 500

A state official told MPR News that it is notifying some 500 employees that their personal data -- including names, dates of birth and Social 
Security numbers -- may have been accessible on the company's Web site. For more than three months, state agencies have used Lookout 
Services of Bellaire, Texas, to verify that new hires are authorized to work in the United States.

Government/Military
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Electronic
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Publication: Minnesota Public Radio Date Published: 12/11/2009Author: Sasha AslanianAttribution 1

http://minnesota.publicradio.org/display/web/2009/12/11/security-breach/
Article Title: Warnings issued after possible security breach
Article URL:

ITRC20091222-07 Detroit Health Department - 
Herman Kiefer Health 

MI 11/27/2009 Yes - Unknown # 0

Police are investigating two incidents in which patients' medical records -- including social security numbers -- were stolen from the city's 
health department. The first theft occurred in late October when a flash drive was stolen from a health department employee's car.
The second incident happened over the Thanksgiving break when five computers were stolen from the immunization program at the 
department's Herman Kiefer Health Complex. One of the computers contained Medicare and Medicaid seasonal flu billing information for 
2008.

Government/Military
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Electronic
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Publication: The Detroit News Date Published: 12/15/2009Author: Christine MacDonaldAttribution 1

http://www.detnews.com/article/20091215/METRO/912150407/1409/METRO
Article Title: Personal information stolen from Detroit's health department
Article URL:
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ITRC20091222-06 Detroit Health Department MI Yes - Unknown # 0

Police are investigating two incidents in which patients' medical records -- including social security numbers -- were stolen from the city's 
health department. The first theft occurred in late October when a flash drive was stolen from a health department employee's car. It 
contained files with birth certificate information for babies born in 2008 and the first half of 2009 whose parents reside in the 48202 and 48205 
zip codes. Also a part of the files were information on the mothers' names and health conditions, the fathers' names, addresses, Medicaid 
numbers and social security numbers. 
The second incident happened over the Thanksgiving break when five computers were stolen from the immunization program at the 
department's Herman Kiefer Health Complex. One of the computers contained Medicare and Medicaid seasonal flu billing information for 
2008.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Detroit News Date Published: 12/15/2009Author: Christine MacDonaldAttribution 1

http://www.detnews.com/article/20091215/METRO/912150407/1409/METRO
Article Title: Personal information stolen from Detroit's health department
Article URL:

ITRC20091222-05 Lone Star National Bank TX Yes - Unknown # 0

A former vice president and senior loan officer of Lone Star National Bank has been convicted of bank fraud. Emma Vigil, 48, of McAllen, 
pleaded guilty to two counts of bank fraud. At the hearing, Vigil admitted to using her position at Lone Star to conduct hundreds of thousands 
of dollars in fraudulent and unauthorized debit transactions from her loan clients’ bank accounts over a two-year-period beginning in 2007. 
Vigil carried out the debit transactions in various ways and frequently targeted clients with high balance and high activity accounts to conceal 
her scheme.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Media Newswire Date Published: 12/17/2009Author: Media NewswireAttribution 1

http://media-newswire.com/release_1108307.html
Article Title: Former Lone Star National Bank Vice President Convicted of Bank Fraud
Article URL:

ITRC20091222-04 North Carolina Community 
College System

NC 8/9/2009 Yes - Published # 51,000

Patrons of the state's community colleges may have had their drivers license and Social Security numbers stolen by a hacker. College 
officials announced late today that 51,000 library users at 25 campuses, including Wake Tech and Johnston County, were the victims of a 
security breach in August. They said the libraries collect drivers license and Social Security numbers to help identify computer users.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: News Observer Date Published: 12/17/2009Author: Kristin CollinsAttribution 1

http://www.newsobserver.com/news/crime_safety/story/246272.html
Article Title: Hacker hit community college system
Article URL:

ITRC20091222-03 Penn State - Dickinson 
School of Law

PA Yes - Published # 216

A computer in the Dickinson School of Law that contained 261 Social Security numbers from an archived class list was found to be infected 
with malware that enabled it to communicate with an unauthorized computer outside the network.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: Media Newswire Date Published: 12/23/2009Author: Media NewswireAttribution 1

http://media-newswire.com/release_1108589.html
Article Title: Malware infections continue to be problematic for University
Article URL:

Publication: Live Date Published: 12/18/2009Author: Penn StateAttribution 2

http://live.psu.edu/story/43583
Article Title: Malware opens door to possible information exposure
Article URL:

ITRC20091222-02 Akron Children's Hospital OH Yes - Unknown # 0

Early last year, Scott Graham of Avon Lake sent an e-mail with an attachment containing spyware to a woman whom he wanted to spy on. 
The woman opened the attachment on two computers at work at Akron Children's Hospital, and the spyware picked up confidential 
information about medical procedures and patients -- as well as financial records for four employees -- over the course of about three weeks.
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Publication: Coshocton Tribune Date Published: 12/21/2009Author: APAttribution 1

http://www.coshoctontribune.com/article/20091221/NEWS01/912210309/1002/NEWS01/Cleveland-man-faces-prison-on-e
Article Title: Cleveland man faces prison on e-mail spying charge
Article URL:

ITRC20091217-02 University of Pennsylvania 
Medical System

PA Yes - Published # 1,000

Upon searching a man's home, law enforcement found medical records from the Univ of PA Health System including name, date of birth, 
SSN and medical record. “We notified HUP security, called Citicorp and now the Secret Service is involved,” due to the quantity of records 
found. “There could be as many as 1,000 hospital files compromised. Apparently, he’s part of a much larger group responsible for $37,000 
worth of merchandise purchased by mail in Illinois, Wisconsin, New York, New Jersey and Ohio.” Police believe a hospital employee got all 
the info from the HUP records.

Medical/Healthcare
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Electronic
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Publication: Daily Times Date Published: 12/17/2009Author: LINDA REILLYAttribution 1

http://www.delcotimes.com/articles/2009/12/17/news/doc4b29abb454756613444626.txt
Article Title: Upper Darby man arrested, faces identity theft charges
Article URL:

ITRC20091217-01 Fort Belvoir Morale, Welfare 
and Recreation Academy

FL 11/27/2009 Yes - Published # 42,000

An Army Morale, Welfare and Recreation Academy employee's laptop containing personal data including SSNs was stolen over holiday 
weekend. The  Army says the data guarded by layers of security and encryption. CNN obtained the notification letter sent, almost two weeks 
later, to those affected. It says, in part, that the alleged compromised information "includes your name, Social Security number, home 
address, date of birth, encrypted credit card information, personal e-mail address, personal telephone numbers, and family member 
information."

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: CNN Date Published: 12/17/2009Author: Samantha HayesAttribution 1

http://www.cnn.com/2009/US/12/17/theft.security.breach/
Article Title: Security breach threatens soldiers', civilians' personal info
Article URL:

Publication: Date Published:Author:Attribution 2

http://www.cnn.com/2009/US/12/17/theft.security.breach/
Article Title:
Article URL:

ITRC20091216-03 Beijing Center for Chinese 
Studies Abroad

IL 10/15/2009 Yes - Unknown # 0

On October 15, 2009, The Beijing Center for Chinese Studies discovered that a recruiter’s laptop containing personally identifiable information 
was stolen from a locked facility. The laptop contained personal information, such as name and Social Security number, provided by students 
that applied to study abroad with The Beijing Center in China between 1994 and 2006.

Educational
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Electronic
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Publication: see url at beijing center or NH AG Date Published: 12/11/2009Author: Roberto RibeiroAttribution 1

http://www.thebeijingcenter.org/securityqns/
Article Title: Beijing Center for Studies
Article URL:

ITRC20091216-02 Tacoma-Pierce County Health 
Department

WA 12/13/2009 Yes - Unknown # 0

The Tacoma-Pierce County Health Department has pulled a page from its Web site that allowed people to access county records on 
residential septic tanks. The site has about 3 million documents. Among the documents so far 2 credit card numbers have been found 
causing the site to be shut down.

Government/Military
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Electronic
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Publication: News Tribune Date Published: 12/16/2009Author: Mike ArchiboldAttribution 1

http://www.thenewstribune.com/news/government/story/995705.html
Article Title: Privacy concerns close Pierce County septic Web page after personal data found
Article URL:
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ITRC20091216-01 University of San Francisco 
School of Medicine

CA Yes - Published # 600

A breach occurred in September when a UC San Francisco faculty physician in the School of Medicine responded to a scam email.  A UCSF 
audit in October found that e-mails in the physician's account included personal information about patients, including demographic and clinical 
data, and the Social Security numbers of four patients. It is unknown whether hackers actually accessed the e-mails.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: San Francisco Chronicle/Gate Date Published: 12/16/2009Author: Erin AlldayAttribution 1

http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2009/12/16/MNQ81B4SNS.DTL&type=health
Article Title: Internet security breach found at UCSF
Article URL:

ITRC20091209-01 MedSolutions NC Yes - Unknown # 0

The NCMS received information that a security breach occurred involving the MedSolutions website. MedSolutions is the vendor for NC 
Medicaid . For an unknown period the name, address, email, and taxpayer ID number (which in some cases is the physician’s Social Security 
number) for an undetermined number of NC physicians could be viewed on the MedSolutions website.
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ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: North Carolina Medical Society.org Date Published: 12/4/2009Author: Steve KeeneAttribution 1

http://www.ncmedsoc.org/blog/index.php/archives/2320
Article Title: Security Breach at MedSolutions
Article URL:

ITRC20091208-01 Textron Financial US Yes - Published # 54

Textron Financial has notified the New Hampshire Attorney General’s Office that USC Connection external hard drive lost in mid-October 
contained personal information on 54 former and current employees as well as customers.  According to a letter sent to affected clients this 
week, names, addresses, Social Security numbers, and account numbers relating to the purchase of time-share intervals or loan applications 
placed with Textron Financial were on the drive.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: notice to NH AG Date Published: 12/1/2009Author: Christine Hopkins-SpiAttribution 1

http://doj.nh.gov/consumer/pdf/textron2.pdf
Article Title: Textron Financial
Article URL:

ITRC20091207-05 Eastern Illinois University IL 11/16/2009 Yes - Published # 9,000

An EIU Office of Admissions server containing personal information of current, prospective and former undergraduate students was infected 
with a number of viruses on Nov. 11.  The electronic application data of about 9,000 individuals who applied to Eastern between March 2000 
and November 2009 were located on the computer, said Adam Dodge, Eastern's information technology security officer.
A security report on Nov. 16 showed "suspicious activity" on the computer, which was then put under investigation by members of the 
Information Technology Services.

Educational
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Electronic
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Publication: Den News Date Published: 12/4/2009Author: Tyler AngeloAttribution 1

http://media.www.dennews.com/media/storage/paper309/news/2009/12/04/News/Breaking.Admissions.Server.Infected.
Article Title: BREAKING: Admissions server infected with viruses
Article URL:

ITRC20091207-04 University of Nebraska NE Yes - Published # 4,000

A security breach discovered last month at the University of Nebraska involved the names, addresses and Social Security numbers of 1,400 
Hinsdale High School District 86 graduates.  The breach involved a computer in the College of Education and Human Sciences at the Lincoln 
campus. The university's investigation revealed the computer had not been adequately secured, allowing unauthorized external access to the 
computer and its information. Letters were sent to all 4,000 students whose information was made accessible through the security breach.
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Publication: Pioneer Local Date Published: 12/4/2009Author: Sandy BoschAttribution 1

http://www.pioneerlocal.com/clarendonhills/news/1921349,hi-d86security-120409-s1.article
Article Title: Security breach compromises information on 1,400 District 86 grads
Article URL:
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ITRC20091207-03 Wake County Schools NC Yes - Published # 5,000

The Wake County school system accidentally sent out about 5,000 postcards with students' Social Security numbers printed on the front, a 
mistake that angered parents and will cost the district nearly $100,000 to remedy.

Educational
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Publication: News and Observer Date Published: 12/5/2009Author: Josh ShafferAttribution 1

http://www.newsobserver.com/news/education/story/226344.html
Article Title: Kids' Social Security numbers on school postcards
Article URL:

ITRC20091207-02 Flagstar Bank MI Yes - Unknown # 0

A laptop owned by a bank vendor of Flagstar Bank  was stolen, and inside the computer were some customers' social security numbers. The 
vendor is a company that helps Flagstar with services the bank provides, a representative said Sunday.

Banking/Credit/Financial
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Electronic
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Publication: Wood 8 Date Published: 12/6/2009Author: staffAttribution 1

http://www.woodtv.com/dpp/news/local/kent_county/Possible-security-breach-at-Flagstar
Article Title: Possible security breach at Flagstar
Article URL:

ITRC20091207-01 HSBC US 7/9/2009 Yes - Unknown # 0

On July 9, 2009, Household Finance Corp learned that PII had been viewable by certain computer users.  "The bank stated that it had 
attempted to obscure information in Chapter 13 bankruptcy proof-of-claim forms but that the information was still visible because of a 
"deficiency in the software used to save imaged documents", IDG reports. The issue involved forms filed between May 2007 and mid October 
2008."

Banking/Credit/Financial
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Electronic
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Publication: notice to NH AG Date Published: 11/20/2009Author: Curt Cunningham, ExAttribution 1

http://doj.nh.gov/consumer/pdf/hsbc_finance.pdf
Article Title: HSBC fails to obsure info in Chapter 13 forms
Article URL:

ITRC20091203-02 Nationwide Credit Counseling MO Yes - Unknown # 0

2000 pounds of documents full of personal information including copies of SS cards and blank checks were found in inside a dumpster in 
Battlefield.  They appear clients from Nationwide Credit Counseling.

Business
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Publication: Ozarks First Date Published: 12/2/2009Author: Kevin SchwallerAttribution 1

http://ozarksfirst.com/content/fulltext/?cid=211851
Article Title: Following the Paper Trail on Dumped Documents
Article URL:

Publication: Ozarks First Date Published: 12/1/2009Author: Emily BaucumAttribution 2

http://ozarksfirst.com/content/fulltext/?cid=211491
Article Title: Personal Documents Discovered in Dumpster
Article URL:

ITRC20091203-01 Midtown Atlanta CPA firm GA Yes - Unknown # 0

Private personal information was found in a dumpster Tuesday. Everything from tax returns to mortgage applications from a midtown 
accountant's office were found and state investigators said the documents should have been shredded.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Fox 5 Date Published: 12/2/2009Author: Justin GrayAttribution 1

http://www.myfoxatlanta.com/dpp/news/tax_documents_found_in_atlanta_dumpster_120109
Article Title: Tax Documents Found in Atlanta Dumpster
Article URL:
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ITRC20091201-04 Lockheed Martin US Yes - Unknown # 0

In April 2009, an incident occurred at Lockheed Martin that caused a number of name and SSNs to be exposed.  Due to the time needed for 
the analysis and investigation, Lockheed is now able to notify a small number of affected individuals. (confirmed by ITRC with Lockheed)

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 11/6/2009Author: Bucky MansuyAttribution 1

http://doj.nh.gov/consumer/pdf/lockheed_martin2.pdf
Article Title: Lockheed Martin
Article URL:

ITRC20091201-03 U.S. Department of Defense US Yes - Published # 72,000

According to GAO Report 10-56 to Congress, 72,000 Post Deployment Health Reassessment forms (PDHRA) are unaccounted for from 
72,000 service members who returned from deployment to Iraq or Afghanistan between Jan 1, 2007 to May 31, 2008.  ITRC has examined 
said forms which are filed electronically and clearly ask for the service member's SSN,. Name, date of birth.  While disclosure of any item is 
voluntary, they are "encouraged to answer each question." (in bold print).  Quote:  The discovery "suggests either that not all of these service 
members filled out the questionnaire or that questionnaires were filled out, but were not incorporated into Defense's central repository," wrote 
Randall Williamson, director of health care at the Government Accountability Office in a report to Congress.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Government Executive Date Published: 11/20/2009Author: Katherine McIntire PetAttribution 1

http://www.govexec.com/story_page.cfm?articleid=44092&sid=59
Article Title: GAO: Defense lost track of 72,000 combat medical records
Article URL:

ITRC20091201-02 Kern Medical Center, KMC 
Lab Dept.

CA 10/31/2009 Yes - Unknown # 0

On October 31, 2009, a theft occurred at Kern Medical Center (KMC).  Documents intended for the KMC Laboratory Department were stolen 
external lockers outside the KMC Information Systems building. These documents contained confidential patient information including the 
name, date of birth, social security number, physician, laboratory test data, medical record number and/or account number of KMC patients.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Kern Medical Center website Date Published: 11/30/2009Author: Robin Bowe, Privacy Attribution 1

http://www.kernmedicalcenter.com/body.cfm?id=408
Article Title: Breach of Privacy Information at Kern Medical Center
Article URL:

ITRC20091201-01 Children's' Hospital of 
Philadelphia

PA 10/20/2009 Yes - (Password) Publish 943

"A Children's Hospital of Philadelphia laptop computer containing Social Security numbers and other personal information for 943 people was 
stolen from a car outside an employee's home on Oct. 20. The billing information on the computer was password-protected, but an analysis 
found it was "possible to decode the security controls on the laptop and gain access to the personal information."

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Philly.com Date Published: 12/1/2009Author: Josh GoldsteinAttribution 1

http://www.philly.com/philly/news/pennsylvania/20091201_Hospital_laptop_stolen__data_may_be_breached.html
Article Title: Hospital laptop stolen, data may be breached
Article URL:

ITRC20091130-12 FCI USA US 9/14/2009 Yes - Published # 2,000

Lawyers for FCI USA have notified the New Hampshire Attorney General’s Office that a laptop stolen from an employee may have contained 
a spread sheet with unencrypted personal information including names, Social Security numbers, and dates of birth for approximately 2,000 
current and former employees.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 11/19/2009Author: K Catherine RoneyAttribution 1

http://doj.nh.gov/consumer/pdf/fci.pdf
Article Title: FCI USA
Article URL:
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ITRC20091130-11 Esai Inc NJ 10/21/2009 Yes - Unknown # 0

By letter (pdf) dated November 16, attorneys for Esai Inc. informed the state that a laptop was stolen from a Human Resources Department 
employee’s car in New Jersey on October 21. At least one file on the laptop contained unencrypted names, addresses and Social Security 
numbers of some current and former employees and applicants.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 11/16/2009Author: Proskauer Rose LLPAttribution 1

http://doj.nh.gov/consumer/pdf/eisai.pdf
Article Title: Esai Inc
Article URL:

ITRC20091130-10 Cobra.com US 7/14/2009 Yes - Published # 9,000

Cobra Electronics Corp. had a hacker gain access to information on July 14, 2009 including unencrypted credit card information of customers 
who bought over the internet.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 11/9/2009Author: Sidley AustinAttribution 1

http://doj.nh.gov/consumer/pdf/cobra.pdf
Article Title: Cobra.com breach
Article URL:

ITRC20091130-09 Farmers Insurance TN Yes - Unknown # 0

Federal agents searched two middle Tennessee homes after someone hacked into Farmers Insurance customers' records. According to a 
statement sent to the Channel 4 I-Team from Farmers Insurance, M. Brown obtained unauthorized computer access to some of their 
customers' information in Nashville including SSNs to prove to the company that they had a computer flaw after they ignored him. An agent 
hired him but apparently didn't check with home office.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Nashville News Date Published: 11/24/2009Author: Jeremy FinleyAttribution 1

http://www.wsmv.com/news/21715549/detail.html
Article Title: Farmers Insurance Clients' Info Hacked
Article URL:

ITRC20091130-08 Radiant Systems, Aloha POS 
System - various restaurants

US Yes - Unknown # 0

The seven restaurateurs, who filed suit in a Louisiana state court in March, are suing Radiant Systems of Alpharetta and Computer World, a 
Louisiana retailer that sold Radiant’s payment processing program called “Aloha.”  This software has caused a number of breaches 
throughout the US and some were listed in 2008 breach list including the "Spicy Pickle." The suit alleges the Aloha program illegally stored all 
the magnetic strip information after the card was swiped. Storage of card information violates the security standards with Visa, MasterCard, 
American Express and Discover.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Atlanta Journal Constitution Date Published: 11/27/2009Author: Péralte C. PaulAttribution 1

http://www.ajc.com/business/radiant-systems-sued-over-215910.html
Article Title: Radiant Systems sued over hacked accounts
Article URL:

Publication: SC Magazine Date Published: 11/27/2009Author: Dan RaywoodAttribution 2

http://www.scmagazineuk.com/restaurants-file-lawsuit-against-payment-terminal-vendor-after-customers-have-identitie
Article Title: Restaurants file lawsuit against payment terminal vendor after customers have identities stolen
Article URL:

ITRC20091130-07 Aurora St. Luke's Medical 
Center

WI Yes - Published # 6,400

A stolen laptop  from Cogent Healthcare is causing Aurora St. Luke's Hospital to notify 6000 people, sending out a letter explaining that their 
name, Social Security number, date of birth, diagnosis codes, medical record number and related information may have been on that 
computer. The letter also assured the affects patients that copies of their medical records were not stored on the laptop. All of the at-risk 
individuals were cared for there at some point by a physician who works for an independent physician group called Cogent Healthcare.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: WISN ABC Date Published: 11/25/2009Author:Attribution 1

http://www.wisn.com/news/21726827/detail.html
Article Title: Laptop With Personal Information Stolen From Aurora St. Luke's
Article URL:
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ITRC20091130-06 Sea Ray Boats TN 10/21/2009 Yes - Published # 341

On October 21, an employee of Sea Ray Boats unintentionally sent an email to 698 dealership personnel that contained the names, contact 
information, and Social Security numbers of 341 of the 698 employees.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 11/5/2009Author: Robert Noyes, VP MaAttribution 1

http://doj.nh.gov/consumer/pdf/searay.pdf
Article Title: Sea Ray Boats breach
Article URL:

ITRC20091130-05 Tip Top Restaurant OH Yes - Published # 50

Between 30 and 50 people have reported fraudulent charges on their accounts, and Columbus detectives said that anyone who used a 
charge card at Tip Top Kitchen and Cocktails in July or August is at risk. A weak point in the computer defenses allowed a hacker to worm in.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Colunbus Dispatch Date Published: 11/25/2009Author: Theodore DeckerAttribution 1

http://www.dispatch.com/live/content/local_news/stories/2009/11/25/Hackers-steal-credit-card-numbers-at-restaurant.ht
Article Title: Hackers steal credit-card numbers from restaurant customers
Article URL:

ITRC20091130-04 Oregon State Parks and 
Recreational Department

OR Yes - Unknown # 0

In a separate security lapse by another Oregon state agency, confidential records with the names and Social Security numbers of former 
state parks and recreation employees landed in the same recycling bin.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Statesman Journal Date Published: 11/29/2009Author: Alan GustafsonAttribution 1

http://www.statesmanjournal.com/article/20091129/NEWS/911290352/1001/news
Article Title: State mistake puts personal data at risk
Article URL:

ITRC20091130-03 Oregon Housing and 
Community Services

OR Yes - Unknown # 0

Housing and Community Services, a state agency in Salem, left people's names, Social Security numbers, ages and addresses exposed in 
an open recycling bin outdoors.  Some of the information was about people in assisted living facilities

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Statesman Journal Date Published: 11/29/2009Author: Alan GustafsonAttribution 1

http://www.statesmanjournal.com/article/20091129/NEWS/911290352/1001/news
Article Title: State mistake puts personal data at risk
Article URL:

ITRC20091130-02 Alpha Software US Yes - Unknown # 0

A security breach at the Internet Service Provider where Alpha Software's web site is hosted may have resulted in credit card information 
being compromised.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: The Tech Herald Date Published: 11/30/2009Author: Steve RaganAttribution 1

http://www.thetechherald.com/article.php/200949/4849/A-rather-bland-breach-notification-sparks-questions
Article Title: A rather bland breach notification sparks questions
Article URL:

ITRC20091130-01 Pennsylvania State College PA 8/3/2009 Yes - Published # 303

A Penn State professor's online grade book containing 303 Social Security numbers may have been compromised by a computer virus.  It 
was discovered on Aug 3.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Collegian Date Published: 11/30/2009Author: Kevin CirilliAttribution 1

http://www.collegian.psu.edu/archive/2009/11/30/social_security_number_breach.aspx
Article Title: Social Security number breach angers alumni
Article URL:

Copyright 2009 Identity Theft Resource Center



Identity Theft Resource Center
2009 Breach List: Page 11 of  106

1/6/2010
Report Date:

How is this report produced?  What are the rules?  See last page of report for details.

498 222,477,043Breaches: Exposed:

ITRC20091125-01 Jacksonville Area Legal Aid FL Yes - Published # 20

A receptionist for Jacksonville Area Legal Aid surrendered Tuesday  on charges she stole the identities of at least 20 clients and used the 
information to obtain thousands of dollars’ worth of payday loans. She is currently working for a mortgage company but must inform her new 
employer of her crime.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Jacksonville News Date Published: 11/25/2009Author: Paul PinkhamAttribution 1

http://jacksonville.com/news/metro/crime/2009-11-24/story/jacksonville_legal_aid_worker_accused_of_stealing_clients
Article Title: Jacksonville Legal Aid worker accused of stealing clients’ identities
Article URL:

ITRC20091123-09 ACORN CA 10/9/2009 Yes - Unknown # 0

A private investigator in San Diego found thousands of sensitive documents dumped outside a California ACORN (Association of Community 
Organizations for Reform Now) office on October 9, just days after the state attorney general announced an inquiry into the community 
organizing group.  "We're talking people's driver's license numbers, dates of birth, Social Security numbers, credit card numbers, bank 
account numbers, tax returns, credit reports" — all tossed in public view in the Dumpster, the investigator said.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: FOX News Date Published: 11/23/2009Author: Joseph AbramsAttribution 1

http://www.foxnews.com/story/0,2933,576466,00.html
Article Title: ACORN Dumped Sensitive Documents as Probe Began, Private Investigator Says
Article URL:

Publication: NBC Los Angeles Date Published: 11/23/2009Author: R StickneyAttribution 2

http://www.nbclosangeles.com/news/politics/ACORN-Documents-Pulled-from-Dumpster.html
Article Title: ACORN Docs Pulled from Dumpster
Article URL:

ITRC20091123-08 Nebraska Workers' 
Compensation

NE Yes - Unknown # 0

A hacker has broken into the Nebraska Worker's Compensation database. Several thousand people could be affected by the breach, which 
was discovered last week when the state's chief information officer noticed an unusual amount of Internet traffic traversing the Worker's 
Compensation courts server. Workers who have filed court claims or who are collecting benefits may have had their names, addresses, 
birthdates and social security numbers compromised.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: KETV - ABC Date Published: 11/16/2009Author: staffAttribution 1

http://www.ketv.com/news/21633446/detail.html
Article Title: Hackers Breach State Database
Article URL:

ITRC20091123-07 Bushland School District TX 11/17/2009 Yes - Unknown # 0

Bushland School District documents from the "free lunch" program from 2003 to 2006 were left at a News Station.  There was a note attached 
claiming the documents were found at a recycling center in Canyon, Social security numbers of students were visible and superintendent Don 
Wood says a full investigation is underway.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Connect Amarillo Date Published: 11/17/2009Author: Mitch RobertsAttribution 1

http://www.connectamarillo.com/news/story.aspx?id=378319
Article Title: Confidential Bushland ISD documents found
Article URL:

ITRC20091123-06 University of Toledo OH Yes - Unknown # 0

At the University of Toledo, books from the 1980s and 90s with readers' social security numbers may still be in circulation. Years back people 
checked out books listing their name and SSN. Due to a couple of readers, the University has been notified of the problem. Dean of Libraries 
Suter says there's no way UT can go through all two million volumes of books to root them out, so circulation staff is pulling the cards out and 
shredding them, whenever one comes to the counter.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: WTOL Date Published: 11/18/2009Author: Tim MillerAttribution 1

http://www.wtol.com/Global/story.asp?S=11527268
Article Title: Social security numbers found in area library books
Article URL:
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ITRC20091123-05 Universal American Action 
Network - Universal 

US 11/15/2009 Yes - Published # 80,000

80,000 Universal American Action Network Medicare clients had postcards mailed out to them with their SSNs on the address label including 
10,000 Medicare participants in PA.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: WGAL Date Published: 11/19/2009Author: staffAttribution 1

http://www.wgal.com/news/21655737/detail.html - C1
Article Title: 80,000 Mailers Sent Out With Recipients' Social Security Numbers In Plain View
Article URL:

ITRC20091123-04 Health Net US 5/15/2009 Yes - Published # 1,500,000

A hard drive with seven years of personal and medical information on about 1.5 million Health Net customers was lost six months ago and 
was first reported Wednesday. A portable, external hard drive with Social Security numbers and medical records “disappeared” and is still 
missing from the insurer’s Northeast headquarters in Shelton, a Health Net spokeswoman said Wednesday. The hard drive contains Social 
Security numbers, medical records and health information dating to 2002 for 1.5 million customers — past and present — in Arizona, 
Connecticut, New Jersey and New York, the spokeswoman said.  State AG's are very upset.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Hartford Courant Date Published: 11/19/2009Author: Matthew SturdevantAttribution 1

http://www.courant.com/health/hc-healthbreach1119.artnov19,0,1798384.story
Article Title: 1.5 Million Medical Files At Risk In Health Net Data Breach
Article URL:

ITRC20091123-03 TAD Gear US 8/6/2009 Yes - Unknown # 0

TAD Gear recently learned that their database was illegally accessed from an external source, and some customer data were taken, which 
may include customer names, contact information and credit card data.  If you purchased merchandise from TAD Gear on-line between 
August 6, 2009 and November 16, 2009, check your statement carefully.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: company website Date Published: 11/20/2009Author: staffAttribution 1

https://www.tadgear.com/content.php?id=38
Article Title: TAD Gear website
Article URL:

ITRC20091123-02 Notre Dame IN Yes - Published # 24,000

Personal information of some past and current Notre Dame employees - including name, social security number and birth date - was 
accidentally put onto a public website.  The school is warning university employees to keep an eye on their bank accounts after a security 
breach. According to an update: personal data on more than 24,000 past and present employees at the University of Notre Dame was made 
publicly available on the Web for more than three years.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Computer World Date Published: 12/9/2009Author: Jaikumar VijayanAttribution 1

http://www.computerworld.com/s/article/9142040/Notre_Dame_employees_data_exposed_online_for_three_years
Article Title: Notre Dame employees' data exposed online for three years
Article URL:

Publication: WNDU 16 Date Published: 11/20/2009Author: staffAttribution 2

http://www.wndu.com/localnews/headlines/70674717.html
Article Title: Notre Dame security breach potentially affects employees
Article URL:

ITRC20091123-01 University Medical Center - 
Las Vegas

NV 10/31/2009 Yes - Published # 141

The University Medical Center has apparently had a patient information leak for months according to the documents provided by the Sun to 
UMC. "Sources say someone at UMC is selling a compilation of the hospital’s daily registration forms for accident patients. This is 
confidential information — including names, birth dates, Social Security numbers and injuries — that could also be used for identity theft."  
According to the Mercury News, this may involve information for personal injury attorneys.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type
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Publication: Mercury News Date Published: 12/10/2009Author: APAttribution 1

http://www.mercurynews.com/news/ci_13968407?nclick_check=1
Article Title: http://www.mercurynews.com/news/ci_13968407?nclick_check=1
Article URL:

Publication: Las Vegas Sun Date Published: 11/20/2009Author: Marshall AllenAttribution 2

http://www.lasvegassun.com/news/2009/nov/20/umc-has-patient-privacy-leak/
Article Title: Hospital privacy leak could harm patients
Article URL:

ITRC20091116-02 San Luis Obispo County 
District Attorney

CA Yes - Published # 3,000

San Luis Obispo County officials, in a recent mailing to Estate Financial Inc. (EFI) victims to notify them of a court hearing, deliberately placed 
some investor bank account numbers on the outside of envelopes they mailed to the victims through their financial institutions.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: CalCoast News Date Published: 11/13/2009Author: Karen VelieAttribution 1

http://calcoastnews.com/news.php?viewStory=172236
Article Title: EFI victims’ bank account numbers released
Article URL:

ITRC20091116-01 Cal Poly - Pomona CA 8/20/2009 Yes - Published # 300

The Social Security numbers, home addresses and phone contacts for at least 300 students who applied for admission to Cal Poly Pomona 
six years ago were unintentionally disclosed online, the university said today. The personal information, which did not include financial data, 
“was mistakenly put in a publicly accessible folder on a university server in November 2003,"  but they were unaware that the information had 
been cached by Google and other search-engine companies.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: LA Times Date Published: 11/13/2009Author: Ann SimmonsAttribution 1

http://latimesblogs.latimes.com/lanow/2009/11/personal-data-of-cal-poly-pomona-applicants-inadvertently-put-online.ht
Article Title: Personal data of Cal Poly Pomona applicants inadvertently put online
Article URL:

ITRC20091113-01 US Army Corps of Engineers US Yes - Published # 60,000

The Corps of Engineers is investigating the recent loss of an external hard drive that had names and Social Security numbers, on a number 
of current and former soldiers and some civilian employees, according to information provided by the Southwest Division, which is where the 
drive was stored.  Most of the affected population includes soldiers whose files went before the Fiscal 2008 sergeant first class and 2008 
master sergeant promotion boards, and the 2007 colonel promotion board and the 2009 lieutenant colonel command board.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Army Times Date Published: 11/13/2009Author: Jim TiceAttribution 1

http://www.armytimes.com/news/2009/11/army_breach_111309w/
Article Title: Data breach could affect 60,000 GIs, civilians
Article URL:

ITRC20091111-06 Washington Mutual - Atlanta GA Yes - Unknown # 0

Two Romanian men pleaded guilty to "skimming" nearly $200,000 from Atlanta area Washington Mutual ATMs. From fall 2007 to July 2008, 
the men are accused of attaching equipment to ATMs that would automatically record a bank customer's debit card number. Court authorities 
said the men, along with co-conspirators  installed cameras above the ATM keyboards to record as the customer typed in the card's personal 
identification number or password.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: The Atlanta Journal-Constitution Date Published: 11/9/2009Author: Marcus K. GarnerAttribution 1

http://www.ajc.com/news/2-plead-guilty-to-191326.html
Article Title: 2 plead guilty to 'skimming' from Atlanta ATMs
Article URL:
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ITRC20091111-05 Vancouver Public Schools WA Yes - Published # 6,000

Social Security numbers of Vancouver Public Schools’ 3,000-plus employees are assumed to be stolen, district officials said Tuesday. A 
security breach disclosed on Monday also involves personal banking account information for those employees who use direct payroll deposit, 
officials said. Several employees are already reporting suspicious banking activity. It appears someone who gained I.D. password access 
cracked into the Citrix software "server farm" hosted by Educational Service District 112, based in Vancouver. That person obtained personal 
payroll data, said Olsen and Linda Turner, the district’s technology officer. An article printed 11/12 from Fox has now listed the exposed 
number at 6000

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Fox 21 Date Published: 11/12/2009Author: staffAttribution 1

http://www.kptv.com/fox12smostwanted/21600868/detail.html
Article Title: Hackers Break Into District's Financial Data
Article URL:

Publication: Columbian Date Published: 11/10/2009Author: Howard BuckAttribution 2

http://www.columbian.com/article/20091111/NEWS02/711119935
Article Title: Fraud ‘hits’ follow local data breach
Article URL:

ITRC20091111-04 Obsidian Financial Services NY 10/16/2009 Yes - Unknown # 0

A former Obsidian employee broke into a Woodbury financial services company, photocopied customers' Social Security numbers and bank 
reference numbers and took the photocopied data with him when he left, Nassau police said Tuesday. He has been arrested and charged 
with burglary.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Newsday Date Published: 11/10/2009Author: JOSEPH MALLIAAttribution 1

http://www.newsday.com/long-island/nassau/cops-social-security-numbers-stolen-from-woodbury-company-1.1577475
Article Title: Cops: Social Security numbers stolen from Woodbury company
Article URL:

ITRC20091111-03 Mercy Medical Center - 
Baltimore

MD Yes - Unknown # 0

Mercy Medical Center Hospital's VP has released a notification letter to former patients saying that a former employee might have gained 
access to patient records in order to apply for credit cards and loans.
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Publication: Baltimore Sun Date Published: 11/11/2009Author: Brent JonesAttribution 1

http://www.baltimoresun.com/news/maryland/baltimore-city/bal-md.mercy11nov11,0,7956653.story
Article Title: Possible identity theft reported at Mercy
Article URL:

ITRC20091111-02 Bloomsburg University of 
Pennsylvania

PA 11/1/2009 Yes - Unknown # 0

Bloomsburg University of Pennsylvania is notifying current and former students who were enrolled in psychology professor Julie Kontos' 
classes from spring 2004 through the summer of 2006 about the possible loss of their social security numbers when a laptop was stolen from 
a campus office.
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Publication: BloomUToday Date Published: 11/11/2009Author: staffAttribution 1

http://www.bloomutoday.com/default.asp?sourceid=&smenu=1&twindow=&mad=&sdetail=1053&wpage=1&skeyword=
Article Title: Stolen Laptop Contained Social Security Numbers of Students & Alumni
Article URL:

ITRC20091111-01 ^TD Ameritrade (advisory 
only)

US None - Other Protection 0

In September 2007, Ameritrade announced that the names, addresses, phone numbers and trading information of potentially all of its more 
than 6 million retail and institutional customers at that time had been compromised by an intrusion into one of its databases. The stolen 
information was later used to spam those customers.  Consistently the company has said that while SSNs were in that same database they 
have investigated the situation and has affirmed that SSNs were not compromised. 
ITRC has confirmed with a source that worked with Ameritrade on this breach that SSNs were not breached.  This is not a breach by ITRC 
criteria but is listed as an advisory only due to media attention.
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Publication: Computerworld Date Published: 10/27/2009Author: Jaikumar VijayanAttribution 1

http://www.computerworld.com/s/article/9139988/Judge_says_TD_Ameritrade_s_proposed_security_fixes_aren_t_enou
Article Title: Judge says TD Ameritrade's proposed security fixes aren't enough
Article URL:

ITRC20091109-04 Chaminade University HI 3/1/2009 Yes - Published # 4,500

Chaminade University inadvertently posted confidential information, including Social Security numbers, of thousands of students, on its Web 
site for months, school officials said today. he information was accessible for about eight months, although there is no evidence of its use, 
officials said. The university estimates that personally identifiable data for 4,500 students were in the report. Those affected include 
undergraduate students who attended the university from 1997 to 2006.
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Publication: Star Bulletin Date Published: 11/6/2009Author: staffAttribution 1

http://www.starbulletin.com/news/breaking/69438757.html
Article Title: Chaminade posted Social Security numbers of thousands of students online
Article URL:

ITRC20091109-03 Goldman Sachs NY 11/6/2009 Yes - Unknown # 0

Medical records, financial statements, pay stubs, law firm invoices and court records were found in the fifty tons of paper trash left behind 
after the Yankee parade. Apparently office workers got a bit enthusiastic.  See article 2 in Bronx Supreme Court
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Publication: Village Voice, NY Post Date Published: 11/7/2009Author: JuliaAttribution 1

http://blogs.villagevoice.com/runninscared/archives/2009/11/private_paperwo.php
Article Title: Private paperwork found in Yankee parade confetti
Article URL:

ITRC20091109-02 A.L. Sarroff NY 11/6/2009 Yes - Unknown # 0

Medical records, financial statements, pay stubs, law firm invoices and court records were found in the fifty tons of paper trash left behind 
after the Yankee parade. Apparently office workers got a bit enthusiastic.  See article 2 in Bronx Supreme Court
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Publication: Village Voice, NY Post Date Published: 11/7/2009Author: JuliaAttribution 1

http://blogs.villagevoice.com/runninscared/archives/2009/11/private_paperwo.php
Article Title: Private paperwork found in Yankee parade confetti
Article URL:

ITRC20091109-01 Bronx Supreme Court NY 11/6/2009 Yes - Unknown # 0

Medical records, financial statements, pay stubs, law firm invoices and court records were found in the fifty tons of paper trash left behind 
after the Yankee parade. Apparently office workers got a bit enthusiastic.
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Publication: Villiage Voice Date Published: 11/7/2009Author: JuliaAttribution 1

http://blogs.villagevoice.com/runninscared/archives/2009/11/private_paperwo.php
Article Title: Private paperwork found in Yankee parade confetti
Article URL:

Publication: NY Post Date Published: 11/7/2009Author: Chuck BennettAttribution 2

http://www.nypost.com/p/news/local/manhattan/it_confetti_meatballs_B4RDVtQI19dYCniEtl9UTP
Article Title: It's confetti & meatballs
Article URL:

ITRC20091105-01 Williams College MA 10/3/2009 Yes - Published # 750

Williams College in Williamstown reports a recent laptop theft. The laptop, which was stolen when an employee left it in a parked car in 
Boston on October 3, contained the names and Social Security numbers of 750 individuals from 39 states and several foreign countries. They 
did not state if these individuals were former or current students or employees.
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Publication: notice to NH AG Date Published: 10/30/2009Author: Daryl Lapp, attyAttribution 1

http://doj.nh.gov/consumer/pdf/williams_college.pdf
Article Title: Williams College breach
Article URL:
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ITRC20091102-03 Round Corner Pharmacy KS Yes - Unknown # 0

The former owner of Round Corner Pharmacy was notified that hundreds of records of prescriptions from 2007 - names, addresses, drugs 
and dosages- were found in a dumpster.  This is a HIPPA violation/ breach and could lead to an identity theft issue.
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Publication: LJ World Date Published: 10/29/2009Author: Mark FaganAttribution 1

http://www2.ljworld.com/news/2009/oct/29/pharmacy-records-recovered-downtown-trash-bin/?city_local
Article Title: Pharmacy records recovered from downtown trash bin
Article URL:

ITRC20091102-02 Palmetto General Hospital FL Yes - Unknown # 0

The US District Court sentenced 2 people in regards to the theft of patient records from Palmetto General Hospital.  According to documents 
filed in the case and statements made in court, Brown stole patient profile records while she was working as a medical records employee of 
Palmetto General Hospital. The records contained individually identifiable health information of Palmetto General Hospital patients, including 
patients’ names, birthdates, addresses, Social Security numbers, diagnoses, and next of kin contacts, among other information. When law 
enforcement officials disrupted the scheme in May 2009, Brown was in possession of 41 patient profile records and Barbary was in 
possession of six patient profile records. Brown admitted to stealing patient information from her employer since September 2008.
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Publication: databreaches.net Date Published: 10/31/2009Author: staffAttribution 1

http://www.databreaches.net/?p=8054
Article Title: Palmetto General Hospital employee and accomplice sentenced for stealing patient records
Article URL:

Publication: US AG's office Date Published: 5/26/2009Author: US District of FloridaAttribution 2

http://www.justice.gov/usao/fls/PressReleases/090526-01.html
Article Title: PALMETTO GENERAL HOSPITAL EMPLOYEE AND ACCOMPLICE INDICTED FOR STEALING PATIENT RECORDS AS PA
Article URL:

ITRC20091102-01 Briarcliff Care Center KS 10/29/2009 Yes - Unknown # 0

The KS Department on Aging is investigating allegations a Topeka care facility, Briarcliff Care Center, put documents with personal 
information in a public recycling dumpster. The items contained social security numbers and medical information.
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Publication: WIBW CBS Date Published: 10/30/2009Author: 13 NewsAttribution 1

http://www.wibw.com/home/headlines/67723092.html
Article Title: State Investigating Care Facility's Disposal Of Records
Article URL:

ITRC20091030-01 Hollywood Video CO Yes - Unknown # 0

Customers at a now-closed Hollywood Video near South Academy and Chelton Road may have their personal information just sitting in the 
trash outside the building.  NEWSCHANNEL 13 found piles of trash with names, phone numbers, addresses, birth dates and driver's license 
numbers. Credit card receipts were found but the numbers had been partially truncated. According to state law, it's illegal to improperly 
dispose of personal information, including social security numbers, driver's license numbers and credit card information.
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Publication: KJCT 8 ABC News Date Published: 10/27/2009Author: Marshall ZelingerAttribution 1

http://www.kjct8.com/Global/story.asp?S=11396502
Article Title: Your Personal Information Found In The Trash
Article URL:

ITRC20091028-02 Llywelyn's Pub KS 10/21/2009 Yes - Unknown # 0

Overland Park police encourage anyone who has used a credit card at Llywelyn’s Pub within the last six months to monitor their statements 
for fraudulent expenses. 
Police Spokesman Jim Weaver said that more than 100 victims, including the owner, have been identified. They believe others could have 
been victimized as well.  It appears that the hacker was able to gain access to the information between the time of sale and the point at which 
the information reached the credit card processing company.
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Publication: Kansas City Star Date Published: 10/28/2009Author: Dawn BormannAttribution 1

http://www.kansascity.com/news/breaking_news/story/1535244.html
Article Title: Joco pub and customers were targets of credit card hacker
Article URL:

ITRC20091028-01 BNY Mellon, Bank of New 
York Mellon

NY Yes - Published # 150

A temp at BNY Mellon has recently been discovered as using the PII of 150 fellow employees that he stole in 2001 while working at the bank. 
Since then, he has used the info to steal their identities, along with $1.1 million from an assortment of charities, according to an indictment 
announced today.
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Publication: New York Post Date Published: 10/28/2009Author: Laura ItalianoAttribution 1

http://www.nypost.com/p/news/local/da_nigeria_scammer_stole_ids_fvhYp8iIFXjnsjsbDIjl5I
Article Title: DA: Nigeria scammer stole 150 IDs
Article URL:

ITRC20091027-03 Bullitt County Public Schools KY Yes - Published # 646

A Bullitt County Public Schools employee accidentally sent an e-mail message to about 1,800 school district workers Tuesday that included 
the names and Social Security numbers of 676 district employees. The employees were identified as not having completed the district’s 2010 
open-enrollment process for insurance
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Publication: Courier Journal Date Published: 10/21/2009Author: Sarah CunninghamAttribution 1

http://www.courier-journal.com/article/20091021/ZONE10/910210368/Bullitt+school+employees++Social+Security+numb
Article Title: Bullitt school employees’ Social Security numbers mistakenly released
Article URL:

ITRC20091027-02 Baptist Hospital East KY Yes - Published # 350

Someone at Baptist Hospital East circulated an email with the names and SSNs of nurses in an email.
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Publication: WHAS 11 Date Published: 10/27/2009Author: staffAttribution 1

http://www.whas11.com/justposted/stories/whas11-local-091026-baptist-ssn.256cd85b3.html
Article Title: Email leaks 350 Baptist East employee Social Security numbers
Article URL:

ITRC20091027-01 Redmond City Citizens OR 10/26/2009 Yes - Unknown # 0

Dozens of boxes containing personal information, from bills to bank statements, were discovered at the Negus Transfer Station in Redmond 
Saturday morning.  They were found by someone unloading recyclables. "I started looking at the files, and there was probably a case with 
about 100 files in it with people's names, Social Security numbers," he said. Since the files were from various companies, police don't know if 
one or more companies dumped the files or a company hired to shred them did.
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Publication: KTVZ Date Published: 10/26/2009Author: Amy EasleyAttribution 1

http://www.ktvz.com/Global/story.asp?S=11387704
Article Title: Hundreds of personal files dumped at Redmond site
Article URL:

ITRC20091026-01 CalOptima CA Yes - Published # 68,000

CalOptima, a Medicaid managed care plan serving 360,000 recipients in Orange County, Calif., has lost claims data on 68,000 members. The 
missing data includes substantial identifying information on affected members. The electronic device was mailed on Oct. 13 but delivered by 
the US Postal Service without the devices.  Claims information contained on the devices includes member names, home addresses, dates of 
birth, medical procedure codes, diagnosis codes and member identification numbers, including some Social Security numbers.  
Update:  CalOptima recovers discs. Post Office finds them. "They appear to be untouched."
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Publication: Computerworld Date Published: 10/29/2009Author: Jaikumar VijayanAttribution 1

http://www.computerworld.com/s/article/9140122/CalOptima_recovers_discs_with_personal_data_on_68_000_member
Article Title: CalOptima recovers discs with personal data on 68,000 members
Article URL:
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Publication: HDM Breaking News Date Published: 10/26/2009Author: Joseph GoedertAttribution 2

http://www.healthdatamanagement.com/news/breach-39246-1.html
Article Title: Medicaid Payer Gives Breach Notification
Article URL:

ITRC20091023-01 Roane State Community 
College

TX 10/12/2009 Yes - Published # 16,000

A USB drive and a personal hand-held device were stolen from a Roane State Community College employee's car when he took information 
home to do afterhours and forgot to lock the car doors.  "Roane State Community College has announced that the names and Social Security 
numbers of 9,747 current or former students were on a data storage device stolen from an employee's vehicle, along with 1,194 
current/former employees' information. The Social Security numbers alone, with no names, were also stolen for 5,036 additional current or 
former students."
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Publication: WBIR Date Published: 10/21/2009Author:Attribution 1

http://www.wbir.com/news/local/story.aspx?storyid=102422&catid=2
Article Title: Update: Roane State announces 11,000 employee and student Social Security numbers stolen from employee's car
Article URL:

Publication: College Date Published:Author: News ReleaseAttribution 2

http://www.roanestate.edu/keyword.asp?keyword=IDALERT
Article Title: web article Roane State CC
Article URL:

ITRC20091022-01 Enloe Medical Center CA 10/8/2009 Yes - Unknown # 0

Paperwork containing patient information is missing from a shredding bin at an Enloe Medical Center facility, apparently taken before it could 
be destroyed. 
Laura Hennum, public relations director for the medical center, said the missing paperwork documented ambulance runs made by Enloe 
approximately between Oct. 8 and 12. According to a police report, an unknown suspect took the hinges off a storage container to gain 
access, then took paperwork from the top of the bin. An Enloe security official who filed the report said all the paperwork included personal 
identification information.
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Publication: Oroville MR.com, Mercury Register Date Published: 10/19/2009Author: Greg WelterAttribution 1

http://www.orovillemr.com/news/ci_13598541
Article Title: Free credit reports available to victims of Enloe paperwork theft
Article URL:

ITRC20091019-03 Cheers Liquor Mart CO Yes - Unknown # 0

A debit card breach affecting thousands of Colorado Springs area cardholders resulted from outside hackers gaining access to Cheers Liquor 
Mart’s computer system sometime last month, owners of the Springs-based retailer said Friday. "Police spokesman Lt. David Whitlock said 
Friday no new information on the investigation is available. He said Thursday that “thousands” of customers from five financial institutions 
operating in the Springs area had their numbers stolen from an unidentified local merchant. He declined to identify either the merchant or the 
financial institutions."

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: The Gazette Date Published: 10/16/2009Author: Wayne HeilmanAttribution 1

http://www.gazette.com/articles/span-63905-stolen-align.html
Article Title: Police investigate stolen debit card info
Article URL:

Publication: The Gazette Date Published: 10/16/2009Author: Wayne HeilmanAttribution 2

http://www.gazette.com/articles/liquor-63958-mart-breach.html
Article Title: Debit card breach is traced to Cheers Liquor Mart
Article URL:

ITRC20091019-02 Creative Financial Services FL 10/17/2009 Yes - Unknown # 0

Hundred of files containing personal information such as names, addresses and Social Security numbers were found Saturday in metal trash 
bins at two locations in North Tampa.  One bin was beside the now defunct company and the other behind a hair salon.  The owner of the 
mortgage company said he paid someone to get destroy all the boxes but he doesn't remember his name.  "The whole scenario was not 
professional," he said. "This guy was supposed to destroy all those boxes. There was a whole room of boxes."
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Publication: Tampa Tribune/WFLA Date Published: 10/17/2009Author: Mike SalineroAttribution 1

http://www2.tbo.com/content/2009/oct/17/172220/files-personal-data-found-trash-bin/news-metro/
Article Title: Files with personal data found in trash bins
Article URL:

ITRC20091019-01 New Mexico Motor Vehicle 
Division

NM Yes - Unknown # 0

A  cache of NM Motor Vehicle Division documents with names, Social Security numbers and addresses was found during the investigation of 
a ring of identity thieves. Detectives said that the documents were stolen from an MVD worker's car, parked outside of his home. The 
documents were used to make fake IDs and fake checks.
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Publication: KOAT Date Published: 10/18/2009Author: staffAttribution 1

http://www.koat.com/news/21333844/detail.html
Article Title: ID Theft Ring Traced To Stolen MVD Documents
Article URL:

ITRC20091016-04 California State University - 
Los Angeles

CA 7/15/2009 Yes - Published # 85

The names and Social Security numbers of 82 students who took CIS 454 or 528 in spring 2002 and CIS 283 or 585 in spring 2003 Cal State 
Los Angeles computer courses in 2002 and 2003 were inadvertently posted on a faculty member's Web site, university officials said today. 
According to the university, the information was mistakenly posted in July, but was removed once it was discovered. In addition to the 82 
students, three faculty members' personal information was also posted.
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Publication: My Lox LAA 13 KCOP, KTTV Fox Date Published: 10/14/2009Author: Dennis LovelaceAttribution 1

http://www.myfoxla.com/dpp/news/local/CSULA_Private_Student_Info_Leaked_20091014
Article Title: CSULA: Private Student Info Leaked
Article URL:

ITRC20091016-03 Virginia Tech Center for 
Assessment

VA 9/21/2009 Yes - Published # 80,000

Nearly 80,000 former adult education students’ personal information stored on a flash drive was lost in Richmond on Sept. 21 according to a 
Virginia Department of Education press release issued Wednesday. The information was given to the Virginia Tech’s Center for Assessment, 
Evaluation and Educational Programming for the purpose of conducting federally mandated research.  It seems to affect adult education 
students between 2007-2009
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Publication: VDOE website Date Published: 10/14/2009Author: VDOEAttribution 1

http://www.doe.virginia.gov/VDOE/NewHome/pressreleases/2009/oct14b.html
Article Title: VDOE Press Release
Article URL:

Publication: Inside Nova Date Published: 10/14/2009Author: Kipp HanleyAttribution 2

http://www2.insidenova.com/isn/news/local/article/personal_data_for_thousands_of_former_adult_students_go_missin
Article Title: Personal data for thousands of former adult students go missing
Article URL:

ITRC20091016-02 Marshfield's Hancock Fabrics WI Yes - Unknown # 0

Officials are alerting residents that debit/credit cards used at two central Wisconsin fabric stores during late August and early September 
might have been compromised. During the weekend, numerous complaints came into law enforcement agencies in Wood and Portage 
counties reporting fraudulent activity on debit cards that appear to be automated teller machine transfers taking place in the Milwaukee area, 
Wood County Sheriff's Department Investigator Sgt. Dean Berres said. The card scanners at Marshfield's Hancock Fabrics seem to be the 
point of origin.
Update:  Police in CA, WI and Missouri are reporting fraudulent ATM withdrawals linked to the hacking as of 11/23. The chain has 264 retail 
stores in 37 states.
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Publication: Bank Info Security Date Published: 11/23/2009Author: Linda McGlassonAttribution 1

http://www.bankinfosecurity.com/articles.php?art_id=1961
Article Title: Hancock Fabrics Linked to Fraud in 3 States
Article URL:

Publication: WA Daily Herald Date Published: 10/16/2009Author: Liz WelterAttribution 2

http://www.wausaudailyherald.com/article/20091015/WDH0101/310150109/1981
Article Title: Fabric store customers warned of debit card fraud
Article URL:
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ITRC20091016-01 PayChoice US Yes - Unknown # 0

Payroll services provider PayChoice took its Web-based service offline for the second time in a month in response to yet another data breach 
caused by hackers. PayChoice, provides direct payroll processing services and licenses its online employee payroll management product to 
at least 240 other payroll processing firms, serving 125,000 organizations. The company sent a notice to its customers saying it had  closed 
onlineemployer.com - the portal for PayChoice's online payroll service --  after some clients began noticing bogus employees being added to 
their payroll.
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Publication: Washington Post Date Published: 10/16/2009Author: Brian KrebsAttribution 1

http://voices.washingtonpost.com/securityfix/2009/10/paychoice_suffers_another_data.html?wprss=securityfix
Article Title: PayChoice Suffers Another Data Breach
Article URL:

Publication: Washington Post Date Published: 9/30/2009Author: Brian KrebsAttribution 2

http://voices.washingtonpost.com/securityfix/2009/09/hackers_breach_payroll_giant_t.html
Article Title: Hackers Breach Payroll Giant, Target Customers
Article URL:

ITRC20091012-02 Flagler County FL Yes - Unknown # 0

Every 10 years, Flagler County purges its files.  Unfortunately, this time county employees dumped about 15 boxes of applications, deeds, 
notices and plans in the trash — some of which included residents’ driver’s license and Social Security numbers. Only some of the 
documents were recovered. "Unfortunately, this same information still exists in the county's official records online," (County Administrator 
Craig) Coffey wrote recently in an online forum in response to public outcry. "Hence, they are viewable with any computer, forget the 
Dumpster."
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Publication: News Journal Online Date Published: 10/9/2009Author: Kari CobhamAttribution 1

http://www.news-journalonline.com/NewsJournalOnline/News/Flagler/flaFLAG01100909.htm
Article Title: Private info found in county Dumpster
Article URL:

ITRC20091012-01 FirstMerit Bank OH 10/7/2009 Yes - Unknown # 0

Authorities are investigating the thefts this week of large bins used to store paper waiting to be shredded from three FirstMerit Bank branches 
in Streetsboro, Westlake and Elyria. Bank officials are working to determine how many bank customers may have had their personal 
information stolen. ''We're still evaluating that,'' Townsend said. ''We're contacting [possibly affected] customers and also working with the 
appropriate law enforcement agencies.''  The bins weigh about 500 pounds each.
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Publication: Beacon Journal Date Published: 10/10/2009Author: Linda GolzAttribution 1

http://www.ohio.com/news/63913757.html
Article Title: Police look into shredder bin theft
Article URL:

ITRC20091009-01 M & T Bank MD Yes - Unknown # 0

M&T Bank in MD used a bright red dumpster in Rodgers Forge, outside the M&T that recently took over Bradford Bank to dump sensitive 
documents. When the TV station sifted through the trash they found stacks of cancelled checks written just days ago and page after page of 
papers that list not only who banks here but their account numbers and how much money they have.
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Publication: ABC2 News Date Published: 10/9/2009Author: Joce StermanAttribution 1

http://www.abc2news.com/news/local/story/MD-Bank-Dumps-Identities-into-Trash/wV5sp_lKOk-8hcfRRf0joQ.cspx
Article Title: MD Bank Dumps Identities into Trash
Article URL:

ITRC20091008-01 CLP Skilled Trade Solutions, 
Palm Springs Dumpster

FL 10/7/2009 Yes - Unknown # 0

A cook found boxes full of documents with names, SS cards, tax papers, driver's license and other identifying information in a dumpster 
behind the café he works in. Some had the CLP Skilled Trade Solutions logo on the them, a company next to the café. Police officers said 
many of the documents were from a company that CLP acquired a few years ago.
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Publication: ABC 25 WPBF Date Published: 10/7/2009Author: staffAttribution 1

http://www.wpbf.com/news/21227500/detail.html
Article Title: Personal Documents Found In Palm Springs Dumpster
Article URL:

ITRC20091006-02 BlueCross BlueShield -TN US 10/2/2009 Yes - Unknown # 0

68 hard drives are missing from the BlueCross BlueShield office in Eastgate, TN.  Investigators also want to know why *these* drives might 
have been targeted.  "We don't know what's on the hard drive files.  Only blue cross blue shield does, but as with the medical files and 
anything else that contains personal information and social security numbers and financial information, there's always the possibility for 
identity theft," says Sgt. Weary. A Blue Cross spokesperson says she doesn't know if the missing drives contain private patient information. 
But they are cooperating in the event of possible identity theft.
Update: BCBS announced that the theft affects about 2 million clients. However, a call from ITRC to BCBS TN headquarters confirmed that 
specialized equipment would be needed to read the disks which lowers risk factor.
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Publication: WSMV Date Published: 11/16/2009Author: Dennis FerrierAttribution 1

http://www.wsmv.com/health/21631430/detail.html
Article Title: Customers' Info Stolen From Blue Cross Office
Article URL:

Publication: WDEF Date Published: 10/6/2009Author: Joe LeggeAttribution 2

http://www.wdef.com/news/computer_crimes_investigation_underway_after_68_blue_cross_blue_shield_hard_drives_
Article Title: Computer Crimes Investigation Underway after 68 Blue Cross Blue Shield Hard Drives Stolen
Article URL:

ITRC20091006-01 Federal Reserve Bank of New 
York

NY Yes - Unknown # 0

A federal bank information analyst from Elm Park has admitted he stole his fellow employees’ identities so he and his brother could apply for 
more than $1 million in student and boat loans. Curtis Wiltshire, 34, committed the fraud from 2006 and 2008, while he was working as an 
information and technical analyst at the Federal Reserve Bank of New York in lower Manhattan. He had access to computer files with other 
employees’ names, dates of birth, social security numbers and photographs.
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Publication: Slive Date Published: 10/6/2009Author: John AnnesseAttribution 1

http://www.silive.com/northshore/index.ssf/2009/10/federal_reserve_employee_from.html
Article Title: Federal Reserve employee from Elm Park pleads guilty in $1M scheme
Article URL:

ITRC20091005-04 BlueCross  BlueShield - 
Highmark

US Yes - Published # 850,000

The Blue Cross Blue Shield national office had a laptop stolen from an employee of the national office in August. The breach involves “tens of 
thousands’’ of physicians nationwide, although the precise number is unclear, according to a national Blue Cross-Blue Shield spokesman. 
Thirty-nine affiliates feed information about providers into a database maintained by the association’s national headquarters.  "Jeff Smokler, 
national Blue Cross-Blue Shield spokesman, said the insurance giant - roughly 90 percent of physicians nationwide are in its network - 
encrypts all of its information on company computers, but an employee who was authorized to have the information violated company rules 
by downloading an unencrypted version onto a personal laptop. Smokler said the data breach was perhaps the most serious for 
Massachusetts physicians and other providers because they typically use their Social Security number as their tax identification number. 
Physicians in most other states, he said, choose separate tax ID numbers."
Update: Highmark is also notifying 50,000 doctors, mainly in PA that their information may have been on the laptop also.
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Publication: Tribune Review Date Published: 10/7/2009Author: Jason CatoAttribution 1

http://www.pittsburghlive.com/x/pittsburghtrib/news/pittsburgh/s_646845.html
Article Title: Highmark: Stolen laptop contained doctors' information
Article URL:

Publication: AMNews AMA-assn Date Published: 10/6/2009Author: Emily BerryAttribution 2

http://www.ama-assn.org/amednews/2009/10/05/bisd1006.htm
Article Title: 850,000 doctors could be hit by potential data breach from insurer's stolen laptop
Article URL:

Publication: Boston Globe Date Published: 10/3/2009Author: Kay LazarAttribution 3

http://www.boston.com/news/local/massachusetts/articles/2009/10/03/blue_cross_physicians_warned_of_data_breach/
Article Title: Blue Cross physicians warned of data breach
Article URL:

Copyright 2009 Identity Theft Resource Center



Identity Theft Resource Center
2009 Breach List: Page 22 of  106

1/6/2010
Report Date:

How is this report produced?  What are the rules?  See last page of report for details.

498 222,477,043Breaches: Exposed:

ITRC20091005-03 K Hovnanian Homes TX 10/1/2009 Yes - Unknown # 0

A local resident found a dumpster full of sales documents from K Hovnanian Homes, a major builder.  It had checks and other legal 
documents in it including SSNs.
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Publication: WFAA Date Published: 10/2/2009Author: Jim DouglasAttribution 1

http://www.wfaa.com/sharedcontent/dws/wfaa/latestnews/stories/wfaa091002_wz_documentsdumped.1db3dc48f.html
Article Title: Arlington trash bin yields sensitive documents
Article URL:

ITRC20091005-02 Suffolk Community College NY 9/17/2009 Yes - Published # 300

Suffolk Community College has agreed to pay a company for the next year to monitor the credit of 300 students whose last names and Social 
Security numbers were mistakenly listed in an attachment to an e-mail sent to those students last month.
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Publication: Newsday Date Published: 10/4/2009Author: Rick BrandAttribution 1

http://www.newsday.com/long-island/suffolk/e-mail-error-sends-out-students-social-security-numbers-1.1499898
Article Title: E-mail error sends out students' Social Security numbers
Article URL:

ITRC20091005-01 Verso Paper, PACE Industry TN 6/14/2009 Yes - Unknown # 0

A Verso employee left a laptop on an airplane on June 14 and  it contained names and SSN of some current and former Fund participants 
from Pace Industry Pension Fund. According to a letter (pdf) sent to the New Hampshire Attorney General’s Office, PIUMPF had provided 
Verso with the data as part of a discussion relating to the possible merger of Verso’s pension plan into PIUMPF.
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Publication: notice to NH AG Date Published: 9/28/2009Author: Allison MadanAttribution 1

http://doj.nh.gov/consumer/pdf/verso_paper_corp.pdf
Article Title: Verso - Pace Industry Pension Fund breach
Article URL:

ITRC20091002-02 US Military US Yes - Published # 76,000,000

The Inspector General of the National Archives and Records Administration is looking into a potential data breach of millions of records about 
US military veterans. The issue involves a defective hard drive the agency sent back to its vendor for repair and recycling without first 
destroying the data. The drive was part of a RAID array of six drives containing an Oracle database that held detailed records on 76 million 
veterans, including millions of Social Security numbers dating to 1972. The Pentagon requires that old drives be degaussed (de-magnified) or 
physically destroyed.
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Publication: Wired Date Published: 10/1/2009Author: Ryan SingelAttribution 1

http://www.wired.com/threatlevel/2009/10/probe-targets-archives-handling-of-data-on-70-million-vets/
Article Title: Probe Targets Archives’ Handling of Data on 70 Million Vets
Article URL:

ITRC20091002-01 US Armed Services US Yes - Unknown # 0

The personal data of tens of thousands of U.S. soldiers -- including those in the Special Forces -- continue to be downloaded by unauthorized 
computer users in countries such as China and Pakistan, despite Army assurances that it would try to fix the problem, according to a private 
firm that monitors cybersecurity. Tiversa, which scours the Internet for sensitive data, discovered the data breaches while conducting 
research for private clients. The company found, as recently as this week, documents containing Social Security numbers, blood types, cell 
phone numbers, e-mail addresses, and the names of soldiers' spouses and children.
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Publication: Washington Post Date Published: 10/2/2009Author: Ellen NakashimaAttribution 1

http://www.washingtonpost.com/wp-dyn/content/article/2009/10/01/AR2009100104947.html
Article Title: Soldiers' Data Still Being Downloaded Overseas, Firm Says
Article URL:
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ITRC20090928-10 Kern Medical Center, 
Sagebrush Medical Plaza

CA Yes - Published # 31,000

A break-in happened at the Sagebrush Medical Plaza in July, and Kern Medical Center officials have notified 31,000 patients to take 
precautions against possible identity theft. But some patients complain the warning came nearly two months after the information could have 
been compromised, and they're not getting help the county promised. "I had some negative credit reporting on my credit report," Marvin 
Brown said. He recently got a letter from a company in a small Idaho town saying he owes them money. "I've never been to Idaho," he said
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Publication: Bakersfield Now Date Published: 9/22/2009Author: Carol FergusonAttribution 1

http://www.bakersfieldnow.com/news/investigations/60472497.html
Article Title: Thousand of patients warned about theft of personal information
Article URL:

ITRC20090928-09 Penrose Hospital CO Yes - Published # 175

Officials at Penrose Hospital believe someone has stolen the personal information of 175 patients.  The hospital revealed the apparent theft 
in a press release and news conference Friday. According to Chief Operating Officer Jamie Smith, the missing information consists of names, 
addresses, phone numbers, Social Security numbers and the reason for the patients' visits.  Smith says no detailed medical records were 
taken.  The information was stored on a computer print-out and kept in a binder stored in a cabinet in the Ultrasound Department.
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Publication: KRDO Date Published: 9/25/2009Author: Scott HarrisonAttribution 1

http://www.krdo.com/Global/story.asp?S=11199588
Article Title: Penrose Hospital Missing Patient Info
Article URL:

ITRC20090928-08 Tennessee doctors TN Yes - Unknown # 0

Doctors' offices in Tennessee have been accidentally sending patient information, including Social Security numbers and medical histories, to 
an Indiana businessman's fax machine for the past three years. The businessman has been shredding the faxes and notified the TN Dept. of 
Human Services multiple times.
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Publication: The Tennessean Date Published: 9/28/2009Author: Chris EchegarayAttribution 1

http://www.tennessean.com/article/20090928/NEWS01/909280333/Doctors+mistakenly+fax+patients++data+to+Indiana+
Article Title: Doctors mistakenly fax patients' data to Indiana company
Article URL:

ITRC20090928-07 Socorro County Housing 
Authority

NM 9/22/2009 Yes - Published # 100

Sensitive documents from the Socorro County Housing Authority containing personal information are found left in a dumpster. The personal 
papers, revealed details about former tenants and at least one owner who worked with the housing authority. They appear to date back to the 
late 90s and early 2000. The executive director of the housing authority, Mary Ann Chavez, said the files containing sensitive personal 
information should have been shredded.
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Publication: KOAT Date Published: 9/22/2009Author: staffAttribution 1

http://www.koat.com/news/21053580/detail.html
Article Title: Sensitive Files Found In Dumpster
Article URL:

ITRC20090928-06 T Rowe Price US 8/24/2009 Yes - Unknown # 0

T Rowe Price sent a letter to clients:  "We are writing to inform you of an issue that occurred regarding the check you provided for the 
purchase. When we receive a check, we send an electronic file containing an image of the check to your financial institution so that we can 
obtain payment. ...Unfortunately, a T. Rowe Price internal error arose ... As a result, the image of a check we received from another T. Rowe 
Price client may be provided to you by your financial institution instead of your check, and vice versa. The information that would be available 
to the person who was provided your image in error is the information preprinted on the front of your check, such as your name(s) and 
address, the name of the financial institution where you have your checking account, and your checking account number, plus
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Publication: notice to NH AG Date Published: 9/15/2009Author: Deborah SeidelAttribution 1

http://doj.nh.gov/consumer/pdf/t_rowe_price.pdf
Article Title: T Rowe Price
Article URL:
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ITRC20090928-05 Mt. Pleasant radio industry SC Yes - Unknown # 0

Information found piled inside two dumpsters behind a Mount Pleasant business complex included hundreds of financial records, tax filing, 
SSN of people and businesses in Mount Pleasant and across the nation. Many tied to the radio industry.
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Publication: WCIV Date Published: 9/23/2009Author: staffAttribution 1

http://www.wciv.com/news/stories/0909/661664.html
Article Title: Authorities Investigate Financial Records Found in Dumpsters
Article URL:

ITRC20090928-04 Rite Aid PA Yes - Unknown # 0

Federal prosecutors say Grigoryan and 26-year-old Artur Harutyunyan, who is also from Armenia, placed a device inside checkout counter 
keypads at Rite Aid stores in Wayne, Pa., and Brandywine Hundred, Del., to store users' account numbers and security passwords. 
Authorities say the men then made fake debit cards to withdraw more than $570,000 from victims' accounts.
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Publication: Date Published: 9/23/2009Author: APAttribution 1

http://cbs3.com/wireapnewspa/Man.gets.time.2.1202223.html
Article Title: Man Sentenced To Time Served In ATM Theft Scam
Article URL:

ITRC20090928-03 Eastern Kentucky University KY 9/29/2008 Yes - Published # 5,045

The names and Social Security numbers of about 5,000 Eastern Kentucky University faculty, staff and student workers, all of whom were on 
the EKU payroll in 2007-08, were inadvertently put on the Internet last September, where they have stayed for a year, according to EKU 
President Doug Whitlock.
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Publication: Kentucky.com Date Published: 9/24/2009Author: staffAttribution 1

http://www.kentucky.com/latest_news/story/947409.html
Article Title: EKU posted about 5,000 Social Security numbers online for a year
Article URL:

ITRC20090928-02 Rocky Mountain Bank WY Yes - Published # 1,325

A Rocky Mountain bank employee sent an email to the wrong person. The message, intended for a bank customer, included an attachment 
that should not have been sent containing confidential customer information for 1,325 individual and business accounts, according to the 
court's summary of the case. The data is question is said to include names, addresses, tax identification numbers, and loan information. The 
question is: why was that information being sent to a customer?
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Publication: Information Week Date Published: 9/21/2009Author: Thomas ClaburnAttribution 1

http://www.informationweek.com/news/internet/google/showArticle.jhtml?articleID=220100410
Article Title: Lawsuit Tied To Bank Gmail Error Can't Be Secret, Judge Says
Article URL:

ITRC20090928-01 Panola School District OK Yes - Published # 0

Some former and current Panola School District, Oklahoma employees are learning that some of their employment records from 1998 and 
1999, including W-2’s, were in file cabinets sold to the public. Now the people who bought the cabinets are declining to turn the records over 
to the school district without a court order and are in the process of contacting those whose records they’ve found.
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Publication: 4029 TV Date Published: 9/28/2009Author: staffAttribution 1

http://www.4029tv.com/video/21133585/index.html
Article Title: File Cabinet purchase leads to identity theft concerns
Article URL:
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ITRC20090925-03 City of Rutland VT 9/2/2009 Yes - Published # 314

A file containing bank account information for 314 city residents [Rutland, Vermont] who participate in the city’s direct debit tax payment 
program was inadvertently uploaded to the city’s Web site for a seven-day period earlier this month. Those affected were notified by the 
Treasurer’s Office late last week.
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Publication: Rutland Herald Date Published: 9/22/2009Author: STEPHANIE M. PETAttribution 1

http://www.rutlandherald.com/article/20090922/NEWS04/909220358/1002/NEWS01
Article Title: City posts taxpayer info online
Article URL:

ITRC20090925-02 University of North Carolina 
Chapel Hill, Dept. of 

NC Yes - Published # 163,000

A hacker has infiltrated a computer server housing the personal data of 236,000 women enrolled in a UNC-Chapel Hill research study. Among 
the information exposed: the Social Security numbers of 163,000 study participants." Though the intrusion was detected in late July, 
computer forensics experts say it may have happened two years ago, said Matthew Mauro, chairman of the UNC-CH Department of 
Radiology.  The medical school will send letters to all 236,000 study participants about the security breach. School officials said they held off 
on notifying participants until they had completed their investigation and would be able to field questions."
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Publication: News and Observer Date Published: 9/25/2009Author: staffAttribution 1

http://www.news-record.com/content/2009/09/25/article/hacker_hits_unc_chapel_hill_study_data
Article Title: Hacker hits UNC-Chapel Hill study data on 236,000 women
Article URL:

ITRC20090925-01 Crawford & Company MD Yes - Published # 89

Shanell Bowser has been sentenced to five years in prison and was ordered to pay more than $200,000 in restitution to the victims of an 
identity theft scheme.  Bowser, who was employed by medical claims adjustment firm Crawford & Company, had access to names, Social 
Security numbers and other personal information from clients and from Johns Hopkins Hospital
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Publication: The Examiner Date Published: 9/25/2009Author: APAttribution 1

http://www.sfexaminer.com/local/ap/woman-sentenced-in-id-theft-61483562.html
Article Title: Woman sentenced in ID theft
Article URL:

ITRC20090918-01 Akron Children's Hospital OH Yes - Unknown # 0

A 38-year-old Avon Lake, Ohio, man is set to plead guilty to federal charges after spyware he allegedly meant to install on the computer of a 
woman he'd had a relationship with ended up infecting computers at Akron Children's Hospital. Between March 19 and March 28 the spyware 
sent more than 1,000 screen captures to Graham via e-mail. They included details of medical procedures, diagnostic notes and other 
confidential information relating to 62 hospital patients. He was also able to obtain e-mail and financial records of four other hospital 
employees as well, the plea agreement states.
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Publication: PC World Date Published: 9/17/2009Author: Robert McMillian, IDGAttribution 1

http://www.pcworld.com/businesscenter/article/172185/misdirected_spyware_infects_ohio_hospital.html
Article Title: Misdirected Spyware Infects Ohio Hospital
Article URL:

ITRC20090917-02 Massachusetts Mutual Life 
Insurance

US 8/3/2009 Yes - Published # 73

A former employee printed out screen shots of documents with customer name, address, SSN and possibly financial records. They were 
discovered during the course of an investigation by the US PIS
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Publication: notice to NH AG Date Published: 9/8/2009Author: Christopher MarkowsAttribution 1

http://doj.nh.gov/consumer/pdf/massmutual.pdf
Article Title: Mass Mutual
Article URL:

Publication: Date Published: 9/8/2009Author:Attribution 2
Article Title:
Article URL:

Copyright 2009 Identity Theft Resource Center



Identity Theft Resource Center
2009 Breach List: Page 26 of  106

1/6/2010
Report Date:

How is this report produced?  What are the rules?  See last page of report for details.

498 222,477,043Breaches: Exposed:

ITRC20090917-01 KMS Business Services - 
Fortune Industries, Century II 

US 8/21/2009 Yes - Unknown # 0

Fortune Industries notified the New Hampshire Attorney General’s Office that a laptop stolen from KMS Business Services contained 
employee data from some of their affiliates, including Century II Staffing, USA. The laptop, stolen from an employee in July contained names, 
addresses, and Social Security numbers of residents of Indiana and 180 residents of New Hampshire. KSM administers the retirement plan 
for Fortune Industries, who was first notified of the theft on August 21.  KMS is a Third Party Administrator of retirement accounts.
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Publication: notice to NH AG Date Published: 9/4/2009Author: Fortune IndustriesAttribution 1

http://doj.nh.gov/consumer/pdf/ksm.pdf
Article Title: KMS Business Services - Fortune Industries
Article URL:

ITRC20090915-02 University of Florida FL Yes - Published # 25

 In August, the University’s Privacy Office was notified of a privacy breach after the discovery of an unprotected computer file containing 34 
names and 25 Social Security numbers. They believe the personal information belongs to trainers working with the Florida Traffic and Bicycle 
Safety Education program in 2006. T
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Publication: University of Florida Date Published: 9/14/2009Author: StaffAttribution 1

http://news.ufl.edu/2009/09/14/notice-of-privacy-breach/
Article Title: Notice of privacy breach
Article URL:

ITRC20090915-01 Downeast Energy ME Yes - Published # 800

Downeast Energy in Brunswick says that the company is the victim of a computer breach that led to unauthorized access to one of its bank 
accounts at Key Bank.  The personal information of as many as 800 Downeast customers may have compromised as well. Downeast says 
the perpetrators succeeded in transferring funds out of the account.
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Publication: Fox Maine Date Published: 9/15/2009Author: staffAttribution 1

http://www.myfoxmaine.com/dpp/news/maine/20090915_Downeast_Energy_Suffers_Security_Breach
Article Title: Downeast Energy Suffers Security Breach
Article URL:

ITRC20090911-03 Chase Bank, JPMorgan Chase US None - Other Protection 0

Chase Bank is notifying customers that a tape used as a backup for system information is missing at a secure offsite storage unit. It may 
have included name, address and SSN.  The information "can be read only with special equipment and software…"
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Publication: Reuters Date Published: 10/8/2009Author: Diane BartzAttribution 1

http://www.reuters.com/article/marketsNews/idUSN0852559920091008
Article Title: UPDATE 1-US lawmakers ask JPMorgan Chase about data breach
Article URL:

Publication: WHAS 11 Date Published: 8/18/2009Author: staffAttribution 2

http://www.whas11.com/news/consumer/stories/081809whascwConsumerWatchChaseBank.f2187dec.html
Article Title: Chases Bank releases satement that computer tape containing personal info missing
Article URL:

Publication: Chase Bank Date Published: 8/13/2009Author: Chase BankAttribution 3

http://datalossdb.org/attachments/0000/0468/chase_breach_notification_letter_-_20090813.pdf
Article Title: Notification letter
Article URL:

ITRC20090911-02 NCO Financial OH Yes - Unknown # 0

Two employees of NCO said that a burglary at NCO Financial Systems, a collection agency in Dublin Ohio, was reported to the police, but 
they did not report that client data, including Social Security numbers was part of the information stolen during the ransacking. There was no 
indication of forced entry.
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Publication: NBC4i Date Published: 9/10/2009Author: Mike BowersockAttribution 1

http://www2.nbc4i.com/cmh/news/local/article/employees_claim_sensitive_information_was_stolen_during_break-in/22
Article Title: Workers: Sensitive Info Stolen During Collection Agency Burglary
Article URL:

ITRC20090911-01 Hilton Grand Vacations US Yes - Published # 2,304

certain information submitted to Hilton Grand Vacations as part of credit applications or Vacation Introduction Program purchases may have 
been viewed by an unauthorized person. Although they do not know for certain, it is possible that name, social security number, and date of 
birth may have been viewed and possibly compromised. It appears that unauthorized access to this information could have begun as early as 
February 2009.
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Publication: notice to NH AG Date Published: 9/3/2009Author: Kelly LoddeAttribution 1

http://doj.nh.gov/consumer/pdf/hilton2.pdf
Article Title: Hilton Grand Vacations
Article URL:

ITRC20090908-04 University of Vermont VT Yes - Published # 242

University of Vermont recently discovered that the security of up to 242 university-funded credit cards has been compromised. The school 
discovered the issue when notified by their bank and has now cancelled all compromised cards.
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Publication: ConsumerLoanWire.com Date Published: 9/2/2009Author: Lori KellyAttribution 1

http://www.consumerloanwire.com/news/210275-university-announces-credit-card-breach
Article Title: University announces credit card breach
Article URL:

ITRC20090908-03 Jonathan Boxman, title 
insurance agent

NY 9/6/2009 Yes - Unknown # 0

Jonathan Boxman, a former title-insurance agent who was arrested in July on charges he allegedly stole money from clients during the high-
flying days of the real-estate boom, has boxes of client files behind his office building. That's where hundreds of Boxman's clients' files sit 
stuffed in open, dirty garbage bags. Several, an Advance reporter found, contain important personal information such as Social Security 
numbers and copies of driver's licenses. And some could contain original deeds and mortgages that prosecutors have been trying to locate.
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Publication: Staten Island Advance - slive Date Published: 9/6/2009Author: Karen O'SheaAttribution 1

http://www.silive.com/news/index.ssf/2009/09/discarded_files_an_id_nightmar.html
Article Title: Discarded files: an id nightmare
Article URL:

ITRC20090908-02 School for the Physical City NY Yes - Unknown # 0

Hundreds of students’ confidential records were dumped on the sidewalk in front of their former Manhattan high school yesterday, the School 
for the Physical City. About 15 brown cardboard boxes and clear plastic bins crammed with the students’ records were piled high on the 
sidewalk in front of the former site of the school, along with a locker and several computers. The records included psychological exams, 
copies of birth certificates and Social Security cards, and medical records, including many for children with learning disabilities. The records 
date back to at least 1990.  A nearby Dumpster was also overflowing with records.
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Publication: NY Post Date Published: 9/6/2009Author: Kate ScheehyAttribution 1

http://www.nypost.com/p/socials_med_records_dumped_on_street_4cfCsTNp7AVQZD0iFcIUbJ
Article Title: Socials, med records left on street
Article URL:

ITRC20090908-01 Capitol One Bank US Yes - Unknown # 0

According to the criminal complaint, between July 2008 and April 2009 a crime ring purchased the personal information of Capitol One Bank 
customers from an online source in the Ukraine, who illegally profited from the sale. It says the group then used the information to create 
counterfeit credit card accounts, withdrawing more than $652,205.49 from more than 170 ATMs throughout the Twin Cities.
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Publication: ABC- KSTP Date Published: 9/6/2009Author: Michelle KnollAttribution 1

http://kstp.com/news/stories/s1124742.shtml
Article Title: Nearly a Dozen Charged in Counterfeit Credit Card Scheme
Article URL:

ITRC20090902-04 Mortgage Companies - Bay 
Area of San Francisco

CA 8/1/2009 Yes - Unknown # 0

San Mateo County Sheriff found hundreds of papers in a dumpster on Aug 1st that included mortgage, titles and other personal information 
generated between Jan. 1 and July 1, 2006. Among the mortgage, lending and title companies listed on the paper work are Alliance Title; 
American Prime Funding; Funding Suite; Financial Title Company; Ticor Title Company; Orange Coast Title Company; and Bella Homes and 
estates.
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Publication: Bay City News Date Published: 8/31/2009Author: staffAttribution 1

http://sfappeal.com/alley/2009/08/dumped-private-documents-do-not-appear-to-have-been-used-for-identity-theft.php
Article Title: Dumped Private Documents Do Not Appear To Have Been Used For Identity Theft
Article URL:

ITRC20090902-03 Compulinx Managed Services NY Yes - Unknown # 0

The business owner of Compulinx Managed Services used his employees identities to get loans for his company. Federal prosecutors said 
that between 2001 and 2006, he used others' names for $1 million in loans and credit card charges
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Publication: Newsday.com Date Published: 9/2/2009Author: APAttribution 1

http://www.newsday.com/news/new-york/ny-ceo-pleads-guilty-to-id-theft-1.1413053
Article Title: NY CEO pleads guilty to ID theft
Article URL:

ITRC20090902-02 Naval Hospital Pensacola US 8/18/2009 Yes - Published # 38,000

Naval Hospital Pensacola will be notifying thousands of beneficiaries who use its pharmacy services, following the disappearance of a laptop 
computer August 18.  The computer's database contains 38,000 pharmacy service customers' names, Social Security numbers and dates of 
birth on all patients that used the pharmacy in the last year.
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Publication: Fox 10 TV Date Published: 9/2/2009Author: Liz NelsonAttribution 1

http://www.fox10tv.com/dpp/news/local_news/pensacola/Navy_Laptop_With_Personal_Info_Missing
Article Title: Navy laptop with personal info missing
Article URL:

ITRC20090902-01 Bluegrass Community and 
Technical College

KY Yes - Published # 100

A file containing the personal information including social security numbers of nearly 100 students at the Bluegrass Community and Technical 
College has been reported to police as stolen. About 1 out of every 11 people's personal information on the campus could be in someone 
else's hand.
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Publication: WKYT Date Published: 9/1/2009Author: Dave SpencerAttribution 1

http://www.wkyt.com/news/headlines/56659567.html
Article Title: Dozens of college students warned they could be identity theft victims
Article URL:

ITRC20090831-06 Guardsmark FL 8/26/2009 Yes - Published # 100

More than 100 employee files containing sensitive information, like social security numbers and fingerprints, were dropped off at First Coast 
News by a person claiming to be a janitor. That person said the files were in the trash at Guardsmark, a security company in Jacksonville but 
the company said they were stolen. The "janitor" who found the files said she worked several cleaning jobs at Guardsmark. She did not want 
to be identified but tells First Coast News she found the stacks of files at the bottom of trash bin about 11 months ago.
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Publication: First Coast News Date Published: 8/26/2009Author: Monica LanderosAttribution 1

http://www.firstcoastnews.com/news/local/news-article.aspx?storyid=143978&provider=rss
Article Title: Employee Files Found, Company Says They Were Stolen
Article URL:
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ITRC20090831-05 Mississippi Department of 
Corrections

MS Yes - Unknown # 0

A former Mississippi Department of Corrections employee was sentenced to 52 months in federal prison today for stealing the identity of 
inmates, filing false tax returns on their behalf and pocketing the money.  Janice Singleton, a Jackson tax preparer who also was a 
corrections officer at the Central Mississippi Correctional Facility in Rankin County, pleaded guilty in December to federal bank fraud, wire 
fraud, making false or fraudulent claims and aggravated identity theft.
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Publication: Clarion Ledger Date Published: 8/28/2009Author: Jimmie GatesAttribution 1

http://www.clarionledger.com/article/20090828/NEWS/90828018/Ex-MDOC-worker-sentenced-for-fraud
Article Title: Ex-MDOC worker sentenced for fraud
Article URL:

ITRC20090831-04 Normandeau Associates NH None - Encrypted Data 0

Normandeau Associates, an environmental consulting firm in New Hampshire, notified the New Hampshire Attorney General of the theft of a 
laptop with an encrypted employee database. The theft occurred in 2008, and the laptop was recovered in February 2009, but Normandeau 
did not learn of the problem until June 2009.
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Publication: notice to NH AG Date Published: 8/20/2009Author: Neil NicholsonAttribution 1

http://doj.nh.gov/consumer/pdf/normandeau.pdf
Article Title: Normandeau Associates
Article URL:

ITRC20090831-03 American Barcode and RFID 
Inc., Scansmart

US 7/27/2009 Yes - Unknown # 0

A hacker entered into the Scansmart database at American Barcode which had user name, passwords, company names, credit card 
information and billing/delivery addresses. The hacking was discovered around July 27, 2009.
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Publication: notice to NH AG Date Published: 8/25/2009Author: Jean Jacques CabouAttribution 1

http://doj.nh.gov/consumer/pdf/rfid.pdf
Article Title: American Barcode and ScanSmart
Article URL:

ITRC20090831-02 Fasco Machine Company NY Yes - Unknown # 0

A woman watch while 9 boxes of personnel files were dumped behind an apartment building. The records appear to be personnel files from 
the Fasco Machine Company once located on Union Street There are payroll and banking records for each employee, including hundreds of 
social security numbers. Fasco closed in 1975, so the documents were kept in storage somewhere.  Yet whoever disposed of them is 
required to shred or destroy paper documents when no longer needed.  Because some records date back to the 50's, 60s and 70s, no one 
knows how many of the people affected are still living.
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Publication: WHAM 13 Date Published: 8/28/2009Author: staffAttribution 1

http://www.13wham.com/news/local/story/Medical-Records-Tossed-Into-Dumpster/WT7Cn3CHAUGwaVbMidnyoQ.cspx
Article Title: Medical Records Tossed Into Dumpster
Article URL:

ITRC20090831-01 Cuyahoga County 
Information Services Center

OH None - Encrypted Data 0

 Cuyahoga County officials are searching for a box that fell off a truck and contained personal information for 300 people. The box was being 
moved Monday to a storage facility and held information, including Social Security numbers, for private vendors who provide services to the 
county. It was place on the rear rack by Iron Mountain truck driver, fell off the truck when it pulled away and was struck by another vehicle. It 
has not been found. Dan Weaver, director of the county's Information Services Center, said the personal information is encrypted on the 
tapes.
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Publication: Plain Dealer Date Published: 8/28/2009Author: Mark PuenteAttribution 1

http://blog.cleveland.com/metro/2009/08/cuyahoga_county_officials_sear.html
Article Title: Cuyahoga County officials search for box containing personal information for private vendors
Article URL:
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ITRC20090828-01 Our Lady of the Lake 
Regional Medical Center

LA Yes - Published # 46

East Baton Rouge Parish sheriff's deputies have arrested a former Our Lady of the Lake Regional Medical Center employee for allegedly 
stealing the personal information of 46 patients. He opened credit cards and fraudulently filed federal income tax returns.
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Publication: WXVT 15 Date Published: 8/27/2009Author: APAttribution 1

http://www.wxvt.com/Global/story.asp?S=11000349&nav=menu1344_2
Article Title: Ex-hospital worker arrested in ID thefts
Article URL:

ITRC20090824-03 University of Massachusetts 
at Amherst

MA Yes - Unknown # 0

Nearly a year ago, hackers broke into a computer server that contained Social Security numbers and “a very limited amount of” credit card 
information for graduates of University of Massachusetts at Amherst, the university announced recently. Hackers gained access to one server 
on the university’s computer system, which held information of students who attended UMass between 1982 and 2002, as well as a few who 
attended before 1982. It is reported that it is a "large number of students.
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Publication: Telegram & Gazette Date Published: 8/21/2009Author: Priyanka DayalAttribution 1

http://www.telegram.com/article/20090821/NEWS/908210393/1116
Article Title: Hackers gained access to UMass info
Article URL:

ITRC20090824-02 Titanium Metals Corp PA 7/30/2009 Yes - Unknown # 0

Titanium Metals Corporation (”TIMET”) notified the New Hampshire Attorney General’s Office on August 13 that “malicious software 
circumvented the Company’s firewall protections and downloaded information from the Company’s systems.”  After an extensive 
investigation, the computer forensic experts reported on July 30, 2009, that they could not eliminate the possibility that some of the 
downloaded data included employees’ personal information, primarily Social Security numbers.
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Publication: notice to NH AG Date Published: 8/13/2009Author: Matt O'LearyAttribution 1

http://doj.nh.gov/consumer/pdf/timet.pdf
Article Title: TIMET breach- Titanium Metals Corp
Article URL:

ITRC20090824-01 Halcyon Jets US Yes - Unknown # 0

Boca Raton cops have arrested the two former employees of Halcyon Jets, a top-tier aircraft services broker. The thieves may have sensitive 
financial information of the companies exclusive clients.
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Publication: Palm Beach Post Date Published: 8/21/2009Author: Andrew MarraAttribution 1

http://www.palmbeachpost.com/localnews/content/local_news/epaper/2009/08/21/0821halcyon.html
Article Title: Exclusive private jet service's former employees arrested for stealing client lists and financial data
Article URL:

ITRC20090821-06 Sun Valley Mortgage UT Yes - Published # 600

The Weber County Sheriff's Office is concerned about a missing laptop from a loan officer that contains sensitive and personal information of 
hundreds of home owners in Utah. Deputies said the loan officer accidently left his computer on a sidewalk instead of putting it in his car, a 
mistake that may put hundreds at risk for ID theft. About 600 names of clients, social security numbers and account numbers are on the 
computer.
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Publication: Fox 13 News Date Published: 8/18/2009Author: staffAttribution 1

http://www.fox13now.com/news/kstu-laptop-with-sensitive-information-600-missing,0,1247945.story
Article Title: Laptop With Sensitive Data, 600 Names, Stolen in Weber County
Article URL:
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ITRC20090821-05 California State University 
Los Angeles

CA 8/1/2009 Yes - Published # 600

14 computers, two desktops and 12 laptops. computers were stolen on August 1 from Cal State Univ. Los Angeles, Office of Minority 
Opportunities in Research. The computers contain the names, social security numbers and addresses of more than 600 students and faculty 
members. Most of the students whose personal information was stored on the stolen computers are no longer students at Cal State Los 
Angeles.
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Electronic
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Publication: ABC 7 Date Published: 8/18/2009Author: Leo StallworthAttribution 1

http://abclocal.go.com/kabc/story?section=news/local/los_angeles&id=6971986&rss=rss-kabc-article-6971986
Article Title: Computers stolen from Cal State L.A.
Article URL:

ITRC20090821-04 Cool Valley Schnucks MO Yes - Unknown # 0

Between August and October of 2008, a grocery cashier at Cool Valley Schnucks memorized or wrote down customers’ personal information 
and then used that information to create false IDs and fake checks, the indictment says. Ivy used the checks and IDs or sold them to others, 
her indictment alleges.
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Publication: St Louis Post Dispatch Date Published: 8/20/2009Author: Robert PatrickAttribution 1

http://www.stltoday.com/blogzone/st-louis-crime-beat/2009/08/20/grocery-cashier-took-customer-info-feds-say/
Article Title: Grocery cashier took customer info, feds say
Article URL:

ITRC20090821-03 Battleground Urgent Care, 
Prompt Med

NC 8/21/2009 Yes - Published # 623

Bags of medical records including social security numbers, copies of driver's licenses, and sensitive information were found, all unshredded in 
a dumpster behind a building. The records in question came from Battleground Urgent Care which is now Prompt Med.
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Publication: WFMY News 2 Date Published: 8/21/2009Author: Alan WagmeisterAttribution 1

http://www.digtriad.com/news/most_popular/article.aspx?storyid=129134&provider=top
Article Title: Exclusive: Medical Records Found In Dum
Article URL:

ITRC20090821-02 Los Mismos Restaurant TX Yes - Unknown # 0

A man working in an alley made an unusual discovery, dozens of checks written to one restaurant. The owner doesn't know how they got 
there. They think it might have been during a recent burglary.
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Publication: KRGV Date Published: 8/20/2009Author:  Becky MedellinAttribution 1

http://www.krgv.com/news/local/story/Personal-Information-Found-Discarded-in-Alley/ND8mCueK4UKxv12Ma9Syrg.csp
Article Title: Personal Information Found Discarded in Alley
Article URL:

ITRC20090821-01 Scripps Ranch Family 
Dentistry

CA Yes - Published # 18

A woman who worked at several dental offices stole information from checks from patients and used their SSNs to open credit card accounts 
and used the office's credit card terminals to fraudulently refund money to checking accounts she could access.
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Publication: San Diego Union Tribune Date Published: 8/21/2009Author: Debbi BakerAttribution 1

http://www3.signonsandiego.com/stories/2009/aug/21/woman-accused-thefts-dental-offices-arrested/?metro&zIndex=1
Article Title: Woman accused of thefts at dental offices arrested
Article URL:
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ITRC20090820-01 Army ROTC - Boston 
University

MA 7/28/2009 Yes - Unknown # 0

A file transfer program erroneously installed on a server in an Army Reserve Officers’ Training Corps (ROTC) office at Boston University 
inadvertently exposed personal information including SSNs for thousands of people affiliated with the program. University officials say the 
compromised computer was taken off-line when the breach was identified on July 28. The security breach was discovered at approximately 2 
p.m. on Friday, July 28, by Andrew B. Binder, a network administrator for the California-based Alfred Mann Foundation, a nonprofit medical 
research foundation. Binder, a U.S. Navy reservist who reports that he has been a victim of identity theft twice in recent years, says he was 
searching the Web for software to help connect to a military Web site when he came upon documents containing personal data.
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Publication: Bu Today Date Published: 8/20/2009Author: Art JahnkeAttribution 1

http://www.bu.edu/today/campus-life/2009/08/17/rotc-computer-files-found-public-domain
Article Title: ROTC Computer Files Found in the Public Domain
Article URL:

Publication: BU Today Date Published: 8/20/2009Author: Art JahnkeAttribution 2

http://www.bu.edu/today/campus-life/2009/08/17/rotc-computer-files-found-public-domain
Article Title: ROTC Computer Files Found in the Public Domain
Article URL:

ITRC20090819-01 Radisson Hotel US Yes - Unknown # 0

Radisson Hotels & Resorts said Wednesday its computer systems for a part of its chain were accessed without authorization, affecting an 
unknown number of people between last November and May. Radisson said in a statement it has informed customers of the situation and 
that guest information may have been accessed, including credit card numbers. Social security numbers were not included.
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Publication: Kansas City Star Date Published: 8/19/2009Author: staffAttribution 1

http://economy.kansascity.com/?q=node/3442
Article Title: Radisson Hotel Breach
Article URL:

Publication: Computerworld Date Published: 8/19/2009Author: John CoxAttribution 2

http://www.computerworld.com/s/article/9136851/Radisson_Hotels_Data_breach_affected_limited_number_of_sites_gu
Article Title: Radisson Hotels: Data breach affected 'limited' number of sites, guests
Article URL:

Publication: Kansas City Star Date Published:Author:Attribution 3

http://economy.kansascity.com/?q=node/3442
Article Title:
Article URL:

Publication: Radisson Date Published:Author: staffAttribution 4

http://www.radisson.com/openletter/openletter-faq.html
Article Title: Open letter to Public from Radisson
Article URL:

ITRC20090817-06 Lockheed Martin US Yes - Unknown # 0

A hard drive that belonged to Lockheed Martin had been found on sale on eBay by academic researchers. They found that names and SSNs 
of people who had been employees and guests visiting Cape Canaveral and other facilities were on the drive.  The drives were turned over to 
the FBI
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Publication: notice to NH AG Date Published: 7/13/2009Author: Bucky MansuyAttribution 1

http://doj.nh.gov/consumer/pdf/lockheed_martin.pdf
Article Title: Lockheed Martin
Article URL:

ITRC20090817-05 Chart Industries OH 7/23/2009 Yes - (Password) Publish 1,600

8 computers were stolen from the offices of Chart Industries. The information included in the laptops - SSNs, name, address, date of birth.
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Publication: notice to NH AG Date Published: 8/10/2009Author: Joseph LazzarottiAttribution 1

http://doj.nh.gov/consumer/pdf/chart_industries.pdf
Article Title: Chart Industries
Article URL:
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ITRC20090817-04 Calhoun Area Career Center MI Yes - Published # 455

Personal information for at least 455 students who attended what is now the Calhoun Area Career Center during the 2005-2006 school year 
was available via an Internet search for about three and a half years, according to an Aug. 5 letter sent by Battle Creek Public Schools to 
those affected by the breach. The exposed information, which was available on the Web from fall 2005 to spring 2009, included names, 
Social Security numbers, addresses and telephone numbers, birth dates and school information. The breach occurred because a consultant 
who worked with the CACC put a database containing the information on his home computer.
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Publication: Battle Creek Enquirer Date Published: 8/15/2009Author: Annie MartinAttribution 1

http://www.battlecreekenquirer.com/article/20090815/NEWS01/908150317/Breach+exposed+student+data
Article Title: Breach exposed student data
Article URL:

ITRC20090817-03 Clarksville Surgical 
Associates

TN Yes - Published # 14,500

Clarksville Surgical Associates sent out 14,500 letters due to a hacking. The information may have included medical records but no financial 
records. However, some SSNs may be involved if they were medical insurance numbers.
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Publication: Leaf Chronicle Date Published: 8/15/2009Author: Mark HicksAttribution 1

http://www.theleafchronicle.com/article/20090815/NEWS01/908150333
Article Title: Potential medical breach upsets Clarksville patients
Article URL:

ITRC20090817-02 Denver Unknown Realtor CO 8/14/2009 Yes - Unknown # 0

The Colorado Division of real estate removed hundreds of loan documents which included social security numbers, addresses, phone 
numbers, even copies of checks from a dumpster in a shopping center. An investigation is underway.
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Publication: Fox 31 KDVR Date Published: 8/14/2009Author: Tammy VigilAttribution 1

http://www.kdvr.com/news/kdvr-dumpster-documents-081409,0,3281422.story
Article Title: Dumped real estate documents contain info ripe for identity thieves
Article URL:

ITRC20090817-01 Northern Kentucky University KY 7/22/2009 Yes - Published # 200

A Northern Kentucky University employee's laptop computer - which contained personal information about some current and former 
students -- was stolen from a restricted area last month, university officials said. It has about 200 SSNs in it and was taken on July 22.
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Publication: NKY Date Published: 8/15/2009Author: Kevin KellyAttribution 1

http://nky.cincinnati.com/apps/pbcs.dll/article?AID=/AB/20090815/NEWS0103/908160359/
Article Title: Laptop theft prompts NKU letter
Article URL:

ITRC20090814-05 University of California - 
Berkeley

CA Yes - Published # 493

In a statement from the university’s Department of Public Affairs, the school said a hacker may have gained access to “Social Security 
numbers and/or dates of birth” of 493 applicants to the journalism school between September 2007, and last May. 
The computer breach is the second announced by the school this year.
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Publication: UC Berkeley News Date Published: 8/11/2009Author: Public AffairsAttribution 1

http://www.berkeley.edu/news/media/releases/2009/08/11_data.shtml
Article Title: Hacking incident on J-school Web server triggers notices to affected applicants
Article URL:

Publication: Berkeley Daily Planet Date Published: 8/11/2009Author: Richard BrennemanAttribution 2

http://www.berkeleydailyplanet.com/issue/2009-08-06/article/33488?headline=Hackers-Strike-UC-Journalism-School-s-C
Article Title: Hackers Strike UC Journalism School's Computer System
Article URL:
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ITRC20090814-04 Dino Melendez Realty Co PA Yes - Published # 8

A Philadelphia man who authorities say stole the identities of eight Lehigh Valley residents and racked up $88,000 of bills in their names -- 
some of which was used to buy penis enlargements for him and a friend and breast implants for two women -- has pleaded guilty to more 
than 40 crimes, according to the Lehigh County District Attorney's Office. He got them from the offices of Dino Melendez Realty Co.
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Publication: The Morning Call Date Published: 8/12/2009Author: Kevin ArmermanAttribution 1

http://www.mcall.com/news/all-penis-breast-enlargement-081209-cn,0,2064035.story
Article Title: Authorities: Stolen IDs from Lehigh Valley help Philly man pay for penis and breast enlargements
Article URL:

ITRC20090814-03 Miami Dade Schools FL Yes - Unknown # 0

An employee working on benefits stole the names and SSNs of several hundred other schools employees according to a federal indictment. 
Update:  Demps pleaded guilty in federal court on 9/23/09. According to information made public at her plea hearing, Roshell Demps, 28, 
worked in the Risk & Benefits Office at the Miami-Dade County Public Schools (MDCPS), and used her access to MDCPS records to obtain 
personal identifying information of other current and former MDCPS employees. Demps obtained a range of information, including names, 
birth dates, and Social Security numbers in order to fraudulently acquire credit cards under some of the employees’ names.
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Publication: Miami Herald Date Published: 8/13/2009Author: Kathleen McGroryAttribution 1

http://www.miamiherald.com/news/miami-dade/story/1183682.html
Article Title: Miami-Dade schools employee faces fraud charges
Article URL:

ITRC20090814-02 NY Life Insurance US 7/28/2009 Yes - Unknown # 0

For the second time in as many months, New York Life Insurance is notifying customers of a laptop containing unencrypted customer 
information that was stolen from an employee’s vehicle in a “smash and grab.”
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Publication: notice to NH AG Date Published: 8/10/2009Author: Brian O'Neill, VPAttribution 1

http://doj.nh.gov/consumer/pdf/nylife2.pdf
Article Title: NY Life Insurance
Article URL:

ITRC20090814-01 Wells Fargo US Yes - Unknown # 0

A Wells Fargo Bank employee working inside a bank call center was arrested Friday using customer account access to pay her own debts, 
open credit card accounts and ATM cards between December 2008 and July of this year, according to the U.S. Attorney's office.

Banking/Credit/Financial
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Publication: Sacramento Business Journal Date Published: 8/14/2009Author: Mark AndersonAttribution 1

http://www.bizjournals.com/sacramento/stories/2009/08/10/daily81.html
Article Title: Wells Fargo employee accused of taking money from customers' accounts
Article URL:

ITRC20090811-01 Nashville Career 
Advancement Center

TN Yes - Published # 160

One hundred and sixty people are now in the process of being notified over concerns that their names and Social Security numbers were 
exposed on the Internet.  It turns out a customer got an e-mail from a stranger, indicating their information was discovered on the Nashville 
Career Advancement Center's Web site.
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Publication: WSMV Tennessee Date Published: 8/10/2009Author: Marc StewartAttribution 1

http://www.wsmv.com/news/20348880/detail.html
Article Title: Scam Uncovers Career Center Security Breach
Article URL:
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ITRC20090810-08 Colorado Department of 
Corrections

CO 8/3/2009 Yes - Published # 1,084

Officials discover that hackers had accessed private information and Social Security numbers on students and staff.  Discovered by Curtis 
McNay doing daily maintenance check.  One computer penetrated; looked for backdoor to other GMU severs according to Joy R. Hughes, 
GMU chief Info officer."
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Publication: Denver Post Date Published: 8/6/2009Author: Kirk MitchellAttribution 1

http://www.denverpost.com/ci_13008379
Article Title: Personal data sent in error to Corrections co-workers
Article URL:

ITRC20090810-07 King Wok Restaurant FL Yes - Unknown # 0

A customer noticed an additional swiping of his credit card at King Wok restaurant and turned the device over to the police. The police had 
been watching the restaurant already and is now being held without bond. They recovered multiple devices from him.  The devices were sent 
to the U.S. Secret Service for decoding. A search warrant inventory form shows they returned 39 pages of information.
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Publication: Hernando Today Date Published: 8/6/2009Author: Kyle MartinAttribution 1

http://www2.hernandotoday.com/content/2009/aug/06/062213/man-accused-stealing-credit-card-numbers/
Article Title: Man accused of stealing credit card numbers
Article URL:

ITRC20090810-06 Dobbins Air Force Base US Yes - Unknown # 0

DeKalb County Police have arrested two women and secured warrants for three others who took part in an organized identity theft ring that 
stole more than $50,000 from members of the U.S. Air Force. Detectives believe that in 2007, the suspects gained access to the secured 
alpha member roster of the 80th Aerial Port Squadron based out of Dobbins Air Force Base, said DeKalb Police spokeswoman Mekka Parish. 
Since that time, over 20 airmen in this unit have fallen victim to identify theft.  The roster is classified and has dates of birth, names, SSNs 
and other information. The alpha roster the suspects used was from several years before the investigation started in 2007, making it difficult 
for officials to determine who from the squadron has been deployed in the past.
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Publication: Atlanta Journal Constitution Date Published: 8/7/2009Author: Alyse KnorrAttribution 1

http://www.ajc.com/news/dekalb/id-theft-ring-targeted-110639.html
Article Title: ID theft ring targeted Dobbins servicemen
Article URL:

ITRC20090810-05 Wachovia Bank Atlanta GA Yes - Unknown # 0

Three metro Atlanta residents have been indicted on bank fraud conspiracy and identity theft charges for allegedly stealing Wachovia Bank 
account numbers and draining thousands of dollars from the accounts. One of the people worked in a department that had access to 
customer account information, including account numbers, signature cards, related accounts, and personal identifying information of the 
account holders. She would pass it along to the other defendants.
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Publication: Atlanta Business Chronicle Date Published: 8/7/2009Author: staffAttribution 1

http://triangle.bizjournals.com/triangle/othercities/atlanta/stories/2009/08/03/daily104.html
Article Title: Three metro Atlantans indicted for bank fraud conspiracy
Article URL:

ITRC20090810-04 Iowa State website IA Yes - Published # 2,000

A link to a state website was shut down after discovering the SSNs of hundred of Iowa's top business officials, company board members and 
some out-of-state executives from companies in Iowa were accessible to the public.
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Publication: Des Moines Register Date Published: 8/8/2009Author: Jason ClayworthAttribution 1

http://www.desmoinesregister.com/article/20090808/NEWS10/908080323/-1/BUSINESS04
Article Title: Social Security numbers visible on state Web site
Article URL:
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ITRC20090810-03 St Lucie Public Schools FL Yes - Published # 5,000

An error by St Lucie County Schools caused employee information which may include Social Security numbers, home phone numbers and 
home addresses to be sent to another client. Janice Karst, schools communications director said the information was inadvertently 
embedded and transferred in a scheduled software update sent to some other school district clients of Skyward Inc., a Stevens Point, Wisc., 
firm with clients across the U.S.
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Electronic
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Publication: TC Palm Date Published: 8/9/2009Author: James KirleyAttribution 1

http://www.tcpalm.com/news/2009/aug/09/contractor-error-may-have-sent-personal-informatio/
Article Title: Contractor may have sent employee information from St. Lucie County School District to other districts
Article URL:

ITRC20090810-02 Citigroup MA Yes - Unknown # 0

Bank of America Corp. and Citigroup Inc. have issued new credit and debit cards to Massachusetts customers after running into data-safety 
concerns. Charlotte-based BofA (NYSE:BAC) and Citigroup (NYSE:C) each recently issued replacement cards to consumers, telling them in 
letters that their account numbers may have been compromised by an undisclosed third-party..
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Publication: Boston Business Journal Date Published: 8/10/2009Author: Tim McLaughlinAttribution 1

http://triangle.bizjournals.com/triangle/othercities/charlotte/stories/2009/08/10/daily3.html
Article Title: BofA warns of Mass. security breach
Article URL:

ITRC20090810-01 Bank of America MA Yes - Unknown # 0

Bank of America Corp. and Citigroup Inc. have issued new credit and debit cards to Massachusetts customers after running into data-safety 
concerns. Charlotte-based BofA (NYSE:BAC) and Citigroup (NYSE:C) each recently issued replacement cards to consumers, telling them in 
letters that their account numbers may have been compromised by an undisclosed third-party..
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Publication: Boston Business Journal Date Published: 8/10/2009Author: Tim McLaughlinAttribution 1

http://triangle.bizjournals.com/triangle/othercities/charlotte/stories/2009/08/10/daily3.html
Article Title: BofA warns of Mass. security breach
Article URL:

ITRC20090806-01 Morrison Financial Corp KS Yes - Unknown # 0

Over the weekend, client records from a defunct Wichita mortgage-brokerage firm wound up in the Dumpster outside the Holiday Inn at 
Kellogg and Rock Road. Some of the information contained in the boxes of documents found at the Holiday Inn included Social Security 
numbers, bank account numbers and photocopies of drivers' licenses and checks, said Peter Berman, general manager of the hotel. The 
records found at the Holiday Inn came from the Wichita office of Morrison Financial Corp., which shared parking with the hotel. Many of the 
records were marked with the name American Financial Mortgage, which was the name the company used until 2007.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Wichita Eagle Date Published: 8/4/2009Author: Dion LeflerAttribution 1

http://www.kansas.com/business/consumer/story/916665.html
Article Title: Records at defunct mortgage brokerages lead to new ID theft concern
Article URL:

ITRC20090804-04 U.S. Army National Guard US 7/27/2009 Yes - Published # 131,000

About 131,000 former and current Army Guard members could be affected  when a personal laptop owned by an Army Guard contractor was 
stolen on July 27. The stolen laptop contained personal information on soldiers enrolled in the Army National Guard Bonus and Incentives 
Program. The type of data includes names, Social Security Numbers, incentive payment amounts and payment dates.
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Publication: WFRV TV 5 Date Published: 8/4/2009Author: staffAttribution 1

http://www.wfrv.com/news/local/story/National-Guard-laptop-computer-stolen/PMA-Xtg6o06SgZJ1IbFFfA.cspx
Article Title: National Guard laptop computer stolen
Article URL:
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ITRC20090804-03 New Hampshire State Prison NH 7/31/2009 Yes - Published # 1,000

State officials are trying to figure out how a 64-page list containing the names and Social Security numbers of about 1,000 employees of the 
state Department of Corrections ended up under the mattress of a minimum security prisoner. The security breach was discovered Friday in a 
routine search of the prisoner's room, according to prison spokesman Jeffrey J. Lyons.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Union Leader, AP Date Published: 8/4/2009Author: Pat GrosssmithAttribution 1

http://www.unionleader.com/article.aspx?headline=Security+breach+at+NH+prison&articleId=962a705d-f371-4e06-b835-
Article Title: Security breach at NH prison
Article URL:

ITRC20090804-02 US Federal Inmates US Yes - Unknown # 0

Marvin Berkowitz, 62, was arrested on Sunday in Jerusalem by Israeli authorities based on a U.S. indictment charging him with 34 counts of 
mail and wire fraud and six counts of identity theft. Nine other men, some of them Berkowitz's relatives in the United States and Israel, were 
also charged. Beginning in 2003, prosecutors said Berkowitz's conspirators collected from federal courthouses the names and Social Security 
numbers of federal inmates and submitted 3,300 federal and state income tax returns in their names demanding refunds. The prisoners were 
unaware of the scheme. (Reuters) The information may have been from public records.
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Publication: Reuters Date Published: 8/3/2009Author: Andrew SternAttribution 1

http://www.reuters.com/article/domesticNews/idUSTRE57251S20090803
Article Title: Ten charged with seeking tax refunds for U.S. inmates
Article URL:

ITRC20090804-01 US Department of Commerce US 7/13/2009 Yes - Published # 27,000

The names and Social Security numbers of at least 27,000 Commerce Department employees were exposed to a risk of identity theft 
following an inappropriate transfer of the personal information in mid-July, according to a letter sent to department employees last week. An 
employee with the National Finance Center mistakenly sent an Excel spreadsheet containing the employees' personal information to a co-
worker via e-mail in an unencrypted form on July 13, according to the letter.

Government/Military
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Publication: Washington Post Date Published: 8/3/2009Author: Ed O'KeefeAttribution 1

http://voices.washingtonpost.com/federal-eye/2009/08/personal_data_compromised_at_c.html?hpid=news-col-blog
Article Title: Personal Data Mishandled at Commerce Dept.
Article URL:

ITRC20090803-03 Williams Cos. Inc. US Yes - (Password) Publish 4,400

A Williams Cos. Inc. laptop containing personal and compensation information for more than 4,400 current and former employees was stolen 
this week, company and police officials said Friday. The computer contained names, birth dates, Social Security numbers and compensation 
data for every Williams employee since Jan. 1, 2007, company spokeswoman Julie Gentz said. Management and police were notified 
immediately, she said.
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Publication: Tulsa World Date Published: 8/1/2009Author: Rod WaltonAttribution 1

http://www.tulsaworld.com/business/article.aspx?subjectid=49&articleid=20090801_49_A1_AWilli490531
Article Title: Williams laptop with data is stolen
Article URL:

ITRC20090803-02 Century Income Tax TX 7/31/2009 Yes - Unknown # 0

Boxes of papers with names, tax information and SSNs were found near a school in a dumpster.  The papers were labeled Century Income 
Tax.  The police now have the papers.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: WOAI Date Published: 7/31/2009Author: Aubrey ChancellorAttribution 1

http://www.woai.com/news/local/story/Police-investigate-tax-preparation-documents/XBi5Bx-t3U-JTdj51cdSoQ.cspx
Article Title: Police investigate tax-preparation documents found in dumpster
Article URL:
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ITRC20090803-01 Scranton Police Department PA Yes - Unknown # 0

Scranton Police had files thrown in a dumpster that included names and SSNs.
"One or more files that should have been shred were thrown into the dumpster," said Scranton Director of Public Safety Ray Hayes. He 
admitted that a mistake was made. Hundreds, perhaps thousands of old files were sitting in an alley next to the Scranton fire hall along 
Mulberry Street. Renovations have been going on in the upstairs training room and that has required the city to make some room. "They've 
taken out, literally, thousands of pounds of old files," Hayes added.
Newswatch 16 found names, addresses, social security numbers, even what appeared to be an old evidence bag of marijuana; all things that 
could potentially end up in the wrong hands.
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Publication: WNEP Date Published: 8/2/2009Author: Barry DeWittAttribution 1

http://www.wnep.com/wnep-scr-personal-information-found,0,293715,print.story
Article Title: Police Files Found in Dumpster
Article URL:

ITRC20090731-04 University of Colorado at 
Colorado Springs

CO 7/5/2009 Yes - Published # 766

The personal information of nearly 800 students who attended the University of Colorado at Colorado Springs between 2003 and 2009 may 
be at risk.  A faculty member’s laptop was stolen on July 5 from their home. The information at risk includes social security numbers, along 
with students’ names and grades. This is the 6th breach ITRC has recorded regarding UC.
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Publication: UCCS Date Published: 7/28/2009Author: Univ RelationsAttribution 1

http://www.uccs.edu/~webdept/CMS/getnewscontent.php?id=963
Article Title: Statement by Jerry Wilson, Exec Director, UCCS
Article URL:

Publication: KRDO Date Published: 7/28/2009Author: staffAttribution 2

http://www.krdo.com/Global/story.asp?S=10803897
Article Title: UCCS Students' Personal Info at Risk
Article URL:

ITRC20090731-03 Fayetteville School District AR Yes - Published # 30

More than 30 teachers in the Fayetteville School District have been targeted by an identity-theft scheme using personal information - including 
Social Security numbers and telephone numbers. A district official said Wednesday that high bills for overseas telephone calls have been run 
up and fraudulent accounts opened. An investigation is underway, tracking commonalities among all the victims.
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Publication: 40/29 TV News Date Published: 7/29/2009Author:Attribution 1

http://www.4029tv.com/news/20208300/detail.html
Article Title: School District's Teachers Targeted In Identity Theft Scam
Article URL:

Publication: KATV 7 Date Published: 7/29/2009Author: APAttribution 2

http://www.katv.com/news/stories/0709/644708.html
Article Title: Fayetteville Teachers Victims of ID Scams
Article URL:

ITRC20090731-02 Code Blue Staffing US Yes - Unknown # 0

Thousands of nurses from around the country have had documents including medical records, SSNs, driver's license# and financial records 
dumped behind a spice store in Washington state. "On at least three recent Monday mornings, dozens of boxes were found in the business's 
unlocked waste receptacles. In those boxes, employee Eric Dillon tells Clancy workers found “medical records, social security numbers, 
driver’s licenses. Probably 30 to 40 boxes. Not only that, there’s financial records, legal documents, bank records, W2s…. The files appear to 
belong to a company called Code Blue Staffing Solutions. Code Blue's name and logo appear throughout every box. The company, which 
placed travelling nurses in jobs, has apparently been closed for years. Public records reveal that Code Blue was headquartered in 
Albuquerque. Its founder moved from New Mexico and is now living in Seattle's Magnolia neighborhood, just three miles from where the 
documents were dumped."
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Publication: KIRO 7 Eyewitness News Date Published: 7/31/2009Author: Amy ClancyAttribution 1

http://www.kirotv.com/money/20215319/detail.html
Article Title: Identities Of Nurses Threatened, Files Thrown In Garbage
Article URL:
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ITRC20090731-01 Jackson Memorial Hospital FL Yes - Unknown # 0

A Miami man was charged Thursday with buying confidential patient records from a Jackson Memorial Hospital employee over the past two 
years, and selling them to a lawyer suspected of soliciting the patients to file personal-injury claims. The FBI affidavit, which only addressed a 
portion of Garcia's illegal activities, said she had looked up computer records of at least 26 patients, none of whom had undergone ultrasound 
examinations or been treated by her.
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Publication: Miami Herald Date Published: 7/31/2009Author: Jay WeaverAttribution 1

http://www.miamiherald.com/news/southflorida/story/1165065.html
Article Title: Feds: Jackson Memorial patients' records were sold in scheme
Article URL:

ITRC20090728-03 Continental Mortgage - 
Parker City

CO Yes - Unknown # 0

When residents of a Parker apartment complex first called FOX 31, they were concerned about three boxes of files in a dumpster there that 
appeared to contain sensitive, personal information. The files were real estate documents that contained credit checks, bank account 
information, social security numbers and personal checks. Parker Police now say they've checked the entire apartment complex and found 30 
boxes of files, with possibly 300 plus victims. The owner appears to be Continental Mortgage, now out of business.
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Publication: KDVR Date Published: 7/24/2009Author: John RomeroAttribution 1

http://www.chicagotribune.com/news/kdvr-parker-dumpster-docs-072409,0,7532172.story
Article Title: Personal information for hundreds dumped as trash in Parker
Article URL:

ITRC20090728-02 Brighton City CO 7/25/2009 None - Encrypted Data 0

The city of Brighton's IT lead engineer had his laptop computer stolen from his pickup at a golf tournament. It contained payroll information 
including bank account numbers and SSNS. Communications Director Cathie Johnson said the information on the computer was encrypted.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: 7 News Date Published: 7/25/2009Author: Lance HernandezAttribution 1

http://www.thedenverchannel.com/news/20173880/detail.html
Article Title: City Laptop Stolen While IT Engineer Plays Golf, IDs At Risk
Article URL:

ITRC20090728-01 City of Baytown TX Yes - Published # 10,019

Baytown officials have notified 10,019 people cited by red light cameras that some of their personal banking information mistakenly was 
released to a resident who had filed a public information request about the controversial traffic program, Mayor Stephen DonCarlos said 
Monday. City officials say the records released did not include Social Security or driver's license numbers of those cited, but did include the 
names, bank account numbers, bank routing numbers and check numbers of those who paid the citations with a check. Credit card or debit 
transactions were not included.
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Publication: Houston Chronicle Date Published: 7/27/2009Author: James PinkertonAttribution 1

http://www.chron.com/disp/story.mpl/breaking/6550032.html
Article Title: Baytown releases banking info for 10,000 by mistake
Article URL:

ITRC20090724-05 Network Solutions US 3/12/2009 Yes - Published # 573,928

Hackers have broken into Web servers owned by domain registrar and hosting provider Network Solutions, planting rogue code that resulted 
in the compromise of more than 573,000 debit and credit card accounts over the past three months. "Herndon, Va. based Network Solutions 
discovered in early June that attackers had hacked into Web servers the company uses to provide e-commerce services - a package that 
includes everything from Web hosting to payment processing -- to at least 4,343 customers, mostly mom-and-pop online stores. The 
malicious code left behind by the attackers allowed them to intercept personal and financial information for customers who purchased from 
those stores." The payment data stolen was captured from transactions made between March 12, 2009 and June 8, 2009.
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Publication: Bank Info Security Date Published: 7/28/2009Author: Linda McGlassonAttribution 1

http://www.bankinfosecurity.com/articles.php?art_id=1660&rf=072809eb
Article Title: Network Solutions Data Breach: 573,000 Cardholders at Risk
Article URL:
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Publication: CNET.news Date Published: 7/27/2009Author: Elinor MillsAttribution 2

http://news.cnet.com/8301-27080_3-10296817-245.html
Article Title: Network Solutions breach exposes nearly 600,000
Article URL:

Publication: Washington Post Date Published: 7/24/2009Author: Brian KrebsAttribution 3

http://voices.washingtonpost.com/securityfix/2009/07/network_solutions_hack_comprom.html?hpid=topnews
Article Title: Network Solutions Hack Compromises 573,000 Credit, Debit Accounts
Article URL:

ITRC20090724-04 Henry Schein Inc US 7/8/2009 Yes - (Password) Unkno 0

The theft of a password protected laptop from an employee may have left customer credit card information accessible. The details were 
scarce on this notice.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 7/16/2009Author: Kristen MathewsAttribution 1

http://doj.nh.gov/consumer/pdf/henry_schein2.pdf
Article Title: Henry Schein breach
Article URL:

ITRC20090724-03 New York Life Insurance US Yes - Unknown # 0

A Sacramento woman is under arrest for allegedly stealing personal information from dozens of people and using the data for shopping 
sprees, according to federal authorities. Stephanie Fahlgren is accused of stealing the identities from numerous New York Life insurance 
policy holders from her North Sacramento duplex. Federal investigators say she acquired the username and password of a Sacramento 
insurance agent, which she used to get access to client information.
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Publication: CBS 13 Sacramento Date Published: 7/22/2009Author: Ron JonesAttribution 1

http://cbs13.com/local/sacramento.identity.theft.2.1097248.html
Article Title: Accused Local ID Thief Targeted New York Life
Article URL:

ITRC20090724-02 American Express US Yes - Published # 300

In a second reported breach this month, a former employee and 4 other accomplices were arraigned for theft of 300 American Express 
account numbers. "More specifically, we found a notebook containing approximately 300 American Express account numbers with the 
numbers of the card holders," Patrol Officer Josh Wells said. The so-called ring leader of the group is 36-year-old Melissa Zingarelli, a 
previous employee of American Express.  "She was fired from American Express.  We don't know what for, but she's the one that collected 
the credit card numbers," said Det. McGivern.
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Publication: WYTV Date Published: 7/23/2009Author: staffAttribution 1

http://www.wytv.com/content/news/local/story/Canfield-Credit-Card-Identity-Theft-Ring-Busted/WbIM1D8uO0iz3A46Kxa
Article Title: Canfield Credit Card & Identity Theft Ring Busted
Article URL:

ITRC20090724-01 Hampton Redevelopment and 
Housing Authority

VA Yes - Published # 900

Personal information of almost 900 people was given to a public-housing resident who requested the list. The list is public information 
however the Excel sheet included SSNs.
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Publication: Chicago Tribune Date Published: 7/24/2009Author: Matthew Sturdevant, Attribution 1

http://www.chicagotribune.com/news/dp-local_housingbrf_0724jul24,0,5866196.story
Article Title: Too much personal data released
Article URL:

ITRC20090723-01 New York City Department of 
Buildings

NY Yes - Unknown # 0

Zena Johnson, a former quality control coordinator for the NY City Dept. of Buildings was arrested and charged for bank fraud. She stole 
bank account information provided by individuals submitting permit renewals and alteration repair applications. She had co-conspirators.
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Publication: US Attorney's Office Date Published: 7/22/2009Author: Janice OhAttribution 1

http://www.usdoj.gov/usao/nys/pressreleases/July09/Johnson,ZenaComplaintPR.pdf
Article Title: Zena Johnson- NY City Dept of Buildings
Article URL:

ITRC20090721-01 Executive Inn Rivermont KY Yes - Unknown # 0

Owensboro's Executive Inn Rivermont is about to be demolished and having a clearance sell. It has been open for the past month for people 
to walk through as the city tries to sell the contents. A group of women looking at items for sale stumbled on a box that contained employee 
records, including Social Security numbers and performance evaluations. The newspaper says the box, found in a junk-filled room Saturday, 
also contained credit-card numbers of some people who stayed in the hotel.
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Publication: Kentucky.com Lexington Herald Leader Date Published: 7/21/2009Author: APAttribution 1

http://www.kentucky.com/471/story/868763.html
Article Title: Box of personal information found in w. Ky. Hotel
Article URL:

ITRC20090720-01 Francis Howell School 
District

MO 7/15/2009 Yes - (Password) Publish 1,700

Francis Howell School District spokeswoman Jennifer Gasper said a computer stolen from school offices cold have contained names and 
Social Security numbers for 1,700 noncertified employees. Anyone who worked for the district from 2005 through 2008 could be affected, she 
said. It was password protected
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Publication: Suburban Journal Date Published: 7/17/2009Author: Raymond CastileAttribution 1

http://suburbanjournals.stltoday.com/articles/2009/07/17/stcharles/news/doc4a60fecd526bb568210525.txt
Article Title: FRANCIS HOWELL: Stolen laptop could have employees’ personal info
Article URL:

ITRC20090717-02 Galveston Department of 
Public Safety

TX Yes - Unknown # 0

Hundreds of documents containing names, birth dates, driver’s license numbers and some Social Security numbers were found Wednesday 
littering the driveway of Galveston’s vacant Department of Public Safety office. Until contacted by The Daily News, the state agency was 
unaware of the office cleaning mishap, which occurred sometime after Hurricane Ike’s Sept. 13 landfall flooded the building at 6812 
Broadway. The paperwork viewed by The Daily News included an expired driver’s license of a 50-year-old island resident, loan documents 
containing Texas First Bank account information of the comptroller’s office, criminal background information, detailed transaction reports, 
insurance papers and notices to mail licenses returned by the post office.
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Publication: Daily News Galveston Date Published: 7/17/2009Author: Chris PaschenkoAttribution 1

http://galvestondailynews.com/story.lasso?ewcd=ba081566743f3a07
Article Title: Personal info found outside DPS building
Article URL:

ITRC20090717-01 Milgard Manufacturing Inc WA 3/23/2009 Yes - Unknown # 0

On March 23, 2009 a laptop was stolen that contained some of current and former employee SSNs.
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Publication: notice to MD AG Date Published: 4/23/2009Author: Barb MotleyAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172543.pdf
Article Title: Milgard
Article URL:

ITRC20090716-17 Home Solution Pros NC 7/16/2009 Yes - Unknown # 0

Pastor Franklin Clark was just throwing out garbage behind his west Charlotte church when he found the paperwork full of Social Security 
numbers, bank accounts and credit histories. The documents came from a home improvement company, the Home Solution Pros. 
Eyewitness News found the business has two office listings. Both are closed. The man who owns the space said the owners of the company 
left in December and left behind equipment, files and $5,000 worth of mess. He said he went through the office recently and brought 
documents to a shred event Saturday. He said he wonders if those papers are the same ones which turned up in the dumpster, or if it's just a 
coincidence.
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Publication: WSOC TV Date Published: 7/16/2009Author: Jason StoogenkeAttribution 1

http://www.wsoctv.com/news/20078607/detail.html
Article Title: Documents Containing Personal Info Found In Dumpster
Article URL:

ITRC20090716-16 CIGNA US Yes - Unknown # 0

A third party vendor to CIGNA had insider employees that stole information including names and SSNS on paper files. The thieves have been 
identified
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Publication: notice to MD AG Date Published: 5/19/2009Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172565.pdf
Article Title: CIGNA
Article URL:

ITRC20090716-15 Davis Vision US Yes - Published # 1,367

A Davis Vision file containing claims info for members of a group customer was transmitted to another third party administrator on 8 
occasions between Dec 2008 and April 15. The file had name, SSN, relationship codes, provider numbers, etc. Davis Vision is a third party 
administrator providing routine vision care services to its members.
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Publication: notice to MD AG Date Published: 5/19/2009Author: Heather ReynoldsAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172569.pdf
Article Title: Davis Vision
Article URL:

ITRC20090716-14 Members Plus Credit Union MA 9/12/2008 Yes - Unknown # 0

MPCU lost a box in Sept 2008 that included account and SSN information of members from Dec 2000 to Nov 2001.  The credit union just 
became aware of the loss in April 2009.
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Publication: notice to MD AG Date Published: 5/18/2009Author: Alfred Santoro, CPAAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172571.pdf
Article Title: Member Plus Credit Union
Article URL:

ITRC20090716-13 Hitachi Data Systems Corp US Yes - (Password) Unkno 0

A password protected laptop was stolen from an employee home and included some employee names and SSNs. At least 29 live in MD.
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Publication: notice to MD AG Date Published: 6/3/2009Author: Levent Araback, VP HAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172572.pdf
Article Title: Hitachi
Article URL:

ITRC20090716-12 Procter & Gamble Co US Yes - (Password) Unkno 0

From the notice:  A laptop used by IBM, which is contracted by P&G to manage employee benefit administration, was stolen."  The 
information included name and SSN of former employees and current employees. The laptop had several layers of password protection.
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Publication: notice to MD AG Date Published: 6/19/2009Author: Connie Grahham, GPAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172589.pdf
Article Title: P&G breach
Article URL:

ITRC20090716-11 Northrop Grumman WV Yes - Unknown # 0

On May 28, 2009  it was discovered that a loss backup computer hard drive pertaining to persons working on Northrop Grumman's contract 
with NASA in WV had "personal information" on it.  It was removed from an office desk drawer.
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Publication: notice to MD AG Date Published: 6/22/2009Author: Steven RutledgeAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172595.pdf
Article Title: Northrop Grumman- NASA
Article URL:

ITRC20090716-10 Associated Third Party 
Administrators

NY 5/28/2009 Yes - (Password) Unkno 0

On May 28, 2009, a laptop computer was stolen from the reception area of Associated Third Party Administrators in NY.  The laptop 
contained electronic pension files of some Fund participants for USWU Local 74 including SSNs and some bank account information.  It is 
password protected.
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Publication: notice to MD AG Date Published: 7/6/2009Author: Brendon TravelliAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172604.pdf
Article Title: ATPA
Article URL:

ITRC20090716-09 Boeing Stores Inc US Yes - Unknown # 0

A compromise of a third party vendor's web-based system may have resulted in the access of credit card information, of which at least 91 are 
in MD. The company sells Boeing related items online and through outlet stores. The breach was discovered in June for online purchases 
made between Dec 2008 and June 2009.
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Publication: Date Published: 7/1/2009Author: Steven Horton, VPAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172603.pdf
Article Title: Boeing Stores Inc
Article URL:

ITRC20090716-08 Leander School District TX Yes - Published # 2,700

2700 special need students had information taken that is protected by federal law.  The FBI is working on the case. In the letter it stated: . 
Leander ISD received information that there was an incident of unauthorized web access to certain students' electronic education records. 
These electronic records are protected by federal law, and are available to authorized employees only. Because of how seriously we take the 
protection of our students' records, I want to outline the steps LISD is taking. Upon receiving the information, the District immediately initiated 
an investigation and coordinated with appropriate third-party experts. (These experts are bound by a confidentiality agreement with LISD). 
The District quickly confirmed that its electronic records are not available to the general public via its website.
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Publication: Keyetv Date Published: 7/15/2009Author: Ryan LoydAttribution 1

http://www.keyetv.com/content/news/topnews/story/Security-breach-of-private-information-in-Leander/PgISqu2g1UqJB
Article Title: Security breach of private information in Leander worries parents
Article URL:

ITRC20090716-07 Wachovia Bank VA Yes - Unknown # 0

A Hampton woman stands charged in Williamsburg of using her Wachovia bank teller position to access customer information and open 
fraudulent credit card accounts in their names for a commission.
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Publication: Daily Press Date Published: 7/15/2009Author: Jon CawleyAttribution 1

http://www.dailypress.com/news/dp-local_idtheft_0716jul16,0,1567107.story
Article Title: Former Wachovia teller accused of stealing customer information
Article URL:

ITRC20090716-06 Center for American Progress US Yes - Unknown # 0

In a letter to the Maryland Attorney General’s Office dated April 30, CAP’s General Counsel, Debbie Fine, reports that the names and Social 
Security numbers of current and former employees and dependents or 401k beneficiaries may have been accessed by a "highly sophisticated 
computer breach by an unauthorized outside party."   Some of those affected were notified that the outside party might have accessed names 
and Social Security numbers of health care dependents insured by American Progress’s health care plan, the employee’s CAP and CAPF 
email accounts, and their office computers.
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Publication: notice to MD AG Date Published: 4/30/2009Author: Debbie FineAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172550.pdf
Article Title: Center for American Progress
Article URL:

ITRC20090716-05 Experian US Yes - Unknown # 0

Consumer information held by Experian was recently accessed online after methods to authenticate their identity were "completed 
successfully by unknown individuals." Information included name, address and SSN or date of birth. This is their 3rd breach this year.
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Publication: notice to MD AG Date Published: 6/26/2009Author: Laura MundyAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172597.pdf
Article Title: Experian breach
Article URL:

ITRC20090716-04 H. D. Buttercup Furniture Mart US Yes - Published # 1,230

Furniture mart H.D. Buttercup notified 1,230 customers that their names and credit card numbers and “certain other credit card information” 
may have been accessed as a result of an unauthorized access to files.
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Publication: notice to MD AG Date Published: 4/30/2009Author: Tony LopezAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172562.pdf
Article Title: H.D. Buttercup
Article URL:

ITRC20090716-03 LPL Financial - OH US 4/8/2009 Yes - Unknown # 0

Two computers and a server were stolen from the office of Sandru Financial which included LPL Financial client names, financial account 
information and SSN. LPL has had multiple breaches over the past several years.
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Publication: notice to MD AG Date Published: 4/24/2009Author: Theodore AugustinosAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-172547.pdf
Article Title: LPL Financial OH
Article URL:

ITRC20090716-02 LPL Financial - GA US 3/17/2009 Yes - Unknown # 0

Two desktop computers were stolen from the office of Sullivan and Schlieman Wealth Management, LLC, a financial advisor in Alpharetta, 
Georgia. The theft occurred on March 27, 2009. Personal information of LPL clients including names, addresses, financial account 
information, and Social Security numbers “may have been breached,” according to a June 1 letter sent to the New Hampshire Attorney 
General’s office by LPL. Although the theft occurred on March 27 and was reported to the local police, LPL was not notified of the incident 
until April 29. Affected individuals were notified in May.
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Publication: Notice to NH AG Date Published: 6/1/2009Author: Keith FineAttribution 1

http://doj.nh.gov/consumer/pdf/lpl_financial5.pdf
Article Title: LPL in GA
Article URL:

ITRC20090716-01 University of California San 
Diego Medical Center

CA 6/26/2009 Yes - Published # 30,000

A hacker breached the University of California, San Diego's Moores Cancer Center's computers and gained access to 30,000 patients' 
personal information late last month. Spokeswoman DeAnn Marshall says the computer servers have information such as patients' names, 
birth dates, diagnosis, and treatment dates. She says most patient information did not include Social Security numbers and there is no 
evidence any of the information has been viewed.  Update: only 36 SSNs were exposed.
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Publication: San Diego Union Tribune Date Published: 7/17/2009Author: David HasemyerAttribution 1

http://www3.signonsandiego.com/stories/2009/jul/17/1m17hacker221630-hotline-ucsd-patients-swamped/?technology&
Article Title: Hotline for UCSD patients swamped
Article URL:
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Publication: Union Tribune Date Published: 7/16/2009Author: Angelica MartinezAttribution 2

http://www3.signonsandiego.com/stories/2009/jul/16/1m16breach001243-computers-breached-cancer-center/?metro&zI
Article Title: Computers breached at cancer center
Article URL:

Publication: Mercury News Date Published: 7/16/2009Author: APAttribution 3

http://www.mercurynews.com/news/ci_12850731?nclick_check=1
Article Title: SoCal hospital warns patients of computer breach
Article URL:

ITRC20090713-05 AT&T US Yes - Published # 2,100

A temporary employee for AT&T was arrested today on charges she stole personal information including SSNs on 2,100 co-workers and then 
pocketed more than $70,000 by taking out short-term payday loans in the names of 130 of them. Cassandra Walls, 25, of Chicago was 
indicted on 5 counts of wire fraud and 5 counts of aggravated identity theft in federal court.
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Publication: Chicago Tribune Date Published: 7/8/2009Author: Jeff CoenAttribution 1

http://www.chicagobreakingnews.com/2009/07/att-temp-charged-with-stealing-co-worker-info.html?obref=obinsite
Article Title: AT&T temp charged with stealing worker info
Article URL:

ITRC20090713-04 Florida Department of 
Education Office of Student 

FL Yes - Published # 475

The Florida Department of Education's Office of Student Financial Assistance is notifying 475 student-loan borrowers that their financial 
records have been exposed to identity theft because the OSFA lost 1,186 "promissory notes" that they signed when they were going to 
school, and have now fallen behind on. Jose Blas Lorenzo Jr., director of policy, regulatory compliance and institutional review for the OSFA, 
said the missing files bear Social Security numbers, names and addresses, birth dates, personal references and lots of other little tidbits that 
could come in handy for an identity thief.  "While your file was being processed for reassignment during the week of May 25, 2009, your 
promissory note(s) was lost," he wrote in the official notice approved by the Federal Trade Commission and sent to borrowers.
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Publication: Tallahasee Democrat Date Published: 7/13/2009Author: Bill CotterellAttribution 1

http://www.tallahassee.com/article/20090713/COLUMNIST03/907130306/Bill+Cotterell++DOE+slow+to+act+on+ID+threat
Article Title: DOE slow to act on ID threat
Article URL:

ITRC20090713-03 LexisNexis - Seisint US Yes - Published # 13,000

LexisNexis has picked up the ball for Seisint and is notifying 13000 customers that an alleged mafia group may have accessed information 
such as bank account information.
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Publication: Network World Date Published: 7/13/2009Author: Robert McMillianAttribution 1

http://www.networkworld.com/news/2009/071309-lexisnexis-warns-of-breach-after.html
Article Title: LexisNexis warns of breach after alleged mafia bust
Article URL:

ITRC20090713-02 Canyons School District UT Yes - Published # 6,000

Canyons School District officials are investigating the disappearance of a thumb drive he flash drive is believed to have contained employee 
addresses, phone numbers, dates of birth and Social Security numbers of more than 6,000 current and recent employees.  A district-level 
worker was using it to transfer data for apparently "legitimate," job-related purposes, said district spokeswoman Jennifer Toomer-Cook. As a 
precaution, district officials mailed letters to individuals whose information may be compromised, referring them to a state Web site for advice 
on requesting a 90-day fraud alert or credit freeze: http://idtheft.utah.gov
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Publication: Salt Lake Tribune Date Published: 7/13/2009Author: Kirsten StewartAttribution 1

http://www.sltrib.com/news/ci_12826223
Article Title: New Utah school district apologizes for lost employee data
Article URL:
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ITRC20090713-01 Hamilton County Sheriff's 
Department

OH Yes - Unknown # 0

A laptop missing from the Hamilton County Sheriff's Department contained personal information, including social security numbers. If you 
receive a letter, the sheriff's department recommends you put a fraud alert on your credit file.
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Publication: Local 12 Date Published: 7/11/2009Author:Attribution 1

http://www.local12.com/mostpopular/story/Stolen-Laptop-Poses-ID-Theft-Threat/DY3--8_TfUCoQsfnl_PaDA.cspx
Article Title: Stolen Laptop Poses ID Theft Threat
Article URL:

ITRC20090710-02 American Express US Yes - Unknown # 0

Two Phoenix men are accused of stealing thousands of American Express card numbers and swindling more than a million dollars from 
customers. Police discovered during their investigation that Curley had not only worked as a computer database analyst for American 
Express, he was one of the few who "could have possibly downloaded all of their account holders information, including the PIN numbers 
used to access money from ATM machines at various banks," according to court records. Curley had recently been released from that job. 
Investigators learned the laptop computer Curley had at the airport belonged to American Express. Curley had reported it stolen out of his 
truck last August.
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Publication: KPHO Date Published: 7/7/2009Author: Cara LiuAttribution 1

http://www.kpho.com/money/19936013/detail.html
Article Title: 2 Men Accused Of Swiping CC Numbers
Article URL:

ITRC20090710-01 Mountain Medical Center and 
others

UT 7/9/2009 Yes - Unknown # 0

Names, credit card numbers, Social Security numbers were found in a dumpster in a warehouse section of Salt Lake's west side. Some of 
the records came from Mountain Medical Center. Salt Lake Police packed away perhaps twenty boxes of papers, and said they would protect 
the documents, as they dug into the matter. 
Surveillance video, which 2News has not been able to see, reportedly showed two people who drove up in a red pickup truck Wednesday 
afternoon, and unloaded the materials from a trailer.
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Publication: KUTV Date Published: 7/10/2009Author: Brian MullahyAttribution 1

http://www.kutv.com/content/news/local/story/Boxes-Of-Medical-Records-Found-In-Salt-Lake/CKlGZV5Kt0mWkRBxa7fZ
Article Title: Boxes Of Medical Records Found In Salt Lake Dumpster
Article URL:

ITRC20090706-05 Gexa Energy TX 5/1/2008 Yes - Unknown # 0

According to a statement from the U.S. Attorney's Office, in April and May 2008 Kim illegally accessed a Gexa database that had customer 
and billing information and "issued codes and commands to damage" the database, leading to more than $70,000 in losses for the company. 
He also allegedly transferred a database table with information on "thousands of Gexa Energy customers."
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Publication: Houston Chronicles Date Published: 6/6/2009Author: Tom FowlerAttribution 1

http://www.chron.com/CDA/archives/archive.mpl?id=2009_4750153
Article Title: Fired worker charged in ID theft, child porn Gexa files were breached, federal prosecutors say
Article URL:

ITRC20090706-04 Broadridge Financial 
Solutions Inc

US 6/2/2009 Yes - Unknown # 0

Broadridge Financial Solutions,Inc. provides proxy services for clients, including the processing, distribution and tabulation of Annual Meeting 
Proxy materials for registered shareholders of publically traded companies. On June 2, 2009, the firm inadvertently disclosed Dynegy 
shareholder information including name, address, Social Security number and other account information to another client.
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Publication: notice to NH AG Date Published: 6/22/2009Author: Laura Matlin, CPOAttribution 1

http://doj.nh.gov/consumer/pdf/broadridge.pdf
Article Title: Broadridge
Article URL:
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ITRC20090706-03 Sutter Health CA Yes - Published # 6,000

6000 former and current employees of Sacramento area Sutter Health are being warned that their SSN and other personal information may 
have been leaked after a computer repair shop found the data on an old laptop that had been brought in for repair. The company thought it 
was in the possession of a Sutter employee since 2007.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: CBS 13 Sacramento Date Published: 6/30/2009Author:Attribution 1

http://cbs13.com/local/sutter.health.laptop.2.1066081.html
Article Title: Sutter Employee Info Found On Broken Laptop
Article URL:

ITRC20090706-02 William Bowen, attorney OH 6/26/2009 Yes - Unknown # 0

Stacks of business and real-estate case files from a Middletown law firm were left unshredded in a public garbage dumpster June 26, making 
the Social Security numbers and other personal information on the documents accessible to anyone.
The files apparently came from the office of attorney William Bowen, 1 N. Main St. downtown. His firm handles bankruptcy, debt, business 
law and estate planning.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Middletown Journal Date Published: 7/4/2009Author: Jessica HeffnerAttribution 1

http://www.middletownjournal.com/news/middletown-news/unshredded-case-files-in-trash-pose-security-threats-19042
Article Title: Unshredded case files in trash pose security threats
Article URL:

ITRC20090706-01 Tyco Flow Control Americas US 6/6/2009 Yes - (Password) Unkno 0

Tyco Flow Control Americas office in Texas was broken into over the weekend of June 6. The thieves took the payroll manager's laptop and 
gained access to locked rooms that contained payroll and HR documents of current and former employees.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 6/23/2009Author: Holly KriendlerAttribution 1

http://doj.nh.gov/consumer/pdf/tyco.pdf
Article Title: Tyco Flow Control Americas
Article URL:

ITRC20090703-03 Carrell Clinic TX Yes - Unknown # 0

According to the affidavit filed in support of the criminal complaint, McGraw is the leader of the hacker group, “Electronik Tribulation Army.” 
He was employed as a security guard for United Protection Services, in Dallas, and worked the night shift, from 11:00 p.m. to 7:00 a.m. at the 
Carrell Clinic hospital.  The affidavit alleges that between April and June 2009, McGraw committed computer intrusions of several computers 
in the Carrell Clinic hospital building, including computers controlling the Heating, Ventilation and Air Conditioning (HVAC) system and 
computers containing confidential patient information.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: USDOJ Date Published: 6/30/2009Author: Kathy ColvinAttribution 1

http://www.usdoj.gov/usao/txn/PressRel09/mcgraw_cyber_compl_arrest_pr.html
Article Title: ARLINGTON SECURITY GUARD ARRESTED ON FEDERAL CHARGES FOR HACKING INTO HOSPITAL SYSTEM
Article URL:

ITRC20090703-02 Bike Nashbar TN Yes - Unknown # 0

Discount retailer Bike Nashbar is calling customers this morning to warn them that their credit card information may have been stolen. A 
Citizen-Times editor received a call from a Nashbar customer service agent explaining that the company's computer servers had been 
hacked and credit card information was compromised.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Citizen Times Date Published: 7/1/2009Author:Attribution 1

http://www.citizen-times.com/apps/pbcs.dll/article?AID=/20090701/BUSINESS/90701026
Article Title: Bike Nashbar warns customers of security breach
Article URL:
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ITRC20090703-01 ADN, Redford Union School 
District

MI Yes - Published # 400

AND, a Dental Coverage carrier sent out a mailing about new plans. However, the envelopes that contained the information had the social 
security numbers of 400 employees listed on the address labels, where the zip codes should have been. The envelopes were delivered to the 
right locations, however, because the post office goes by the zip code running along the bottom of the envelope.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Click on Detroit Date Published: 7/2/2009Author:Attribution 1

http://www.clickondetroit.com/news/19923816/detail.html
Article Title: School District Risks ID Theft
Article URL:

ITRC20090629-02 Massachusetts 
Commonwealth Solar- 

MA 6/25/2009 Yes - Published # 810

About 810 residents and businesses who had applied for the Massachusetts Commonwealth Solar rebate program had their names and 
SSNs posted on a government Web site for nearly an hour on June 25, according to a notice from the Massachusetts Technology 
Collaborative.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Boston Biz Journal Date Published: 6/26/2009Author: Jackie NoblettAttribution 1

http://boston.bizjournals.com/boston/stories/2009/06/22/daily77.html
Article Title: Data breach hits Commonwealth Solar
Article URL:

ITRC20090629-01 University of Central Missouri MO Yes - Published # 7,000

he University of Central Missouri said it is notifying 7,000 students after two documents with students’ personal information were stolen. The 
university said the two computer reports contain the names, Social Security numbers, dates of birth of students enrolled for the summer of 
2005 and the summer of 2006.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: KMBC TV Date Published: 6/26/2009Author:Attribution 1

http://www.kmbc.com/news/19873666/detail.html
Article Title: Papers Containing Students' Info Stolen
Article URL:

ITRC20090626-01 Toyota - Long Island NY Yes - Unknown # 0

A Myrtle Beach man was sentenced in federal court for aggravated identity theft. Evidence presented at trial showed that Cetin collected the 
personal and financial information of customers at a Toyota dealer in Long Island, NY, while working there as a salesman in 1999, Wilkins 
said. The information was used to open five bank accounts and obtained lines of credit at two Myrtle Beach banks, the US Attorney on the 
case said. When opening the accounts, Cetin gave other people’s names, dates of birth, and social security numbers. Other individuals’ 
credit reports and a computer used by Cetin to order counterfeit driver's licenses were also found.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: The Sun News Date Published: 6/23/2009Author: Janelle FrostAttribution 1

http://www.thesunnews.com/news/breaking_news/story/951247.html
Article Title: Myrtle Beach man sentenced for bank fraud, identity theft
Article URL:

ITRC20090625-04 Beam Global Spirits and Wine IL Yes - Unknown # 0

On June 15, attorneys for Beam Global Spirits & Wine, Inc. informed (pdf) the New Hampshire Attorney General’s Office that there had been 
unauthorized access of a Human Resources/Payroll database by a former employee back in February. Notification of individuals was delayed 
reportedly at the request of law enforcement.

When it discovered the breach, the company reported the matter to the police, who recently arrested the former employee and seized all of 
his computer equipment. According to the notification, the computer equipment is undergoing forensic analysis by the U.S. Department of 
Homeland Security.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 6/15/2009Author: Wildman Harrold AttyAttribution 1

http://doj.nh.gov/consumer/pdf/beam_global_spirits.pdf
Article Title: Beam Global Spirits & Wine
Article URL:
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ITRC20090625-03 Cornell University NY Yes - Published # 45,277

A stolen Cornell University computer has compromised the personal information of thousands of members of the University community. The 
computer contained the names and social security number of current and former students as well as current and former faculty and staff 
members.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Cornell University Date Published: 6/24/2009Author:Attribution 1

http://faq-june2009.cuinfo.cornell.edu/
Article Title: FAW on Cornell Website
Article URL:

Publication: WVBR Date Published: 6/23/2009Author:Attribution 2

http://wvbr.com/news/660
Article Title: Sensitive computer stolen from Cornell University
Article URL:

ITRC20090625-02 Florida Department of 
Revenue

FL 4/9/2009 Yes - (Password) Publish 3,000

The names, addresses and Social Security numbers of about 3,000 people employed by a handful of state businesses were on a password-
protected flash drive stolen from the car of a Florida Department of Revenue employee in Georgia. The people were current or past 
employees of six large corporations that are being audited by the state. The names of audited companies are confidential, but the employees 
worked throughout the state,

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Gainesville Date Published: 6/24/2009Author: Anthony ClarkAttribution 1

http://www.gainesville.com/article/20090624/ARTICLES/906249921/1002?Title=Stolen-flash-drive-held-personal-data-on-
Article Title: Stolen flash drive held personal data on 2,828 people
Article URL:

ITRC20090625-01 Norfolk Redevelopment and 
Housing Authority

VA 6/24/2009 Yes - Unknown # 0

Residents of a Norfolk housing project expressed shock and outrage that documents containing their Social Security numbers and salary 
information were found lying in a field. The documents were from the Norfolk Redevelopment and Housing Authority, and a city spokesman 
says they were disposed of improperly. Hundreds of pages were found over the weekend, scattered in a field across from the Diggs Town 
Housing Complex. They included former residents and family  members also.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: WVEC 13 Date Published: 6/24/2009Author:Attribution 1

http://www.wvec.com/news/topstories/stories/wvec_top_062409_exposed_documents.310f18a.html
Article Title: Residents shocked after personal documents exposed
Article URL:

ITRC20090622-03 Beneficial IN 6/20/2009 Yes - Published # 80

The attorney general's office is investigating how at least 80 files of personal loan-application information ended up in a Dumpster behind 
Town & Country Shopping Centre last week. The Tribune retrieved the files after a man looking for a box discovered them and alerted a 
reporter. In the files were loan applications, complete with names, Social Security numbers and even bank account numbers. Some files were 
thin, about 10 pages, others an inch or two thick. Tax returns, copies of checks, credit reports, good-faith estimates, signed disclosure 
notices, certificates of survey — all were among the files.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: South Bend Tribune Date Published: 6/21/2009Author: Jim MeenanAttribution 1

http://www.southbendtribune.com/apps/pbcs.dll/article?AID=/20090621/News01/906210367/1130
Article Title: Loan paperwork discovered in Mishawaka shopping center trash
Article URL:

ITRC20090622-02 Baptist Medical Center, 
Radiology Department

AL Yes - Unknown # 0

Someone dumped hundreds of sensitive medical records into the trash at the city dump from the Radiology Department of Baptist Medical 
Center. WSFA 12 News went looking at the city dump.  Hundreds of medical records were out in the open, all with sensitive information.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: WSFA Date Published: 6/21/2009Author: staffAttribution 1

http://www.wsfa.com/Global/story.asp?S=10570404
Article Title: Medical records discovered in garbage truck, landfill
Article URL:
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ITRC20090622-01 Desire Gordon - unknown 
Waltham-based company

MA Yes - Unknown # 0

A Middlesex grand jury indicted Desire Gordon, 38, on 67 counts, which include larceny, identity fraud and credit card fraud.  She used her 
position inside a Waltham-based company that had a large database of health care professionals and their names, SSNs and birth dates. If 
convicted, Gordon could face up to 75 years in state prison for grand larceny (15 counts), 100 years for credit card fraud (20 counts), 55 
years in a house of corrections for identity theft (22 counts), and 20 years in state prison for being a "common and notorious thief."

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Boston Channel Date Published: 6/22/2009Author: Sydney LupkinAttribution 1

http://www.thebostonchannel.com/news/19825352/detail.html
Article Title: Lowell Resident Allegedly Used Database At Work For Scheme
Article URL:

ITRC20090619-03 Charles Schwab US Yes - Unknown # 0

Investment firm Charles Schwab has notified the New Hampshire Attorney General’s Office that in early May, “a computer hard drive 
containing client personal information, including Social Security number, name or account number was stolen. The computer hard drive had 
been taken off of Company premises, in violation of company policy, and was subsequently stolen.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 6/12/2009Author: Andrew CaspersenAttribution 1

http://doj.nh.gov/consumer/pdf/c_schwab.pdf
Article Title: Charles Schwab
Article URL:

ITRC20090619-02 JFYNetworks MA 6/3/2009 Yes - Unknown # 0

JFYNetWorks, has notified the New Hampshire Attorney General’s Office last week of a possible unauthorized access as part of what 
appears to have been part of a larger attack which occurred on June 3, 2009. The attacker gained access to one of our website applications, 
which was inadvertently accessible over the Internet, and proceeded to post obscene and inaccurate messages on our website and alter 
archived JFY press releases. That same day, the attacker sent email messages to three (3) of our program applicants claiming that he had 
been able to acquire their personal information, including Social Security number, mailing address, email address, and in some cases, 
telephone number. JFYNetworks provides job training programs so people do sign up via email.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 6/12/2009Author: Gary KaplanAttribution 1

http://doj.nh.gov/consumer/pdf/jfy_networks.pdf
Article Title: JFYNetworks breach and hacking
Article URL:

ITRC20090619-01 Clayton County Sheriff's 
Department

GA Yes - Unknown # 0

A Clayton County Sheriff's Department employee took a stack of documents from the office home in her car. A convicted felon was driving 
the car when they were found during a traffic stop. The employee told police she took home the stack of documents generated from Georgia 
Crime Information Center. She  told police she left the documents in a bag inside the car but officers found the papers inside her glove 
compartment.  Officials said she could be charged with unlawfully disseminating the sensitive materials, which contain names, phone 
numbers, dates of birth and Social Security numbers.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Atlanta Journal-Constitution Date Published: 6/15/2009Author: Kathy JefcoatsAttribution 1

http://www.ajc.com/services/content/printedition/2008/07/15/claycops.html
Article Title: Sensitive documents found inside vehicle owned by Clayton County sheriff's employee
Article URL:

ITRC20090617-01 The Dennis Group MA 6/15/2009 Yes - Unknown # 0

Dennis Group in Springfield left binders of documents with Verizon account numbers and insurance numbers in a dumpster behind the 
building. The documents have been left behind The Dennis Group's offices on Main Street in Springfield for days. The company claims it's in 
the middle of a move and getting rid of old documents as it converts to a paperless system. A shredding company in Wilbraham, which 
provides "on site" document destruction, says they actually contacted The Dennis Group when they first heard of the move, but the company 
said it would get rid of confidential documents on its own.

Business
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Publication: CBS 3 Date Published: 6/16/2009Author: Justine JudgeAttribution 1

http://www.cbs3springfield.com/news/local/48191792.html
Article Title: Piles of Files
Article URL:

ITRC20090616-04 Kirkwood Community College IA Yes - Published # 1,600

Kirkwood Community College has issued an alert to around 16-hundred people because of a potential data breach. Someone took a storage 
device from a counselor’s office in Iowa City. That device contained names and social security numbers for participants in the PROMISE 
JOBS program.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: KCRG TV - ABC Date Published: 6/12/2009Author:Attribution 1

http://www.kcrg.com/news/local/47956601.html
Article Title: Potential Information Breach at Kirkwood Community College
Article URL:

ITRC20090616-03 Oregon Health & Science 
University

OR Yes - (Password) Publish 1,000

Oregon Health & Science University is contacting 1,000 patients after a physician’s laptop was stolen from a car parked at the doctor’s 
Washington County home. Patient names, treatment dates, short medical treatment summaries and medical record numbers were stored on 
the computer, said OHSU spokesman Jim Newman in a news release.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: KPTV Date Published: 6/12/2009Author:Attribution 1

http://www.kptv.com/technology/19739721/detail.html
Article Title: OHSU Alerts Patients After Laptop Stolen
Article URL:

ITRC20090616-02 Custom House Coffee 
Portsmouth

RI Yes - Published # 50

Last August the Secret Service notified the new owners of the Custom House Coffee that hackers had broken into the store's network and 
stole credit and debit card numbers of customers. It seems to have started as early as May 2008 and about 50 people so far have been 
victimized.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Providence Journal Date Published: 6/14/2009Author: Gina MacrisAttribution 1

http://www.projo.com/news/content/cyber_crime_06-14-09_23ELR7D_v12.36d61d0.html
Article Title: Computer hackers victimize Portsmouth coffee shop customers
Article URL:

ITRC20090616-01 Breakout Apparel Co WI 5/7/2009 Yes - Published # 222

A burglary occurred at the business and a safe with checks from customers along with cash was stolen. Letters were sent to those affected. 
The safe was recovered and it appears the information was undisturbed. A total of 222 customers who paid by check within 75 days prior to 
May 7, 2009 may be affected. Wisconsin was notified on May 29.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Wisconsin OPP website Date Published: 6/16/2009Author:Attribution 1

http://privacy.wi.gov/databreaches/databreaches.jsp
Article Title: Breakout Apparel
Article URL:

ITRC20090612-04 Shannell Bowser, unknown 
medical insurance provider

MD Yes - Published # 207

Shanell Angelia Bowser, age 30, of Baltimore pleaded guilty today to stealing personal identifying information of insurance claimants from her 
employer to fraudulently obtain credit used to purchase merchandise and obtain cash, announced United States Attorney for the District of 
Maryland Rod J. Rosenstein.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: USDOJ Date Published: 6/5/2009Author: US AG- A. LuducAttribution 1

http://www.usdoj.gov/usao/md
Article Title: Baltimore Woman and Co-Schemers Fraudulently Obtained At Least $174,000 in Cash and Merchandise from 89 Individual Vict
Article URL:
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ITRC20090612-03 PT's Strip Club CO 1/1/2008 Yes - Unknown # 0

Garry Martin committed numerous crimes including insider identity theft at PT's Strip Club where he stole patrons personal information. Martin 
had worked as a manager at PT's strip club in Denver until he was fired in January 2008. During the time he worked there he had 
photocopied personal and financial information belonging to the club's patrons. He has been sentenced to 55 years in prison for all offenses.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Denver Post Date Published: 6/6/2009Author:Attribution 1

http://www.denverpost.com/news/ci_12536768
Article Title: Man gets 55 years in 2008 crime spree
Article URL:

ITRC20090612-02 Low Cost Pharmacy IN Yes - Unknown # 0

Low Cost Pharmacy has agreed to punishment for jeopardizing the private information of its customers. Media found the problem in a 
dumpster loaded with patient records three years ago. Monday, the owner of the small drug store chain reached a settlement with the state 
pharmacy board.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: WTHR Investigates-  13 Eyewitness Ne Date Published: 6/8/2009Author: Bob SegallAttribution 1

http://www.wthr.com/Global/story.asp?S=10498648&nav=menu188_2
Article Title:
Article URL:

ITRC20090612-01 CS Stars US 5/9/2009 Yes - Published # 28,000

On June 2, CS Stars notified the New Hampshire Attorney General that a portable hard drive containing unencrypted personal information 
was stolen from an employee’s car on May 9. The total number of claimants affected was not indicated, but there were 94 residents of New 
Hampshire affected. Information included names and SSNs of claimants who were provided workers compensation related insurance 
benefits. CS Stars provides medical bill review services to Constitution State Services and Travelers Indemnity Company and its property 
casualty subsidiary The Wisconsin Office of Privacy Protection now reports that 28,000 individuals were affected and that the stolen hard 
drive was retrieved.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: OPP web site Date Published: 6/23/2009Author: Wisconsin OPPAttribution 1

http://privacy.wi.gov/databreaches/databreaches.jsp
Article Title: CS Stars
Article URL:

Publication: notice to NH AG Date Published: 6/2/2009Author: William DiazAttribution 2

http://doj.nh.gov/consumer/pdf/cs_stars.pdf
Article Title: CS Stars
Article URL:

ITRC20090608-02 Ohio State University OH Yes - Published # 350

350 student employees had their social security numbers accidentally leaked in an e-mail. The hiring coordinator for Dining Services, and 
OSU student, received an e-mail with an attachment that included students' names and social security numbers. He accidentally sent the 
attachment in an e-mail reminding student employees to sign their waivers for the Ohio Employees Retirement System, Gerstner said.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: The Lantern Date Published: 6/8/2009Author: Everdeen MasonAttribution 1

http://media.www.thelantern.com/media/storage/paper333/news/2009/06/08/Campus/Dining.Services.Faces.Security.De
Article Title:   Dining services faces security debacle       
Article URL:

ITRC20090608-01 AARP US 5/22/2009 Yes - Unknown # 0

AARP sent a letter to the New Hampshire Attorney General’s Office on June 3, informing Attorney General Ayotte that they had recently 
learned that a laptop was stolen from an employee’s home. The laptop, which was stolen on May 22, contained the names, social security 
numbers, horne addresses andlor dates of birth of some present and former AARP employees, including 14 residents of New Hampshire.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 6/3/2009Author: Joan WiseAttribution 1

http://doj.nh.gov/consumer/pdf/aarp.pdf
Article Title: AARP
Article URL:
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ITRC20090605-03 Vocus US Yes - Unknown # 0

A box with Human Resources data was incorrectly delivered.  It was recovered by Vocus has hired a company to help facilitate the 
information is not being misused.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: notice to VT AG Date Published: 6/1/2009Author: Cal ShillingAttribution 1

http://www.atg.state.vt.us/upload/1244131760_Vocus_Security_Breach_June_1_2009.pdf
Article Title: Vocus
Article URL:

ITRC20090605-02 City of Duncan OK 6/2/2009 Yes - Unknown # 0

When Donna Howell, City of Duncan personnel supervisor, went to make an ACH transaction (electronic payment) for the city Tuesday 
evening, she found something strange. The payment had already been made. Knowing she didn’t make the payment, Howell got the city to 
look into the matter, and it was discovered that an electronic security breach occurred, putting not only city funds, but also customer banking 
information at risk. Gerald Morris, financial director for the city, said, “There could be a breach of our customers’ bank information, those 
using bank draft."

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Duncan Banner Date Published: 6/4/2009Author: Derrick MillerAttribution 1

http://www.duncanbanner.com/local/local_story_155133854.html
Article Title: City alerted to security breach
Article URL:

ITRC20090605-01 Virginia Commonwealth 
University

VA 4/15/2009 Yes - Published # 17,214

Virginia Commonwealth University has notified more than 17,000 current and former students that their names, Social Security numbers and 
test scores may have been exposed after someone stole a computer from the school library. Chief information officer Mark Willis said Friday 
in a release that the university wrote letters to 17,214 students and former students to notify them of the theft. The university stopped using 
Social Security numbers to identify students in January 2007. The test scores from the stolen computer ranged from October 2005 to the 
present.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Richmond Times Dispatch Date Published: 6/5/2009Author: Karin KapsidelisAttribution 1

http://www.timesdispatch.com/rtd/news/local/article/VCUUGATER05_20090605-115401/272056/
Article Title: Stolen VCU computer exposes Social Security numbers
Article URL:

Publication: Washington Post Date Published: 6/5/2009Author: APAttribution 2

http://www.washingtonpost.com/wp-dyn/content/article/2009/06/05/AR2009060501809.html
Article Title: VCU Notifies Students of Possible Data Breach
Article URL:

ITRC20090604-01 Maine Department of Labor ME 5/27/2009 Yes - Published # 600

Almost 600 people receiving unemployment benefits last week got direct-deposit information -- including Social Security numbers -- belonging 
to another person. Recipients received one page with their own information and another page with information belonging to a different person. 
"The outside of the form showed the claimant's mailing address, but the inside showed information from another individual claimant," an 
official letter said. "The form included the other claimant's Social Security number, but no bank account information and no birth date or 
address."
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Publication: Morning Sentinel, Maine Today Date Published: 6/4/2009Author: Betty AdamsAttribution 1

http://morningsentinel.mainetoday.com/news/local/6427198.html
Article Title: Technical glitch at state labor office
Article URL:
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ITRC20090603-03 University of Nevada, Las 
Vegas College of Sciences

NV Yes - Published # 20

The College of Sciences recently sent this statement in a letter to about 20 students as officials became aware of a virus affecting a computer 
in the college. 
“[The college] found out no information was leaked, but for legal reasons they still had to send out the letter,” said Victor Barragan, CSUN 
Senate president and former sciences senator. The Nevada System of Higher Education Board of Regents and UNLV have procedures in 
place to protect information security, notify those whose sensitive information was or may be compromised and investigate the nature of the 
security breach.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Rebel Yell Date Published: 6/1/2009Author: Lisa RushAttribution 1

http://unlvrebelyell.com/2009/06/01/data-leak-raises-questions/
Article Title: Data leak raises questions
Article URL:

ITRC20090603-02 Sony Card Marketing & 
Services Company

US 5/13/2009 Yes - Published # 5,000

A recent security breach at the Park Ridge, New Jersey headquarters of Sony Card Marketing & Services Company (CMSC) affected 
customers who signed up for the Sony Rewards program. CMSC discovered that “unauthorized copies were made of certain credit card 
numbers, with associated names and expiration dates, and in some cases, emailed to an account outside of the Sony Rewards network 
without authorization.” The breach affected customers who used the Sony Rewards website (www.sonyrewards.com) between February 1, 
2009 and April 30, 2009.

Business
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Publication: notice to NH AG Date Published: 5/28/2009Author: John BrieschAttribution 1

http://doj.nh.gov/consumer/pdf/sony.pdf
Article Title: Sony Marketing & Services Rewards Progam
Article URL:

ITRC20090603-01 Virginia Prescription 
Monitoring Program

VA 4/30/2009 Yes - Published # 531,400

VA is sending breach notifications to 530,000 Virginians whose Social Security numbers may have been  in the state’s Prescription 
Monitoring Program database that was hacked on April 30.  An additional 1,400  users of the database  who may have provided Social 
Security numbers when they registered for the program are being notified.  The database contains about 35 million prescription records. The 
hacker, who demanded a $10 million ransom, has not been found.

Government/Military
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Publication: Daily Press Date Published: 6/3/2009Author: APAttribution 1

http://www.dailypress.com/news/local/virginia/dp-va--healthrecords-hac0603jun03,0,3836984.story
Article Title: VA agency advises people about Rx data breach
Article URL:

Publication: Virginia Pilot Date Published: 6/3/2009Author: Bill SizemoreAttribution 2

http://hamptonroads.com/2009/06/officials-hacker-may-have-stolen-social-security-numbers
Article Title: Officials: Hacker may have stolen Social Security numbers
Article URL:

ITRC20090601-05 University of Arkansas for 
Medical Sciences

AR 5/18/2009 Yes - (Password) Unkno 0

A former University of Arkansas for Medical Sciences housekeeping employee has been charged in the theft of a computer that contained 
personal information of thousands of current and former employees. The theft occurred May 18th.  The computer was used to make 
identification badges for UAMS employees, students and contractors, and contained names and Social Security numbers. Lawrence Nichols 
is charged with commercial burglary, criminal trespass, felony theft and misdemeanor theft in the May 18 crime. Nichols was arrested Friday 
by North Little Rock Police and was charged by UAMS police through the Pulaski County sheriff's office.

Medical/Healthcare
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Publication: Arkansas Democrat-Gazette Date Published: 5/30/2009Author: staffAttribution 1

http://www.nwanews.com/adg/News/260771/
Article Title: Recovered UAMS computer held worker data
Article URL:

ITRC20090601-04 Dr. Cavallaro, podiatrist OK 5/29/2009 Yes - Unknown # 0

Hundreds of medical files containing Social Security number and medical records from the office of from Dr. David Cavallaro, a podiatrist, 
were found in a dumpster. While not a breach violation, it is a HIPPA violation.
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Publication: KFOR Date Published: 5/29/2009Author: Meg AlexanderAttribution 1

http://www.kfor.com/news/local/kfor-news-medical-files-found-story,0,4830658.story
Article Title: Medical files found in a dumpster
Article URL:

ITRC20090601-03 Aviva USA US Yes - Published # 550

Aviva USA is notifying hundreds customers that their Social Security numbers may have been acquired after malware infected one of their 
computers, in a May 28 letter (pdf) to the New Hampshire Attorney General’s Office, Aviva’s Chief Privacy Officer Carolyn Gee explained that 
the exposure occurred while the company “was conducting online research to locate the most current address information for policyholders or 
beneficiaries whose correspondence had been returned as undeliverable.” The company believes that the Social Security Numbers and 
names and/or addresses of approximately 550 customers may have been acquired during the period between December 30, 2006 and 
February 24, 2009.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category
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Publication: notice to NH AG Date Published: 5/28/2009Author: Carolyn GeeAttribution 1

http://doj.nh.gov/consumer/pdf/aviva_USA.pdf
Article Title: Aviva USA
Article URL:

ITRC20090601-02 Chicago Public Schools IL 5/30/2009 Yes - Unknown # 0

Years of CPS [Chicago Public Schools] student’s confidential, sealed records somehow made their way to a Lakeview alley early this 
morning. Inside were  pictures, home addresses, parents information, results of psychological tests, social security numbers, SAT scores and 
a slew of taped envelopes, with the words “to be opened only by the psychologist.”

Educational
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Publication: WGNTV Date Published: 5/30/2009Author: Erin MendezAttribution 1

http://www.wgntv.com/wgntv-cps-documents-found-in-alley-may30,0,195726.story
Article Title: Confidential CPS Documents Found Dumped in Alley
Article URL:

ITRC20090601-01 Aetna US Yes - Published # 65,000

Hartford-based Aetna said Social Security numbers of current and former employees and people who received job offers from the company 
were stored on the website, which was maintained by an outside vendor. Aetna had 7,206 Connecticut employees at the end of March. The 
site held e-mail addresses for about 450,000 people who had applied for jobs or submitted resumes to the company, but Michener said the 
company doesn't know how many were copied. Some people left their e-mails on the site so they could be notified if an opening came up that 
matched their skills.

Business
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Publication: AP, Chicago Tribune Date Published: 5/28/2009Author: Tom MurrayAttribution 1

http://www.chicagotribune.com/business/hc-aetna-website.artmay28,0,342887.story
Article Title: Aetna Site Hacked; 65,000 To Receive Credit Monitoring
Article URL:

ITRC20090529-01 Batteries.com US 2/25/2009 Yes - Unknown # 0

 From their FAQ on website:
What happened?
An individual or individuals illegally “hacked” into a Batteries.com server, resulting in the exposure of name, address, and credit card 
information belonging to customers which was collected through Batteries.com’s website. 
When did this happen?
We believe the hacker(s) illegally accessed Batteries.com’s server starting on February 25, 2009 and for a period of several weeks. The 
access diminished significantly on or around March 17, 2009 , when we took certain enhanced data protection measures, and by April 9, 2009 
, the access was terminated. 
When did Batteries.com learn of the incident?
We first learned of the potential exposure to the server on March 13, 2009 , when a customer reported to the company potentially 
unauthorized activity regarding a credit card account.

Business
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Publication: My Take on Life Date Published: 5/24/2009Author: staffAttribution 1

http://makingofahome.blogspot.com/2009/05/batteriescomsecurity-breach.html
Article Title: Batteries.com Security breach
Article URL:
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Publication: company website Date Published:Author:Attribution 2

http://batteries.com/security/fraud-prevention.asp
Article Title: Batteries.com breach
Article URL:

ITRC20090526-02 Indiana Department of 
Workforce Development

IN Yes - Published # 4,500

Indiana’s unemployment agency accidentally sent the social security numbers of 4,500 out-of-work Hoosiers to the wrong companies. The 
agency says due to a printing error, 1,200 companies received the wrong social security numbers.

Government/Military
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Publication: Courier Press Date Published: 5/22/2009Author: Eric BradnerAttribution 1

http://www.courierpress.com/news/2009/may/22/indiana-agency-sent-4500-social-security-numbers-w/
Article Title: Indiana agency sent 4,500 social security numbers to wrong companies
Article URL:

ITRC20090526-01 Health Dialog Services US 5/5/2009 Yes - Unknown # 0

On May 5, Boston-based Health Dialog Services Corporation detected a virus on their network that compromised company data, including 
data stored in the Internet Explorer browser cache on employee computers. The company  determined that the compromised data included 
personally identifying information that the employees typed while using IE on their computers such as social security numbers, names, 
addresses, credit card numbers and expiration dates, user names and passwords. 390 NH residents have been notified. It is not known how 
many other people were affected.

Business
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Publication: notice to NH AG Date Published: 5/12/2009Author: Myra GreenAttribution 1

http://doj.nh.gov/consumer/pdf/health_dialog_services.pdf
Article Title: Health Dialog Services
Article URL:

ITRC20090522-01 Four Peaks Financial 
Services

TX Yes - Unknown # 0

"Four Peaks is accused of exposing its customers’ sensitive personal information, including name and credit card numbers, on its Web site. 
The state’s enforcement action charges Four Peaks with violating the Texas Identity Theft Enforcement and Protection Act, which carries 
penalties that range between $2,000 and $50,000 per violation of the act."  Four Peaks is a debt reduction/settlement company

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: Texas Attorney General Press Release Date Published: 5/30/2009Author: Texas AGAttribution 1

http://www.oag.state.tx.us/oagNews/release.php?print=1&id=2991
Article Title: Four Peaks accused of showing customer info on website
Article URL:

ITRC20090521-01 Internal Revenue Service, IRS US Yes - Unknown # 0

Sensitive documents about U.S. taxpayers were found in trash outside all Internal Revenue Service sites visited in a investigation, putting the 
people at risk of identity theft, an inspector's report says. The report went on to say that PII was found in eight offices in AZ, MD, NY and Utah 
between Sept. 2007 and May 2008.

Government/Military
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Publication: Reuters Date Published: 5/21/2009Author: staffAttribution 1

http://www.theregalcourier.com/us_world_news/story.php?story_id=TRE54K3NW
Article Title: IRS lax in destroying sensitive tax papers
Article URL:

ITRC20090520-03 Anderson Kia CO Yes - Unknown # 0

Boulder police have chained up 10 recycling bins outside the now-defunct Anderson Kia car dealership after learning that the bins were 
stuffed with personal information from the dealership’s former customers. All of the folders reportedly contained Social Security numbers, 
driver’s license information, photos, phone numbers and financial information for Kia customers. The dealership closed in January.
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Publication: Colorado Daily Date Published: 5/20/2009Author: Vanessa MillerAttribution 1

http://www.coloradodaily.com/news/2009/may/20/kia-customer-documents-be-destroyed/
Article Title: No charges in document dump outside Boulder Kia dealership
Article URL:
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Publication: Daily Camera Date Published: 5/18/2009Author: Vanessa MillerAttribution 2

http://www.dailycamera.com/news/2009/may/18/police-boulder-kia-dumps-10-bins-full-personal-inf/
Article Title: Police: Boulder Kia dumps 10 bins full of personal info
Article URL:

ITRC20090520-02 U.S. Navy Recruiting Office OH 5/19/2009 Yes - Unknown # 0

A Toledo Navy recruiting office tossed thousands of documents in a dumpster behind the office from recruits without shredding them.  The 
forms included birth certificates, photo copies of Social Security cards and driver's licenses, DOD educational loan repayment applications, 
copies of college transcripts, police record checks, and both the SSNs of recruiters and recruitees.
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Publication: NBC 24 Date Published: 5/19/2009Author: staffAttribution 1

http://www.toledoonthemove.com/news/news_story.aspx?id=301860
Article Title: Toledo Navy office compromises recruits' identities
Article URL:

ITRC20090520-01 National Archives US 4/5/2009 Yes - Published # 100,000

An external hard drive containing 1 terabyte of data from the Clinton Administration is missing from the National Archives and Recording 
Administration.  The information includes more than 100,000 SSNs and home addresses of people who visited or worked at the White 
House.  The drive also contained details on the security procedures used by the Secret Service at the White House, as well as event logs, 
social gathering logs, political records and other information from the Clinton administration.  Rep. Darrell Issa, (R-Calif.), ranking member of 
the House Committee on Oversight and Government Reform, in a statement yesterday said that the loss is believed to have occurred 
between October 2008 and March 2009. According to Issa, the Archives was in the process of converting information from the drive to a 
digital records system when it apparently disappeared. The hard drive was apparently removed from a secure storage area to a workplace 
where at least 100 "badge-holders" had access to it, Issa noted. In addition to those with official access to the area, the IG said that janitors, 
visitors, interns and others passed through the area, Issa said.

Government/Military
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Publication: ComputerWorld Date Published: 5/20/2009Author: Jaikumar VijayanAttribution 1

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9133340
Article Title: Hard drive with Clinton-era data missing from National Archives
Article URL:

ITRC20090519-01 New Jersey Department of 
Labor and Workforce 

NJ 4/18/2009 Yes - Published # 28,000

The NJ State Department of Labor and Workforce Development notified 28,000 people last week that their Social Security numbers may have 
been accidentally sent to employers whom they did not work for.  Spokesperson Smith said the error occurred when department staff last 
month sent first-quarter reports to businesses that included a list of former employees receiving unemployment benefits. Because some 
companies had laid off a significant number of employees, the reports were longer than usual, requiring staff members to stuff the envelopes 
by hand rather by machine.

Government/Military
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Publication: NJ.com Date Published: 5/18/2009Author: Chris MegerianAttribution 1

http://www.nj.com/news/index.ssf/2009/05/3k_unemployed_nj_residents_may.html
Article Title: N.J. accidentally reveals personal data of 28K unemployed residents
Article URL:

ITRC20090518-03 Chase Bank New York NY Yes - Unknown # 0

Four Romanian men were arrested in Florida after being accused of skimming a Central New York Chase Bank ATMs. Police say several 
customers who used the ATM at a Chase Bank in Cicero later found cash had been withdrawn from their accounts from ATMs in New York 
City, totaling about $40,000. A device that records debit card information, known as a skimmer, was found in the card slot of the machine.

Banking/Credit/Financial
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Publication: News 10 Now Date Published: 5/18/2009Author: web staffAttribution 1

http://news10now.com/content/all_news/369786/four-arrested-for-cny-atm-scam/Default.aspx
Article Title: Four arrested for CNY ATM scam
Article URL:
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ITRC20090518-02 BlueCross BlueShield 
Georgia

GA 5/14/2009 Yes - Unknown # 0

NewsChannel 9 in Chattanooga Tennessee reports that a man in Harrison (TN) received a priority package that contained hundreds of 
patients’ insurance papers from BlueCross BlueShield of Georgia. The documents contained account numbers, patient names, member 
numbers, service dates, charges and tax id numbers. There was also a check enclosed from the insurance company made payable to the 
Northwest Georgia Medical Group for more than $26,000. When he called BlueCross they told him "they were looking into the matter." The 
package has been turned over to the Postal Inspector's Office.

Medical/Healthcare
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Publication: News Channel 9 Date Published: 5/15/2009Author: Will CarrAttribution 1

http://www.newschannel9.com/news/smith-978368-blue-information.html
Article Title: Harrison Man Receives Confidential Insurance Information By Accident
Article URL:

ITRC20090518-01 Chattanooga Medical Records TN 5/16/2009 Yes - Unknown # 0

A couple of thousand files, in plain sight, which authorities say contained sensitive medical and identity information, were found at the Dupont 
Recycling Center Saturday afternoon. "Upon finding those, they discovered it wasn't a small amount. it was a large amount that we had to 
notify Hutcheson medical center and one other medical facility," says Investigator William Puckett with the Chattanooga Police Department. 
The files included graphic photos and SSNs. 
Update: It was discovered they belong to a now deceased doctor whose family was clearing out a storage area. No charges are being filed.
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Publication: Catoosa County News Date Published: 6/2/2009Author: Heather GentryAttribution 1

http://news.mywebpal.com/news_tool_v2.cfm?pnpID=724&NewsID=961698&CategoryID=3418&show=localnews&om=1
Article Title: No charges will be filed for improper disposal of medical records
Article URL:

Publication: Hutcheson web site Date Published: 5/19/2009Author: PRAttribution 2

http://www.hutcheson.org/
Article Title: Response from Hutcheson Medical Center.
Article URL:

Publication: News Channel 9 Date Published: 5/16/2009Author: Derek DelingerAttribution 3

http://www.newschannel9.com/news/newschannel9-978371-records-afternoon.html
Article Title: "Thousands" Of Medical Records Discovered In Recycling Bin
Article URL:

ITRC20090515-01 Colonial Penn PA 8/8/2008 Yes - Published # 120

A former Colonial Penn Life Insurance Co. employee, was indicted by a federal grand jury on charges of using company computers to steal 
personal and bank-account information of customers who also had accounts with Citizens Bank, M&T Bank and Wachovia Bank. Over 120 
customers had their details  stolen. Authorities said that between Aug. 1, 2007 and Aug. 8, 2008, Lisa Bryant Nelson, 37, of North 
Philadelphia, passed on the customers' information to individuals who made fake IDs and counterfeit checks in the names of the bank 
customers.
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Publication: Philadelphia Daily News Date Published: 5/15/2009Author: Mickael HinkelmanAttribution 1

http://www.philly.com/dailynews/local/20090515_Ex-employee_of_Colonial_Penn_charged_in_ID-theft_scam.html
Article Title: Ex-employee of Colonial Penn charged in ID-theft scam
Article URL:

ITRC20090513-06 CompuCredit, Aspire credit 
cards

US 5/11/2009 Yes - Published # 120

A major credit card company is investigating how more than a hundred statements were made available online after an Indiana woman 
alerted them to the problem. The company denied the problem until the TV station also contacted them. Account information including SSNs 
were involved. Further information reveals that it was a computer processing error that created a single image file of 120 account statements.

Banking/Credit/Financial
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Publication: The Indy Channel Date Published: 5/19/2009Author:Attribution 1

http://www.theindychannel.com/call6/19506638/detail.html
Article Title: Computer Glitch Blamed For Credit Card Breach
Article URL:

Publication: The Indy Channel, News 6 Date Published: 5/12/2009Author: Rafael SanchezAttribution 2

http://www.theindychannel.com/call6/19443178/detail.html
Article Title: Woman Finds Credit Card Statements Unprotected Online
Article URL:
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Publication: The Indy Channel Date Published:Author:Attribution 3

http://www.theindychannel.com/news/19506643/detail.html
Article Title: CompuCredit Statement
Article URL:

ITRC20090513-05 Newton Manufacturing US Yes - Unknown # 0

A recent security audit revealed that the company’s databases had been breached in September 2008, October 2008, and February 2009. 
Hackers apparently accessed and acquired customers’ personal information including names, addresses, and Social Security numbers. The 
initial investigation points to Canada. Newton Manufacturing has provided promotional advertising solutions to businesses and organizations 
large and small.
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Publication: notice to NH AG Date Published: 5/6/2009Author: DavisBrown Law FirmAttribution 1

http://doj.nh.gov/consumer/pdf/newton.pdf
Article Title: Newton Manufacturing
Article URL:

ITRC20090513-04 Pfizer US 3/26/2009 Yes - Unknown # 0

A Pfizer employee inadvertently left a backup hard drive in a box that was discarded in the trash on March 26, 2009. The hard drive reportedly 
contained names and Social Security numbers,

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 5/7/2009Author: Dickstein Shapiro LLPAttribution 1

http://doj.nh.gov/consumer/pdf/Pfizer6.pdf
Article Title: Pfizer
Article URL:

ITRC20090513-03 Claire's Accessories CA Yes - Published # 150

A boutique clerk stole the credit card numbers of at least 150 customers. Deputies believe she stole the credit card numbers at Claire's 
Accessories, a jewelry store in the Arden Fair Mall. They say she then used a device to re-encode the numbers on to credit cards issued 
under her own name.
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Publication: CBS 133 Date Published: 5/12/2009Author: staffAttribution 1

http://cbs13.com/breakingnews/boutique.montrevel.arrest.2.1007735.html
Article Title: Clerk Suspected In Credit Card Thefts Arrested
Article URL:

ITRC20090513-02 Unknown medical provider, 
Cedar Park Dumpster

TX 5/12/2009 Yes - Unknown # 0

Dozen of boxes with thousands of patient files were found in a recycling bin outside of a Goodwill store in Cedar Park. It is not known yet who 
dumped the records. The boxes filled an entire bed of a truck. The TX AG is part of the investigative team.
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Publication: KXAN Austin News Date Published: 5/13/2009Author: Erin Cargile, Hal NelsAttribution 1

http://www.kxan.com/dpp/news/Medical_records_found_in_recycling_bin
Article Title: Medical records found in
Article URL:

ITRC20090513-01 Amway Global, Quixtar US 4/28/2009 Yes - Unknown # 0

In a notification to the New Hampshire Attorney General’s Office  Amway reported that on April 28 the company discovered unauthorized 
access to some user accounts. In some cases, user IDs and passwords had been changed, as had banking deposit information for bonus 
payments. The intruders were able to view name, mailing address and SSNs.  Amway’s investigation indicated that the breach did not 
originate with the AmwayGlobal.com web site, also known as Quixtar.com. The company does not know where the breach originated, how 
many individuals were affected, or even when the breach occurred.
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Publication: notice to NH AG Date Published: 5/6/2009Author: Thomas CurranAttribution 1

http://doj.nh.gov/consumer/pdf/amway.pdf
Article Title: Amway Global
Article URL:
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ITRC20090512-01 Sovereign Bank NY Yes - Published # 250

A band of thieves rigged Sovereign Bank ATMs with skimmers so that they could steal account and password information from bank 
customers. They even placed cameras to film victims typing in PIN codes. The bank is reimbursing customers for the fraudulent withdrawals.

Banking/Credit/Financial
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Publication: Daily News Date Published: 5/11/2009Author: Alison GendarAttribution 1

http://www.nydailynews.com/news/ny_crime/2009/05/11/2009-05-11_automated_theft_bandits_steal_500g_by_rigging_a
Article Title: ATMs on Staten Island rigged for identity theft; bandits steal $500G
Article URL:

ITRC20090511-14 Fox Entertainment Group CA 6/1/2008 Yes - Unknown # 0

Confidential employee files including names, SSNs and compensation information was acquired by an employee of the company's benefit 
department (now fired) without authorization.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to MD AG Date Published: 4/9/2009Author: Lisa KlingerAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168299.pdf
Article Title: Fox Entertainment Group
Article URL:

ITRC20090511-13 National Center for Children 
and Families

US 2/17/2009 Yes - Unknown # 0

On February 19, the National Center for Children and Families was alerted that some former foster children’s personal information including 
Social Security numbers was exposed on the internet. An investigator hired by the agency tracked down the source of the breach: a family 
member of a former employee had inadvertently exposed the files via file-sharing software. The former employee assured the Center that she 
had no agency data on her personal computer.

Business
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Publication: notice to MD AG Date Published: 3/9/2009Author: Sheryl Brissett-ChapAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168263.pdf
Article Title: National Center for Children and Families
Article URL:

ITRC20090511-12 Ultimate Ears CA Yes - Unknown # 0

A burglary earlier this year at the Irvine California office of Ultimate Ears resulted in the theft of laptops containing customer data and credit 
card numbers. At least 2 MD residents were affected. It has an online store.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to MD AG Date Published: 3/6/2009Author: Philippe DepallensAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168260.pdf
Article Title: Ultimate Ears
Article URL:

ITRC20090511-11 Catalent Pharma Solutions US Yes - (Password) Publish 2,656

On February 23, a laptop assigned to a Corporate Human Resources Department employee of Catalent Pharma Solutions was stolen from 
vehicle in New Jersey. The laptop contained information on 2,656 current and former employees, including their names, addresses, Social 
Security numbers, and salary information. The laptop was reportedly password-protected.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to MD AG Date Published: 3/20/2009Author: Joseph LazzarottiAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168271.pdf
Article Title: Catelent Pharma Solutions
Article URL:

ITRC20090511-10 Penton Media US 3/16/2009 Yes - (Password) Publish 54

On March 16, a Penton Media employee lost a laptop and case containing some customer credit card information in hard copy and electronic 
form. The laptop was password-protected but the electronic files were not encrypted. The files contained customers’ names, credit card 
numbers, and credit card expiration dates of 54 customers who attended an IWCE conference.

Business
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Publication: notice to MD AG Date Published: 3/23/2009Author: Elise ZealandAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168274.pdf
Article Title: Penton Media
Article URL:

ITRC20090511-09 Godwin Pumps of America US 3/4/2009 Yes - (Password) Publish 180

Godwin Pumps of America had a laptop stolen in GA with as many as 180 employees' information including names, SSNs and dates of birth

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to MD AG Date Published: 4/6/2009Author: Jackson Lewis LLPAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168286.pdf
Article Title: Godwin Pumps of America
Article URL:

ITRC20090511-08 State Farm Insurance TN Yes - Unknown # 0

A TN State Farm Insurance agent disposed of records without shredding. The action has been corrected.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: notice to MD AG Date Published: 3/5/2009Author: Debra VaseyAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168256.pdf
Article Title: State Farm Insurance TN
Article URL:

ITRC20090511-07 Continental Airlines US 3/30/2009 Yes - (Password) Unkno 0

On March 30, a laptop was stolen from Continental Airlines offices that contained employee information such as name, Social Security 
number, Continental ID number, position title, and contact address.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to MD AG Date Published: 4/6/2009Author: Christine ChaneyAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168291.pdf
Article Title: Continental Airlines
Article URL:

ITRC20090511-06 Newburyport Capital LLC - 
Experian

US Yes - Unknown # 0

Newburyport Capital LLC, a b2b company, accessed without proper authorization information found in a credit report including name, SSN, 
account numbers, etc.  Experian reported the breach by its client.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: notice to MD AG Date Published: 2/20/2009Author: Laura MundyAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168253.pdf
Article Title: Newburyport Capital
Article URL:

ITRC20090511-05 Westin Grand Hotel - 
Starwood Hotels

DC 3/16/2009 Yes - Unknown # 0

The Westin Grand Hotel in Washington D.C. inadvertently attached information on some customers, including their credit card numbers, in an 
email sent to other guests who had made reservations.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to MD AG Date Published: 3/25/2009Author: William MinAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168279.pdf
Article Title: Starwood - Westin Grand Hotel DC
Article URL:

ITRC20090511-04 TravelCLICK Inc US Yes - Unknown # 0

TravelCLICK, Inc., an online booking company, reported that customers who used their web site to book hotel reservations may have had 
their data accessed by unauthorized others during the period February to March of this year via a URL interface. Reservation data included 
names, full credit card numbers, expiration date,

Business
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Publication: notice to MD AG Date Published: 3/19/2009Author: Bill BzdawkaAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168276.pdf
Article Title: TravelCLICK
Article URL:

ITRC20090511-03 Branch Banking & Trust US Yes - Unknown # 0

While alerted to another matter, BB&T conducted an internal investigation and discovered that a former employee who had legitimate access 
to client accounts had abused the access and had sold client signature card information to others for fraudulent purposes. Client information 
that was sold included names, addresses, Social Security numbers, dates of birth, bank account numbers, driver’s license numbers, and 
signatures.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to MD AG Date Published: 3/5/2009Author: Legal DeptAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168255.pdf
Article Title: Branch Banking and Trust
Article URL:

ITRC20090511-02 Johns Hopkins Health System MD Yes - Published # 10,757

Around Jan 20, 2009, John Hopkins received reports that some individuals were victims of identity theft.  An investigation by multiple law 
enforcement and federal agencies lead to one employee, assigned to work in the patient registration area. This person had access to name, 
address father and mother names and SSNs.  It is not known how many people will be affected. This employee has been charged and is 
being tried. For more information read the website below.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to MD AG Date Published: 4/3/2009Author: Donald BradfieldAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-168293.pdf
Article Title: Johns Hopkins Health System
Article URL:

ITRC20090511-01 D.C. Office of the State 
Superintendent of Education

DC 5/6/2009 Yes - Published # 2,400

The D.C. Office of the State Superintendent of Education that handles college financial aid requests accidentally e-mailed personal 
information from 2,400 student applicants to more than 1,000 of those applicants. 
The OSSE said the breach occurred when an employee of the agency’s Higher Education Financial Services Program inadvertently attached 
an Excel spreadsheet to an e-mail. The information released included student names, e-mail and home addresses, phone and Social Security 
numbers and dates of birth.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Washington Post Date Published: 5/11/2009Author: Bil TurqueAttribution 1

http://www.washingtonpost.com/wp-dyn/content/article/2009/05/11/AR2009051102299.html
Article Title: D.C. Mistakenly Sends Out 2,400 Students' Personal Data
Article URL:

ITRC20090508-02 University of California -  
Berkeley

CA Yes - Published # 160,000

The University of California, Berkeley began notifying students, alumni and others that their personal information may have been stolen after 
hackers attacked restricted computer databases in the campus's health services center. The databases contained individuals' Social Security 
numbers, health insurance information and non-treatment medical information, such as immunization records and names of some of the 
physicians they may have seen for diagnoses or treatment. The breach may have gone unnoticed if the hackers had not decided to leave 
messages in the data logs gloating about the crime.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: Media Relations Date Published: 5/8/2009Author: press release - Janet Attribution 1

http://datatheft.berkeley.edu/news.shtml
Article Title: UC Berkeley -Hackers attack campus databases, steal Social Security numbers, other data
Article URL:

Publication: SF Chronicle Date Published: 5/8/2009Author: Henry LeeAttribution 2

http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2009/05/08/BAPA17H89B.DTL
Article Title: UC hacking leaves thousands at risk of ID theft
Article URL:
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ITRC20090508-01 Law Firm - Frenkel Lambert 
Weiss Weisman & Gordon 

NY 5/8/2009 Yes - Unknown # 0

A swanky Manhattan law firm cleaned house by leaving six Dumpsters stuffed with confidential case files out on the street - exposing their 
clients' most personal information. The private documents, mostly from the 1990s, included addresses, medical records and Social Security 
numbers, the Daily News found.  The firm, which boasts big-name clients including Wells Fargo Bank and Papa John's Pizza, mostly 
represents the insurance and banking industries. The files also included copies of checks and driver's license and medical insurance 
numbers.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Daily News Date Published: 5/8/2009Author: Veronika BelenkayaAttribution 1

http://www.nydailynews.com/ny_local/2009/05/08/2009-05-08_law_firm_clients_files_filled_with_personal_data_left_in_
Article Title: Law firm clients' files filled with personal data left in six dumpsters on street
Article URL:

ITRC20090507-06 East Burke Christian 
Ministries

NC 5/4/2009 Yes - Published # 1,000

Police are searching for a thief who broke into a Burke County charity, East Burke Christian Ministries in Hildebran and stole a computer 
containing more than 1,000 Social Security numbers of people seeking help. The break-in happened at overnight. The thief broke through two 
doors and took off with petty cash and the laptop.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: WSOCTV Date Published: 5/5/2009Author: staffAttribution 1

http://www.wsoctv.com/news/19373497/detail.html
Article Title: Thief snatches computer with personal info from charity
Article URL:

ITRC20090507-05 DenteMax US Yes - Unknown # 0

DenteMax notified (pdf) the New Hampshire Attorney General’s Office that an employee may have compromised dentist provider information 
including all the information the dentists provided in their network application and credentialing file - TINs, insurance police numbers, 
professional licenses, etc.. The employee was immediately terminated and the matter referred to law enforcement.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 4/30/2009Author: Richard WertherAttribution 1

http://doj.nh.gov/consumer/pdf/dentemax.pdf
Article Title: DenteMax
Article URL:

ITRC20090507-04 Spencer House Apartment 
Complex

OR Yes - Unknown # 0

Residents at Spencer House Apartment Complex found out that personal papers had been tossed in a recycle bin. Neighbors said they took 
photos of the documents as soon as they found them. They said the documents included Social Security numbers, addresses, phone 
numbers, immigration numbers and names. The residents showed photos of what appeared to be bank statements and rental applications to 
a FOX 12 reporter Monday.

Business
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Publication: KPTV Date Published: 5/5/2009Author: staffAttribution 1

http://www.kptv.com/news/19372624/detail.html
Article Title: Sensitive doc found in recycle bin
Article URL:

ITRC20090507-03 Saint Anthony Hospital CO Yes - Published # 20

A hospital worker who admits she took about 20 patient records a week out of Saint Anthony and gave them to an alleged counterfeiter has 
pleaded not guilty to identity theft. The accomplice allegedly used the patient information to create fake drivers' licenses, Social Security 
cards and checks.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: 9 News Colorado Date Published: 5/6/2009Author: Deborah ShermanAttribution 1

http://www.9news.com/news/local/article.aspx?storyid=115130&catid=346
Article Title: Hospital worker pleads not guilty in theft of patient records
Article URL:
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ITRC20090507-02 ATMs in Minneapolis MN Yes - Unknown # 0

According to federal prosecutors in Minneapolis, 2 men attached a "skimming device" to ATMs to capture magnetic access data from ATM 
users. Then they allegedly recoded lost or stolen credit cards with the new data, and used the cards to purchase items.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: KPAX Date Published: 5/5/2009Author: APAttribution 1

http://www.kpax.com/Global/story.asp?S=10308244
Article Title: 2 indicted in alleged credit card scheme
Article URL:

ITRC20090507-01 WaMu Investments, Inc US Yes - Unknown # 0

WaMu Investments notified the NH AG that during a review they discovered that personal documents containing names, account numbers, 
addresses, estimated annual income and estimated net worth are missing. They have searched "extensively through files …both in our 
offices and at our offsite storage location." The documents were from 2001 and 2006. This affects people in various states.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 4/30/2009Author: Douglas WilburnAttribution 1

http://doj.nh.gov/consumer/pdf/wamu.pdf
Article Title: WaMu Investments, broker/dealer of JP Morgan Chase Bank
Article URL:

ITRC20090505-02 First Republic Bank CA Yes - Published # 560

A former San Francisco bank mailroom supervisor accused in an identity theft scam faces up to seven years in prison if convicted, 
prosecutors said today. San Francisco prosecutors say that over a six-month period beginning in April 2007, he allegedly opened customer 
mail at a First Republic Bank branch containing both commercial and personal identifying information. He then allegedly made copies of 
checks, and sold those copies as part of a larger identity theft scheme. The checks were later used by someone else to replicate the bank 
account and issue checks from that account. The Secret Service revealed that as many as 560 pieces of mail may have been opened.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: CBS 5 Date Published: 5/4/2009Author:Attribution 1

http://cbs5.com/localwire/22.0.html?type=bcn&item=SF-BANK-SCAM-baglm
Article Title: FORMER BANK MAILROOM SUPERVISOR ACCUSED IN ID THEFT SCAM
Article URL:

ITRC20090505-01 Kapiolani Community College HI 4/15/2009 Yes - Published # 15,487

School officials at Kapiolani Community College found a computer on April 15 with the personal information of 15, 487 students who applied 
for financial aid between January 2004 and April 15 that was infected with malware that can steal sensitive data. The computer did not have 
sensitive information, but it was hooked up to a network that had access to names, addresses, phone numbers dates of birth and Social 
Security numbers. Parents who put their own information on forms are also at risk.

Educational
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Publication: Star Bulletin Honolulu Date Published: 5/4/2009Author: APAttribution 1

http://www.starbulletin.com/news/breaking/44331337.html
Article Title: KCC warns 15,000 students of identity theft threat
Article URL:

Publication: KITV Date Published: 5/4/2009Author:Attribution 2

http://www.kitv.com/news/19367867/detail.html
Article Title:  Security breach affects 15,487 KCC students
Article URL:

ITRC20090504-10 GSI Commerce Call Center VA Yes - Unknown # 0

The U.S. Attorney’s Office is alleging that Sheila Hairston used her position at GSI Commerce Call Center to send money to her personal 
account, from money intended for GSI customers’ credit card accounts.  A federal grand jury indicted Hairston on 26 counts of wire fraud. 
Investigators believe the money moving started in April of 2006 and went through April of 2008.  190 fraudulent transactions were made

Business
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Publication: WSLS Date Published: 4/30/2009Author: staffAttribution 1

http://www.wsls.com/sls/news/local/southside/article/axton_woman_charged_with_stealing_109000_from_call_center/3
Article Title: Axton woman charged with stealing $109,000
Article URL:
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ITRC20090504-09 Brooke Auto Insurance Co. OR 4/30/2009 Yes - Unknown # 0

A mountain of personal information that could be used for identity theft was found in a Dumpster outside Brooke Auto Insurance Company.  It 
was loaded with packets full of credit card transactions with complete numbers and checks with routing and account numbers - all unshred..

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category
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Publication: Fox 12 Oregon Date Published: 4/30/2009Author: staffAttribution 1

http://www.kptv.com/fox12smostwanted/19332105/detail.html
Article Title: Sensitive Documents Found Outside Business
Article URL:

ITRC20090504-08 Staten Island Bank & Trust NY 4/15/2009 Yes - Published # 50

An ATM security breach at SI Bank & Trust's Oakwood branch that went undetected for more than a month is under investigation by the FBI. 
An ATM device captured customer info. At least 50 of the bank's customers are affected.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: Staten Island Advance Date Published: 5/2/2009Author: Barton HorowitzAttribution 1

http://www.silive.com/news/index.ssf/2009/05/thieves_raid_accounts_of_state.html
Article Title: Thieves raid accounts of Staten Island bank
Article URL:

ITRC20090504-07 Southern Florida ATMs FL Yes - Unknown # 0

According to the Indictment, the defendants and their co-conspirators made devices, known as "skimming devices," that captured the 
information stored on the magnetic stripe of bank debit cards when the debit cards were placed into Automatic Teller Machines (ATMs) 
throughout Broward, Palm Beach and Miami-Dade Counties. The skimming devices, and hidden micro-video cameras, were placed on the 
ATMs to record customers’ Personal Identification Numbers (PINs) as they conducted their transactions. They then would send funds t 
individuals in the US, Romania and elsewhere.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: press release Date Published: 5/1/2009Author: US AGAttribution 1

http://miami.fbi.gov/dojpressrel/pressrel09/mm050109.htm
Article Title: Debit Card Skimming Group Arrested and Charged with Fraud and Identity Theft
Article URL:

ITRC20090504-06 Nashville Hotels TN Yes - Unknown # 0

For more than eight months, police have been trying to determine how thieves accessed more than a dozen different credit card lines. 
Investigators discovered the key was hotel Dumpsters and William Frelix, who was allegedly sending people to Dumpster-dive for credit card 
information. He would use stolen credit card numbers, buy items requested, and then sell them at half price according to the police.

Business
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Publication: WSMV 5 Date Published: 5/1/2009Author: Sara DorseyAttribution 1

http://www.wsmv.com/news/19345943/detail.html
Article Title: Hotel Guests Become Identify Theft Victims
Article URL:

ITRC20090504-05 Centaurus Financial Inc. CA 7/15/2007 Yes - Unknown # 0

The Financial Industry Regulatory Authority (FINRA) has announced today that it has fined Centaurus Financial, Inc. (CFI), of Orange County, 
CA, $175,000 for its failure to protect certain confidential customer information. "FINRA found that from April 2006 to July 2007, CFI failed to 
ensure that it safeguarded confidential customer information. Its improperly configured computer firewall - along with an ineffective username 
and password on its computer facsimile server - permitted unauthorized persons to access stored images of faxes that included confidential 
customer information, such as social security numbers, account numbers, dates of birth and other sensitive, personal and confidential data."

Banking/Credit/Financial
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Electronic
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Publication: press release from FINRA Date Published: 4/28/2009Author: Nancy CondonAttribution 1

http://www.finra.org/Newsroom/NewsReleases/2009/P118550
Article Title: FINRA Fines Centaurus Financial $175,000 for Failure to Protect Confidential Customer Information
Article URL:
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ITRC20090504-04 Countrywide Financial TX Yes - Published # 4,000

A man posing as a Air Force reservist seems to have gotten thousands of account numbers from Countrywide Financial in Forth Worth.  The 
investigators tracked the case to his accomplice, a customer service rep there.  “More investigation is needed] on the other suspects and 
personal information that was seized,” Brennan, the detective, wrote in an affidavit. “There were thousands of account numbers as well as 
identities compromised in this scheme.”

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: Air Force Times Date Published: 5/4/2009Author: Sam LaGroneAttribution 1

http://www.airforcetimes.com/news/2009/05/airforce_fake_airman_050109/
Article Title: Police say Air Force poser stole $500,000
Article URL:

ITRC20090504-03 Five Cities Drive Unocal 76 CA 4/14/2009 Yes - Unknown # 0

Pismo Beach police said today that the credit card "skimming" device uncovered last week had been installed at the Five Cities Drive Unocal 
76 gas station.

Business
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Publication: San Luis Obispo Tribune Date Published: 4/21/2009Author: staffAttribution 1

http://www.sanluisobispo.com/news/local/breaking_news/story/691577.html
Article Title: Fraudulent credit card skimmer was found at Five Cities Drive Unocal 76
Article URL:

ITRC20090504-02 Virginia Department of Health 
Professions

VA 4/30/2009 Yes - Published # 8,257,378

An extortion demand posted on WikiLeaks seeks $10 million to return over 8 million patient records and 35 million prescriptions allegedly 
stolen from Virginia Department of Health Professions.  As of 4/29 all 36 servers had been shut down  to protect records. Director Ryals said 
about 80 percent of the board's approximately 300,000 licensees renew online.

The note reads: “ATTENTION VIRGINIA I have your sh**! In *my* possession, right now, are 8,257,378 patient records and a total of 
35,548,087 prescriptions. ……..”

Medical/Healthcare
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Electronic
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Publication: InformationWeek Date Published: 5/4/2009Author: Thomas ClaburnAttribution 1

http://www.informationweek.com/news/security/attacks/showArticle.jhtml?articleID=217201397&subSection=Cybercrim
Article Title: Virginia Health Data Potentially Held Hostage
Article URL:

Publication: Times Dispatch Date Published: 5/1/2009Author: Tammie SmithAttribution 2

http://www.timesdispatch.com/rtd/news/state_regional/article/HACK01_20090430-221806/265001/
Article Title: Hackers may have gotten to Virginia health professions computers
Article URL:

ITRC20090504-01 First Bank, Westminister CO Yes - Unknown # 0

A "skimming device" used to steal information from credit and debit cards has been found near an ATM at a First Bank Branch in 
Westminister.

Banking/Credit/Financial
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Electronic
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Publication: KRDO News 13 ABC Date Published: 5/2/2009Author: staffAttribution 1

http://www.krdo.com/Global/story.asp?S=10292162
Article Title: Identity Theft Device Found By ATM
Article URL:

ITRC20090501-03 Binghamton University NY Yes - Unknown # 0

Binghamton University announced Tuesday that it had let WHRW, the student-run radio station, members off the hook for “gaining access” 
this March to an unlocked room filled with students’ personal information … a few hours later, it happened again. While he was walking 
through an entrance to the ground floor of Library South, WHRW News Director Robert Glass said he saw, in plain sight, a folder full of 
professors’ Social Security numbers in a dumpster. Glass and fellow members of WHRW made a similar discovery in a dumpster at the 
same entrance last October. That time, it was students’ Social Security numbers and personal information. Both the professors’ and students’ 
information dated from the 1970s.
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Publication: Pipe Dream Date Published: 5/1/2009Author: Robert ZlokowerAttribution 1

http://www.bupipedream.com/Articles/Yet-again-personal-info-compromised/11629
Article Title: Yet again, personal info compromised
Article URL:

ITRC20090501-02 United Food and Commercial 
Workers International - UFCW

US 3/10/2009 None - Encrypted Data 0

A laptop stolen from a United Food and Commercial Workers International (”UFCW”) office on March 10 contained personal information of 
UFCW members, former members, and retirees including names and addresses, Social Security numbers, phone numbers, birth dates, and 
e-mail addresses, but no financial information, according to a notification (pdf) filed by their lawyers with the New Hampshire Attorney 
General’s Office on April 24.
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Publication: Calgary Sun Date Published: 5/26/2009Author: Bill KaufmannAttribution 1

http://cnews.canoe.ca/CNEWS/Crime/2009/05/26/9571661-sun.html
Article Title: Crooks steal Albertans' personal info
Article URL:

Publication: notice to NH AG Date Published: 4/24/2009Author: Bredhoff and KaiserAttribution 2

http://doj.nh.gov/consumer/pdf/united_food.pdf
Article Title: UFCW breach
Article URL:

ITRC20090501-01 Immigrant Legal Resource 
Center

CA Yes - Unknown # 0

The Immigrant Legal Resource Center (ILRC) is a national non-profit resource center that provides legal trainings, educational materials, and 
advocacy to advance immigrant rights. They had an unauthorized computer intrusion exposing name and credit card numbers. More than one 
state may be affected.
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Publication: notice to NH AG Date Published: 4/10/2009Author: Shari KuritaAttribution 1

http://doj.nh.gov/consumer/pdf/immigrant.pdf
Article Title: ILRC breach
Article URL:

ITRC20090430-03 Oklahoma Housing Finance 
Agency

OK 4/22/2009 Yes - (Password) Publish 225,000

A laptop computer with 90,000 names, SSNs, TINs and dates of birth was stolen from the Oklahoma Housing Finance Agency. Clients 
affiliated with OHFA's Section 8 Housing Choice Voucher Program were notified that their names and personal information were on the 
computer that was stolen from an OHFA employee's home. According to another source, the number of potentially affected clients may 
number 225,000.

Government/Military
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Publication: News OK Date Published: 4/30/2009Author: Vallery BrownAttribution 1

http://newsok.com/theft-of-computer-puts225000-at-risk/article/3365575
Article Title: Latest Oklahoma data loss puts 225,000 at risk
Article URL:

Publication: KJRH Date Published: 4/29/2009Author: staffAttribution 2

http://www.kjrh.com/news/state/story/OHFA-computer-stolen-from-employees-home/RaUkJSrL7k6DyNJOlAASfw.cspx?r
Article Title: OHFA computer stolen from employees home
Article URL:

ITRC20090430-02 Illinois Department of Aging IL 4/27/2009 Yes - Published # 170

Investigators believe a state employee downloading music to a laptop computer caused the release of sensitive Illinois Department on Aging 
information including  names and Social Security numbers.

Government/Military
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Publication: AP Date Published: 4/29/2009Author: AP, John O'ConnerAttribution 1

http://www.nwi.com/articles/2009/04/29/updates/breaking_news/doc49f89f756e550772643001.txt
Article Title: AP Exclusive: Sensitive state data released to Web
Article URL:

Publication: Chicago Tribune Date Published: 4/29/2009Author: John OconnorAttribution 2

http://archives.chicagotribune.com/2009/apr/29/news/chi-ap-il-statedatabreach
Article Title: AP Exclusive: Sensitive state data released to Web
Article URL:
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ITRC20090430-01 Miller's Neighborhood Market VA 4/30/2009 Yes - Unknown # 0

Customers of Miller’s Neighborhood Market Shell Station may have had their debit or credit cards exposed to other customers when an 
employee replaced a roll of paper in the receipt machine with a roll that already contained customer receipts showing full debit and credit card 
numbers. The previously recorded information from other customers appeared on the back of later customers’ receipts.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: WAVY Date Published: 4/30/2009Author: Andy FoxAttribution 1

http://www.wavy.com/dpp/news/local_wavy_norfolk_debitreceiptrevealssecrets_20090429
Article Title: Personal info revealed on receipt
Article URL:

ITRC20090429-02 East 38th Street Office 
Building

IN 4/27/2009 Yes - Unknown # 0

Sometime around Sunday night and early Monday morning, someone kicked in the side door of an office building on East 38th Street. The 
businesses were searched by the thief and among cash and other items taken, the burglar carried away a file cabinet full of sensitive 
information. "Within that filing cabinet were the names, Social Security numbers and birth dates of some of the clients and this creates a real 
problem for identity theft," said Sgt. Paul Thompson, IMPD.
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Publication: WTHR Date Published: 4/28/2009Author: Steve Jefferson, EyeAttribution 1

http://www.wthr.com/Global/story.asp?S=10266602&nav=menu188_2
Article Title: Sensitive documents stolen from east side businesses
Article URL:

ITRC20090429-01 West Virginia State Bar WV 4/17/2009 Yes - Unknown # 0

Someone gained access to the West Virginia State Bar Web site and its internal computer network, according to a news release from Anita 
Casey, executive director of the State Bar.  Because the breach reached from the Internet to internal computers at the State Bar,  information 
includes members' names, mail and e-mail addresses, lawyer identification numbers, and the Social Security numbers of some members and 
former members.
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Publication: Charleston Daily Mail Date Published: 4/28/2009Author: APAttribution 1

http://www.dailymail.com/ap/ApTopStories/200904280359
Article Title: WVa Bar says internal network, Web site hacked
Article URL:

Publication: WV Gazette Date Published: 4/28/2009Author: staff, wire reportsAttribution 2

http://sundaygazettemail.com/News/200904280322
Article Title: State Bar's Web site breached, no reports of identity theft
Article URL:

ITRC20090427-04 Oklahoma Department of 
Human Services

OK 4/3/2009 Yes - (Password) Publish 1,000,000

Officials with the Department of Human Services said a computer was stolen from a worker's car on April 3. The machine had names, Social 
Security numbers and birthdates of people who receive state assistance. Those affected include clients who receive aid from Medicaid, Child 
Care Assistance, Temporary Assistance to Needy Families, Aid to the Aged, Blind and Disabled and the Supplemental Nutrition Assistance 
Program.
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Publication: News OK Date Published: 4/23/2009Author: Jay MarksAttribution 1

http://www.newsok.com/oklahoma-dhs-warns-of-possible-information-leak-after-laptop-stolen/article/3363863
Article Title: Oklahoma DHS warns of possible information leak after laptop stolen
Article URL:

Publication: www.okdhs.org Date Published: 4/23/2009Author:Attribution 2

http://www.okdhs.org/protectyouridentity/default.htm
Article Title: OK Dept of Human Services web info
Article URL:

Publication: KOCO Date Published: 4/23/2009Author: staffAttribution 3

http://www.koco.com/news/19264789/detail.html
Article Title: Personal Data Of 1M On Stolen DHS Laptop
Article URL:
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ITRC20090427-03 Ohio Department of Public 
Safety/BMV

OH Yes - Unknown # 0

The Ohio Department of Public Safety is investigating how hundreds of documents ended up in trash bins behind at least 10 state license 
branches. The department opened its investigation after WBNS-TV (Channel 10) turned over copies of documents it had retrieved from 
license branches' unlocked trash bins. Many of the documents still contained legible information, including complete names, Social Security 
numbers and driver's license numbers.
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Publication: Columbus Dispatch Date Published: 4/24/2009Author: Paul AkerAttribution 1

http://www.columbusdispatch.com/live/content/local_news/stories/2009/04/24/BMV_Records.ART_ART_04-24-09_B1_L
Article Title: BUREAU OF MOTOR VEHICLES Trash bins yield treasure trove for ID thieves
Article URL:

ITRC20090427-02 Warrior Xpress VA 4/24/2009 Yes - Unknown # 0

A viewer called WAVY.com and told them someone dumped eight boxes, overflowing with confidential documents, into a dumpster behind a 
Farm Fresh in Williamsburg. Inside the boxes were medical records, tax forms, voided checks and copied credit cards. The investigation 
found the thousands of personnel documents belonged to a Virginia trucking company called Warrior Xpress.
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Publication: WAVY Date Published: 4/24/2009Author: Eric HarrymanAttribution 1

http://www.wavy.com/dpp/news/local_wavy_williamsburg_preventingidentitytheft_20090424
Article Title: Personal documents found
Article URL:

ITRC20090427-01 Chateau Office Building CA 4/26/2009 Yes - Published # 7,800

CBS News reports that thieves with a master key stole scores of computers from approximately 60 out of 80 tenant businesses in the 
Chateau Office Building on Ventura Blvd. Business owners estimate that at least 7,000 credit card numbers, 800 tax documents and other 
sensitive files were stolen. The thieves disabled security cameras and some owners thought it was an inside job. "It had to be somebody who 
knows that building," said Mary Hatcher, who manages several companies in the building. "It wasn't forced entry."
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Publication: CBS News Date Published: 4/26/2009Author: staffAttribution 1

http://cbs2.com/local/thieves.computers.Woodland.2.994897.html
Article Title: Thieves Targeted Computers For Credit, Tax Data
Article URL:

ITRC20090423-01 Marian Medical Center CA Yes - Published # 3,200

Marian Medical Center in Santa Maria says recent patients of the emergency room and Urgent Care Center should be on alert after a 
Blackberry containing patient information was stolen from the hospital. In recent weeks, administrators at Marian Medical Center discovered a 
Blackberry portable device with information including patient names, Social Security numbers, dates of birth and medical histories was stolen 
from an employee's office, along with some other items. "On that Blackberry was an email, you know, one of our emails, and on one of the 
emails was buried a file attachment that had some patient information on it," said Sue Andersen, chief financial officer of Marian Medical 
Center.

Medical/Healthcare
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Electronic
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Publication: 6 Action News, KSBY Date Published: 4/22/2009Author: Amber LeeAttribution 1

http://www.ksby.com/Global/story.asp?S=10232780
Article Title: Marian Medical Center patients' personal information may be compromised
Article URL:

ITRC20090422-05 FairPoint Communications US Yes - Published # 4,400

FairPoint Communications Inc. says a worker’s failure to abide by security precautions caused a portable data-storage device containing 
names, SSNs, birth dates and other information to disappear. The device contained information for all current FairPoint employees and some 
former employees, or about 4,400 individuals in total. FairPoint has alerted those impacted by the incident, as well as Attorneys General in a 
possible 18 affected states.
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Publication: Charlotte Business Journal Date Published: 4/21/2009Author: staffAttribution 1

http://www.bizjournals.com/charlotte/stories/2009/04/20/daily11.html
Article Title: FairPoint probes on security breach
Article URL:
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ITRC20090422-04 Washington State 
Department of Labor and 

WA 4/21/2009 Yes - Unknown # 0

A Washington Department of Labor and Industries Web site that allows consumers to check contractor licenses was shut down for several 
hours Tuesday after a Spokane electrical contractor realized his Social Security number was exposed. L&I spokeswoman Elaine Fischer said 
the problem was apparently a side effect of recent software upgrades.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: Spokesman Review Date Published: 4/22/2009Author: Bert CaldwellAttribution 1

http://www.spokesman.com/stories/2009/apr/22/private-data-seen-on-state-web-site/
Article Title: Private data seen on state Web site
Article URL:

ITRC20090422-03 Oklahoma Employment 
Security Commission

OK Yes - Published # 5,500

An Oklahoma Employment Security Commission worker responsible for the payroll information including SSNs said he lost the flash drive at 
a conference where it was misplaced. The OESC employee put the Social Security numbers and payroll information on a flash drive after his 
laptop became infected with a virus.

Government/Military
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Publication: News 9 Date Published: 4/21/2009Author: Jennifer PierceAttribution 1

http://www.newson6.com/Global/story.asp?S=10225245
Article Title: Employee Loses 5,500 Social Security Numbers
Article URL:

ITRC20090422-02 New York State Department 
of Taxation and Finance

NY 10/17/2008 Yes - Unknown # 0

Attorney General Andrew Cuomo has charged a Troy resident with identity theft — using social security numbers to open fraudulent credit 
cards. Walter Healey, 63, was an employee with the Department of Taxation and Finance unit. He allegedly used his position to take 
taxpayers information from tax department files and used that information to apply for and obtain credit cards. Currently, the attorney 
general’s office is in the process of contacting victims whose names were used to open fraudulent credit cards. State tax officials are also 
sending notification to more than 2,000 affected individuals throughout the state, as required by law. 
An Oct. 17 search of his residence, a former funeral home near Frear Park, uncovered the tax forms of more than 700 citizens, more than 
1,000 copies of birth certificates and some 2,000 Post-It notes containing handwritten social security numbers, many including notes such as 
“good prospect” and “go with this one,” according to a complaint filed by the AG’s office. Also found were hundreds of pages of credit card 
statements, credit applications, and copies of credit cards in the name of George Healey, investigators said.
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Publication: Legislative Gazetts Date Published: 4/22/2009Author: Anand BalasarAttribution 1

http://www.legislativegazette.com/day_item.php?item=817
Article Title: Former tax dept. employee charged with ID theft
Article URL:

Publication: Saratogian Date Published: 4/22/2009Author: Dave  CanfieldAttribution 2

http://www.saratogian.com/articles/2009/04/22/news/doc49ef6d6b30c90696991886.txt
Article Title: Ex-tax worker accused in $450K ID theft scheme
Article URL:

ITRC20090422-01 Atlas Collections IN 4/19/2009 Yes - Unknown # 0

Documents with personal information, including Social Security numbers, from hundreds of residents in eastern Indiana were found in 
recycling bins over the weekend.
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Publication: Pal-Item Date Published: 4/22/2009Author: Mike BennettAttribution 1

http://www.pal-item.com/article/20090422/UPDATES/90422027
Article Title: Business accidently tosses records containing personal information for area residents
Article URL:

ITRC20090420-03 MySpace CA 4/15/2009 Yes - Unknown # 0

A breach at MySpace was attributed to an employee who gathered the names, social security numbers and other personal information on a 
number of his co-workers. There were no reports of a data breach of MySpace user information.
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Publication: Silicon Republic Date Published: 4/20/2009Author: Marie BoranAttribution 1

http://www.siliconrepublic.com/news/article/12780/digital-life/myspace-insider-data-breach
Article Title: MySpace insider data breach leads to HQ shutdown
Article URL:

ITRC20090420-02 DFS Capital Funding IN 4/19/2009 Yes - Unknown # 0

 A pile of personal documents was discovered Sunday along a rural Johnson County road. Among the documents, Moody said he found a 
folder containing a loan application of an Ohio couple, including their Social Security numbers, bank information, places of employment and 
phone numbers. Franklin-based DFS Capital Funding is the company listed on the paperwork. It appears to have granted loan approval to the 
Ohio couple in 2005.

Banking/Credit/Financial
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Publication: 6 News Date Published: 4/19/2009Author: staffAttribution 1

http://www.theindychannel.com/news/19223609/detail.html
Article Title: Personal Documents Found Strewn Along Rural Road
Article URL:

ITRC20090420-01 Wal-Mart IL 8/17/2007 Yes - Published # 48,686

Wal-Mart has suffered a breach in its staff data system due to a former employee leaving their job with confidential records. The information 
is said to refer to 48,000 members of staff in Illinois. The breach occurred in mid-2007 and has only just emerged in the media. In a 
notification letter to the state, it was confirmed that SSNs were affected.

Business
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Publication: Internattional Supermarket News Date Published: 4/20/2009Author: staffAttribution 1

http://www.internationalsupermarketnews.com/index.php/the-news/834-dylan
Article Title: Wal-Mart suffers breach in computer data
Article URL:

Publication: notice to Illinois AG Date Published: 9/28/2007Author: Samuel ReevesAttribution 2

http://datalossdb.org/primary_sources/0000/1510/20070928_walmart_IL2.pdf
Article Title: Wal-Mart breach in Illinois
Article URL:

ITRC20090417-01 Ysleta School District TX 4/15/2009 Yes - Unknown # 0

A call to a TV station led them to find a box with the personal information of hundreds of teachers, students and parents all left outside of 
Eastwood Knolls Elementary. On Friday night, KFOX was alerted to the box, which someone noticed sitting in the wind outside the school. 
When the KFOX crew arrived, they found school registration forms, immunization records and copies of birth certificates littering the area. We 
even found a roster with teacher's Social Security numbers. The box was half empty with papers flying around the area.
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Publication: KFOX News Date Published: 4/16/2009Author: Monica BalderramaAttribution 1

http://www.kfoxtv.com/news/19201921/detail.html - -
Article Title: Box With Private Information Found Outside Elementary School
Article URL:

ITRC20090414-01 McAlisters in Millington TN 12/1/2008 Yes - Unknown # 0

The Shelby County Sheriff's office says what 24-year old Ashley Johnson dug up in the dumpster behind McAlister's in Millington provided her 
with all the ammunition she needed to open bogus credit accounts and steal between $30,000 and $60,000 in merchandise. Sheriff's Office 
Spokesperson Steve Shular says Johnson was initially in the garbage at the restaurant several months ago. He says she was looking for 
moving boxes but found hundreds of job applications. More than 100 accounts have been opened so far.
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Publication: My Eyewitness News- channel 24 Date Published: 4/14/2009Author: Dana RebikAttribution 1

http://www.myeyewitnessnews.com/news/local/story/Identity-Theft-Ring-Stems-From-Job-Applications/5O1RHOLEaUC
Article Title: Identity Theft Ring Stems From Job Applications Found in Trash
Article URL:

Publication: My Fox Memphis Date Published: 4/14/2009Author: Tealy DevereauxAttribution 2

http://www.myfoxmemphis.com/dpp/news/041309_Dumpster_Diver_Arrested_for_Identity_Theft
Article Title: Dumpster-Diver Arrested
Article URL:
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ITRC20090413-04 Penn State Erie - Behrend 
College

PA 3/23/2009 Yes - Published # 10,868

On March 23, the University confirmed that 10,868 Social Security numbers in historical data on a computer at Penn State Erie, The Behrend 
College, could have been breached. It cannot be confirmed, however, that any of these Social Security numbers actually were released to a 
third party.

Educational
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Electronic
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Publication: Penn State Erie Date Published: 4/9/2009Author: Penn State ErieAttribution 1

http://www.behrend.psu.edu/newscal/news2009/apr-itsecurity.htm
Article Title: Nationwide Security Concerns Support Scanning, Encryption Effort
Article URL:

ITRC20090413-03 CBIZ Medical Management 
Professionals - Lakeland 

MS 2/23/2009 Yes - Unknown # 0

CBIZ Medical Management Professionals, a billing company, had a computer stolen with reports related to some patients who had work done 
at Lakeland between December 2007 and Feb. 23, 2009. Southwest Regional Medical Center, the referring medical center, is now notifying 
patients. ITRC- Given that CBIZ is a billing service, it seems plausible that the stolen data included insurance/financial as well as medical 
information such as diagnostic codes

Medical/Healthcare
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Publication: WXVT Date Published: 4/12/2009Author: APAttribution 1

http://www.wxvt.com/Global/story.asp?S=10170441
Article Title: Hospital patients notified about computer theft
Article URL:

ITRC20090413-02 Peninsula Orthopaedic 
Associates

MD 3/25/2009 Yes - Published # 100,000

As many as 100,000 patients of Peninsula Orthopaedic Associates are being warned to protect themselves against identity theft after tapes 
containing patient information were stolen. In a letter mailed this week, Chief Executive Officer Brian K. Mathias told patients they should 
place 90-day fraud alerts on their accounts at the three major credit bureaus. The records from Peninsula Orthopaedic -- which has offices in 
Salisbury and Berlin -- were stolen March 25 while in transport to an off-site storage facility, Mathias said in the letter. Patients' personal 
information including their Social Security numbers, employers and health insurance plan numbers may have been among the information 
stolen.

Medical/Healthcare
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Publication: DEL Marva Now Date Published: 5/2/2009Author: E HollandAttribution 1

http://www.delmarvanow.com/article/20090502/NEWS01/905020342
Article Title: Probe into medical info theft continues
Article URL:

Publication: Daily Times Date Published: 4/11/2009Author: Liz HollandAttribution 2

http://www.delmarvanow.com/article/20090411/NEWS01/904110363/1002
Article Title: Patient records stolen
Article URL:

ITRC20090413-01 Moses Cone Memorial 
Hospital - VHR

NC Yes - (Password) Publish 14,380

The personal information of more than 14,000 Moses Cone Health System patients was on a password protected laptop stolen from VHA in 
Georgia. According to VHA’s web site, they serve 1,400 not-for-profit hospitals and more than 21,000 non-acute care health care 
organizations nationwide. According to a press release issued by the hospital, the stolen computer contained information about cardiology 
and orthopedic patients treated at Moses Cone Memorial Hospital or Wesley Long Community Hospital between February 2004 and February 
2009. The computer was not encrypted and in some cases, social security numbers were included in the patients’ files. No details were 
provided as to the details of the theft.

Medical/Healthcare
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Publication: News-Record Date Published: 4/13/2009Author: staffAttribution 1

http://www.news-record.com/content/2009/04/13/article/laptop_stolen_contains_information_from_14000_moses_cone
Article Title: Stolen laptop has information on 14,000 Moses Cone patients
Article URL:

Publication: Business Journal Date Published: 4/13/2009Author: staffAttribution 2

http://www.bizjournals.com/triad/stories/2009/04/13/daily9.html
Article Title: Laptop theft spurs patient credit alerts
Article URL:
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ITRC20090410-05 Tennessee Department of 
Education - Public 

TN 3/31/2009 Yes - Published # 18,541

Parents of 18,541 Metro Nashville students will receive letters next week outlining a security breach that put their children's Social Security 
numbers online for three months. Boston-based Public Consulting Group Inc., which holds a five-year, $2.6-million-a-year contract with the 
state to collect student data from various districts, corrected the error March 31 after a parent using Google to search her daughter's name 
found it — along with personal data for the students and 6,000 parent names.

Educational
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Publication: Tennessean Date Published: 4/8/2009Author: Chris Echegaray and Attribution 1

http://www.tennessean.com/article/20090409/NEWS04/904090353/1017/NEWS03
Article Title: 18,000 Nashville students' personal data put online
Article URL:

ITRC20090410-04 Fujitsu Consulting US Yes - Published # 3,410

When a package containing an electronic storage device was lost in transit between Fujitsu Consulting offices in New York City and Montreal 
by an overnight courier on July 28, 2008, the unnamed courier service and law enforcement were immediately notified. It is only now, 
however, that 3,410 individuals associated with Travelers Insurance Company are being notified that their names and Social Security 
numbers were on the lost device.

Business
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Publication: notice to NH AG Date Published: 4/2/2009Author: Paul BondAttribution 1

http://doj.nh.gov/consumer/pdf/fujitsu_consulting.pdf
Article Title: Fujitsu Consulting
Article URL:

ITRC20090410-03 North Carolina Department of 
Motor Vehicles

NC Yes - Published # 13

The North Carolina Division of Motor Vehicles said Thursday that people who went to its Carrboro office may have had their names, 
addresses, telephone numbers, dates of birth, driver license numbers, Social Security numbers and possible medical information 
compromised.
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Publication: WTDV Date Published: 4/9/2009Author: ABCAttribution 1

http://abclocal.go.com/wtvd/story?section=news/local&id=6753264
Article Title: Identities stolen at NC DMV
Article URL:

Publication: News & Observer Date Published: 4/9/2009Author: APAttribution 2

http://www.newsobserver.com/1565/story/1479497.html
Article Title: Officials look into security breach at DMV office
Article URL:

ITRC20090410-02 City of Lawrence School 
Department

MA Yes - Unknown # 0

Celebrities, pro athletes, politicians and others were background checked by two former School Department employees between December 
2007 and last month. Officials are now trying to figure out how many of the more than 400 background checks were actually legitimate checks 
for School Department purposes.
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Publication: The Eagle Tribune Date Published: 4/10/2009Author: Jill HarmacinskiAttribution 1

http://www.eagletribune.com/punews/local_story_099223329.html
Article Title: City to pay for credit reports for snoop list victims
Article URL:

ITRC20090410-01 Vavrinek, Trine, Day and Co. CA 3/5/2009 Yes - (Password) Unkno 0

The theft of six laptop computers from an auditing firm has led the Borrego Springs Bank to send warning letters to all of its customers saying 
their personal financial information may be in the hands of criminals. The bank released this brief statement: “Borrego Springs Bank is 
promptly responding to an isolated incident involving customer information provided to a contracted third party accounting firm.  The computer 
files contain sensitive personal financial information including account name, number and balance.”  Update:  More than 50 banks now 
involved. "There was some information, I would say 99.9 percent of it is information someone could get off of your check," said bank 
president Darrell Lautaret. "It was just name, account number and balances as of August 31, (2008)."
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Publication: Daily Miner Date Published: 4/17/2009Author:Attribution 1

http://www.kingmandailyminer.com/main.asp?SectionID=1&subsectionID=1&articleID=30914
Article Title: Laptops contained information about account-holders
Article URL:

Publication: Union Tribune Date Published: 4/11/2009Author: J Harry JonesAttribution 2

http://www3.signonsandiego.com/stories/2009/apr/11/1b11bank22626-other-banks-data-stolen-computers/?zIndex=808
Article Title: Other banks' data on stolen computers
Article URL:

Publication: Union Tribune Date Published: 4/10/2009Author: J Harry JonesAttribution 3

http://www3.signonsandiego.com/stories/2009/apr/10/1b10data191738-bank-warns-customers-after-theft/
Article Title: Bank warns customers after theft
Article URL:

ITRC20090408-03 Richmond Dermatology and 
Laser Specialists

VA 4/7/2009 Yes - Unknown # 0

A CBS 6 viewer called our station early Tuesday morning to say medical records were blowing around the parking lot near Babies R Us on 
West Broad Street. The caller was concerned that the information could leave people vulnerable to identity theft. When our Shelby Brown 
arrived she says she saw hundreds of papers, including medical records for patients who had recently visited the Richmond Dermatology and 
Laser Specialists, located several blocks away on Mayland Drive.  The paperwork was a combination of patient lists, insurance information, 
social security information, phone numbers and treatment records that included one patient being treated for the herpes virus.
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Publication: CBS 6 Date Published: 4/7/2009Author:Attribution 1

http://www.wtvr.com/Global/story.asp?S=10143820
Article Title: Medical Records Blowing in the Wind
Article URL:

ITRC20090408-02 Hawaii Department of 
Transportation

HI 3/18/2009 Yes - Published # 1,892

The state Department of Transportation sent a letter Monday to the affected commercial driver's license holders to notify them of the security 
breach. The laptop computer contained the names, addresses, Social Security numbers and other personal information of 1,892 commercial 
vehicle license drivers. The laptop was assigned to a DOT motor vehicle safety officer in charge of inspecting vehicles on Oahu and was 
taken March 18 from a fifth-floor state office in the Kakuhihewa Building in Kapolei. The inspector said he left the computer unattended about 
9:30 a.m. and that when he went back to get it a half-hour later it was gone, the DOT said.
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Publication: KPUA Date Published: 4/8/2009Author: APAttribution 1

http://www.kpua.net/news.php?id=17594
Article Title: Stolen state laptop held personal information
Article URL:

Publication: Honolulu Advertiser Date Published: 4/7/2009Author: Curtis LumAttribution 2

http://www.honoluluadvertiser.com/article/20090407/BREAKING01/90407109/-1
Article Title: State warns 1,900 license holders of security breach
Article URL:

ITRC20090408-01 iNet Interactive US 3/21/2009 Yes - Unknown # 0

Internet media company iNet Interactive (www.inetinteractive.com) posted an update to the circumstances surrounding the attack suffered by 
the Web Hosting Talk message board March 21, saying that some user credit card data was compromised in the attack and has been posted 
publicly by the attacker.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Web Host Industry Review Date Published: 4/7/2009Author: Liam EagleAttribution 1

http://www.thewhir.com/web-hosting-news/040709_Credit_Cards_Compromised_in_WHT_Hack
Article Title: Credit Cards Compromised in WHT Hack
Article URL:

ITRC20090406-03 Clearstar Financial Credit 
Union

NV 3/25/2009 Yes - Published # 28

The Reno Police Department is working with a local credit union after nearly 30 reports of credit card fraud. Since March 25th there have 
been 28 reports of fraud at Clear Star Financial Credit Union. All of the victims report unauthorized charges at Chicago-area stores. Police 
ask any other victims to contact them. (An inquiry to the CU verified this is not part of the Heartland breach)
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Publication: KTVN Reno Cnannel 2 Date Published: 4/3/2009Author: Kellene StockwellAttribution 1

http://www.ktvn.com/Global/story.asp?S=10126602&nav=menu549_2
Article Title: Police: Nearly 30 People Report Credit Card Fraud
Article URL:

ITRC20090406-02 Attorney Joe Lehman IN 3/28/2009 Yes - Unknown # 0

When a businessman went to put trash out on Saturday he found confidential client files from attorney Joe Lehman's office. The 
businessman found SSNs, pictures of the people, court documents, paternity and divorce files, and financial records. Lehman, when 
contacted about it Tuesday, sounded surprised anyone had concerns about the files. "They were the oldest files -- I think they were quite a 
few years old. I didn't know there was some personal data that was in there," he said before ending the conversation, citing the ongoing move 
to new office space.
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Publication: Etruth, The Elkharth Truth Newspaper Date Published: 3/31/2009Author: Justin LeightyAttribution 1

http://www.etruth.com/Know/News/Story.aspx?ID=479371
Article Title: Goshen lawyer's confidential files found in trash
Article URL:

ITRC20090406-01 University of Washington WA 12/30/2008 Yes - Published # 6,000

About 6,000 University of Washington employees were notified this week that their names and Social Security numbers were on a parking-
management computer system that was hacked. A UW police report indicates that two parking-management computer servers were hacked 
starting around Dec. 6 last year. An initial on-site review by the UW on Dec. 30 showed "obvious signs of compromise," prompting the 
university to take the servers offline, according to the report. Kirk Bailey, the UW's chief information-security officer, said that although there 
were signs of something amiss last year, it took until the end of February or the beginning of March to complete an investigation.
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Publication: Seattle Times Date Published: 4/1/2009Author: Nick PerryAttribution 1

http://seattletimes.nwsource.com/html/localnews/2008958501_uwdata01m.html
Article Title: 6,000 UW workers' personal information at risk
Article URL:

ITRC20090403-02 City of Culpeper Taxpayers VA 3/27/2009 Yes - (Password) Publish 7,845

Personal information for 7,845 town taxpayers was exposed on the Internet last weekend due to a vendor's mistake, town officials said late 
Thursday. In a statement, town manager Jeff Muzzy said the problem was discovered March 27 and the information was removed by March 
30. In a letter dated today that's due to be mailed to town taxpayers and posted on the town's Web site, Muzzy wrote that the files containing 
the names, addresses and Social Security numbers of residents were on a password-protected site that was compromised.
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Publication: TMCnet- Culpeper Star-Exponent - McCl Date Published: 4/3/2009Author: staffAttribution 1

http://www.tmcnet.com/usubmit/2009/04/03/4104832.htm
Article Title: Error exposes town residents' tax info online
Article URL:

ITRC20090403-01 Policy Studies - Tennessee 
Department of Human 

TN Yes - Published # 1,600

A former child support worker was arrested after attempting to sell the personal information — including names, Social Security numbers and 
bank account numbers — of 1,600 people.  He was employed by Policy Studies, a company that contracts with the Tennessee Department of 
Human Services to provide child support services for Davidson County.
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Publication: The City Paper Date Published: 4/3/2009Author: staffAttribution 1

http://www.nashvillecitypaper.com/news.php?viewStory=67285
Article Title: Former child support worker nabbed for selling stolen personal info
Article URL:

ITRC20090402-01 Maryland State Employees - 
SHPS Human Resource 

MD 3/3/2009 Yes - Published # 8,000

An envelope sent by SHPS Human Resource Solutions, Inc, a company that manages the Maryland's health savings account program, 
arrived by US mail in a torn envelope and the papers with the names, social security numbers and other personal information of about 8,000 
state employees were missing.
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Publication: Baltimore Sun Date Published: 4/1/2009Author: Gadi DechterAttribution 1

http://www.baltimoresun.com/news/local/bal-md.identity01apr01,0,1569533.story
Article Title: State employee information lost in the mail
Article URL:

Publication: NBC Washington Date Published: 4/1/2009Author: Matthew StableyAttribution 2

http://www.nbcwashington.com/news/local/ID-Theft-Concerns-Maryland-Employees-After-Info-Lost-in-Mail.html
Article Title: ID Theft Concerns Maryland Employees After Info Lost in Mail
Article URL:

ITRC20090401-05 Owensboro Community and 
Technical College

KY 3/24/2009 Yes - Published # 3,000

The names, social security numbers, and employee and student ID numbers of 3,000 past and present students and faculty at Owensboro 
Community and Technical College were on a portable computer storage drive which is missing now for a week.
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Publication: 14 WFIE Date Published: 3/31/2009Author: Stuart PeckAttribution 1

http://www.14wfie.com/Global/story.asp?S=10106602&nav=3w6o
Article Title: Sensitive information taken from Owensboro college
Article URL:

ITRC20090401-04 Palo Alto Medical 
Foundation's Santa Cruz 

CA 2/23/2009 Yes - Published # 1,000

A laptop computer recently stolen at the Palo Alto Medical Foundation's Santa Cruz office contained personal and medical information of 
1,000 Santa Cruz County patients. The information on the computer included EMG results, the patients' medical record numbers, treatment 
plans and diagnoses.
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Publication: Mercury News Date Published: 3/31/2009Author: Sandra GonzalesAttribution 1

http://www.mercurynews.com/ci_12042002?IADID=Search-www.mercurynews.com-www.mercurynews.com
Article Title: Laptop stolen contained information of 1,000 Santa Cruz patients
Article URL:

ITRC20090401-03 Xcel Energy MN Yes - Unknown # 0

Xcel Energy, which is a provider of energy services in numerous states, sent out an email and a spreadsheet attachment to another team 
member.  It included names and SSNs of employees. It was then forwarded to a number of other managers.
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Publication: notice to NH AG Date Published: 3/25/2009Author: Craig KomaneckiAttribution 1

http://doj.nh.gov/consumer/pdf/xcel_energy.pdf
Article Title: Xcel Energy
Article URL:

ITRC20090401-02 Metropolitan Life Insurance 
Company

US 1/10/2009 Yes - Unknown # 0

Metropolitan Life Insurance (Met Life) has notified (pdf) the Maryland Attorney General’s Office that for about two days in January, their 
electronic fax server malfunctioned after they had uploaded a software patch.  As a result, personal information on some customers — 
including names, addresses, and Social Security numbers — was misdirected to other fax numbers.
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Publication: notice to MD AG Date Published: 2/12/2009Author: Virginia BartlettAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-166424.pdf
Article Title: MetLife breach
Article URL:

ITRC20090401-01 Symantec US Yes - Published # 200

Symantec is warning a small number of customers that their credit card numbers may have been stolen from an Indian call center used by 
the security vendor. Symantec sent out the warning letters last week, after the BBC reported that it managed to purchase credit card numbers 
obtained from Symantec's call center from a Delhi-based man.
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Publication: Network World Date Published: 3/31/2009Author: Robert McMillian, IDGAttribution 1

http://www.networkworld.com/news/2009/033009-symantec-warns-customers-after-call.html
Article Title: Symantec warns customers after call center theft
Article URL:
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Publication: notice to NH AG Date Published: 3/24/2009Author: Justin SomainiAttribution 2

http://doj.nh.gov/consumer/pdf/symantec.pdf
Article Title: Symantec breach
Article URL:

ITRC20090330-03 Jerry Van Le - mortgage 
broker

CA Yes - Published # 25

Jerry Van Le used his position as a mortgage broker to steal Social Security numbers from 25 children, immigrants and others who had not 
yet established credit.  He then sold them to various people, resulting in a $100 million ring. Placer County Sheriff's Detective Jim Hudson 
said investigators believe about 2,400 individuals nationwide made purchases using fraudulent credit they obtained from Le and others over 
the last 18 months.
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Publication: Chicago Tribune Date Published: 3/27/2009Author: Don Thompson, APAttribution 1

http://www.chicagotribune.com/news/nationworld/sns-ap-identity-theft-calif,0,4592602.story
Article Title: California mortgage broker charged in multimillion-dollar identity theft ring
Article URL:

ITRC20090330-02 Bank of America - Bethlehem PA 3/26/2009 Yes - Published # 286

Bethlehem police confirmed a skimmer, which is a removable device that scans and stores card information, had been attached to the Bank 
of America ATM on East Third Street. Video surveillance was also used to film ATM users' personal information as it was entered into the 
machine. A total of 286 accounts have already been compromised and over $43,000 lost, investigator Rob Toronzi said.
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Publication: Brown and White Date Published: 3/27/2009Author: Aly CallahanAttribution 1

http://media.www.thebrownandwhite.com/media/storage/paper1233/news/2009/03/27/News/Atm-Scam.Extracted.Card.A
Article Title: ATM scam extracted card and pin information
Article URL:

ITRC20090330-01 Unknown - Holbrook Social 
Worker's billing assistant

NY 11/13/2008 Yes - Published # 50

A cardboard box filled with records from a Holbrook social worker's office -- including Social Security and bank account numbers, addresses, 
phone numbers, dates of birth, insurance billing information, and dates and costs of visits.
-- was delivered to The North Shore Sun last week by a town worker who said he found it lying on the side of Ridge Road. A billing clerk who 
worked for the social worker tossed it away after stopping work for the social worker. She said, "she didn't have a shredder." Police officers 
are investigating where the box was for the last 4 months.
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Publication: North Shore Sun Date Published: 3/27/2009Author: Grant ParpanAttribution 1

http://www2.timesreview.com/SUN/stories/S032709_Records_gp
Article Title: Box delivered to Sun office leads to investigation
Article URL:

ITRC20090326-09 LifeWatch IL 2/20/2009 Yes - Unknown # 0

LifeWatch Corp., a company specializing in ambulatory health monitoring, has notified (pdf) the New Hampshire Attorney General’s Office 
that due to a configuration error, some patient files were available on public areas of their web site for about three weeks last month. Personal 
information in the exposed files included the patients’ names, dates of birth, diagnoses, some health monitoring reports, and in some cases, 
Social Security numbers. People in several states may be potentially affected.
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Publication: notice to NH AG Date Published: 3/19/2009Author: Brendon TavelliAttribution 1

http://doj.nh.gov/consumer/pdf/lifewatch_corp.pdf
Article Title: LifeWatch - health monitoring
Article URL:

ITRC20090326-08 Royce Homes TX 3/21/2009 Yes - Unknown # 0

Some Baytown homeowners are concerned after they discovered that boxes filled with documents containing their personal information, 
including names and Social Security numbers, had just been tossed in the trash. They say they found loan documents being removed from 
what had been a model home sales office. The loan applications were taken by Royce Homes, which is no longer active in the subdivision. 
The question is, who is responsible -- the builder who had the loan application files, the current property owner or the cleaning crew? The 
AG's office says it's too soon to comment.
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Publication: ABC News Date Published: 3/23/2009Author: Deborah WrigleyAttribution 1

http://abclocal.go.com/ktrk/story?section=news/local&id=6724615
Article Title: Personal info found in trash
Article URL:

ITRC20090326-07 Massachusetts General 
Hospital

MA Yes - Published # 66

Paperwork containing the personal medical information of at least 66 patients at Massachusetts General Hospital was lost this month when 
an employee apparently left it on an MBTA train. The hospital sent out letters last week to patients whose identities were included in the lost 
paperwork, telling them the information listed their names and dates of birth, and private medical information, including their diagnoses and 
the name of the provider with whom they met. The material constituted billing records for patients who attended the hospital's Infectious 
Disease Associates outpatient practice on Fruit Street on March 4.
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Publication: Boston Globe Date Published: 3/24/2009Author: Milton ValenciaAttribution 1

http://www.boston.com/news/local/massachusetts/articles/2009/03/24/mass_general_paperwork_for_66_patients_lost_
Article Title: Mass. General paperwork for 66 patients lost on Red Line train
Article URL:

ITRC20090326-06 Westaff Employment FL 3/24/2009 Yes - Unknown # 0

Workers at a nearby beauty shop found a dumpster filled with W-2s, copies of driver's licenses, and SSNs from Westaff Employment. Salon 
workers called police, who arranged to have the dumpster secured and the documents destroyed. Westaff seems to be closed at this time.
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Publication: Suncoast News Date Published: 3/25/2009Author:Attribution 1

http://www.mysuncoast.com/Global/story.asp?S=10064351&nav=menu577_2_1
Article Title: Personal information papers found in dumpster
Article URL:

ITRC20090326-05 Ohio Department of 
Administrative Services

OH 3/14/2009 Yes - Published # 5

A man bought old file cabinets at a recent state surplus auction and found Ohio personnel files inside. The documents included social 
security numbers, medical histories and salaries of five former state employees. He made the discovery after the March 14 auction in 
Columbus and contacted the Ohio Department of Administrative Services. He was told to throw out the paperwork. When he stressed that it 
included sensitive personal information, he was advised to shred the documents.
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Publication: Whiz News Date Published: 3/25/2009Author: AP and Emily BairdAttribution 1

http://www.whiznews.com/article.php?articleId=25129
Article Title: Personal Files Found in Old Filing Cabinets
Article URL:

ITRC20090326-04 General Dynamics VA 4/16/2008 Yes - Unknown # 0

A Smyth County grand jury indicted a 40-year-old Chilhowie woman Wednesday for distributing the names, salaries and Social Security 
numbers of hundreds of General Dynamics’ employees in the midst of a strike last spring. The identifying information was printed and posted 
on strike shacks.
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Publication: Swca Today Date Published: 3/25/2009Author: Stephanie Porter-NichAttribution 1

http://www.swvatoday.com/comments/grand_jury_indicts_woman_for_revealing_identity_information_of_gdatp_emplo
Article Title: Grand jury indicts woman for revealing identity information of GDATP employees
Article URL:

ITRC20090326-03 Huntsville (Texas) Merchant 
Breach

TX Yes - Published # 24

A merchant breach in the Huntsville, Texas area has led the University Police Department to investigate reported stolen debit card 
information of students from Sam Houston State University.  Huntsville police and the University police have totaled 24 cases of debit card 
and identity theft within the past month, all of which have been campus issued BearkatOne cards. The UPD is unable to disclose the focus of 
the investigation, but it is believed to be connected to a local merchant.
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Publication: The Huntsville Item Date Published: 3/25/2009Author: Brandon ScottAttribution 1

http://www.itemonline.com/local/local_story_084222228.html
Article Title: UPD looking into stolen debit cards
Article URL:

ITRC20090326-02 Maryland Federal Court MD Yes - Published # 226

Hundreds of people could have fallen victim to identity theft in Maryland. This after medical info was leaked to the public. It happened after a 
filing error occurred in Maryland's federal court. Officials say private information was accessible through an online court database for two 
weeks. The warrants included information on 226 people, including 42 Social Security numbers. Maryland's U.S. Attorney declined to 
comment on the situation.
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Publication: WMDT Date Published: 3/23/2009Author: staffAttribution 1

http://www.wmdt.com/topstory/displaystory.asp?ID=12264
Article Title: Identity Theft Risk In MD After Medical Information Leak
Article URL:

ITRC20090326-01 Hancock Fabric AL 3/23/2009 Yes - Unknown # 0

Employee payroll data dating back to 2005 with names, SSNs, and pay rates were found in the trash behind Hancock Fabric.
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Publication: WAFF 48 Date Published: 3/25/2009Author: Troy DunnanAttribution 1

http://www.waff.com/Global/story.asp?S=10069716&nav=0hBE
Article Title: Former employees worried about identity theft
Article URL:

ITRC20090323-02 Solano Community College CA Yes - Unknown # 0

A computer print-out containing the names, addresses and Social Security numbers of students in the 2008 graduating class inadvertently got 
mixed up with scrap paper used in a mathematics lab, college spokesman Ross Beck said. The college was able to find all the pages of the 
report in the math lab scrap paper pile. Officials said they have no reason to believe confidential student data was copied down, according to 
a school announcement about the event.
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Publication: The Reporter Date Published: 3/21/2009Author: Sarah RohrsAttribution 1

http://www.thereporter.com/news/ci_11965958
Article Title: Security breach at SCC inspires shredding changes
Article URL:

ITRC20090323-01 Melissa Parrish - contract 
agent

NC Yes - Published # 100

Parrish, a contract agent for Miracle Insurance Co, stole the identities of 100, some of who were dead, and collecting commissions by signing 
them up for Medicare Advantage plans.
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Publication: News & Observer Date Published:Author: staffAttribution 1

http://www.newsobserver.com/news/crime_safety/story/1454775.html
Article Title: Insurance agent charged with ID fraud
Article URL:

ITRC20090320-02 Unknown - payment 
processing gateway

US 2/19/2009 Yes - Published # 19,000

A defunct payment gateway has exposed as many as 19,000 credit card numbers, including up to 60 Australian numbers. It was discovered 
by an IT worker via a Google search engine where information is cached and available to anyone. "The cached data, viewed by iTnews, 
includes 22,000 credit card numbers, including CVVs, expiry dates, names and addresses. Up to 19,000 of these numbers could be active. 
Most are customers in the US and Britain although some are Australian."

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: IT News Date Published: 3/20/2009Author: Ry CrozierAttribution 1

http://www.itnews.com.au/News/99250,aussie-stumbles-on-19000-exposed-credit-card-numbers.aspx
Article Title: Aussie stumbles on 19,000 exposed credit card numbers
Article URL:
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ITRC20090320-01 Jackson Memorial Hospital FL 2/11/2009 Yes - Published # 200,000

The personal information of more than 200,000 visitors to Jackson Memorial Hospital over a nine-month period was on a hard drive that has 
been stolen, the hospital announced Friday morning. Copies of the drivers' licenses of visitors from May 2007 to March 2008 were on a Dell 
work station hard drive that vanished from a data center. No Social Security numbers or financial information was on the missing hard drive, 
said Dennis Proul, the hospital's chief information officer.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Miami Herald Date Published: 3/20/2009Author: Jim DorschnerAttribution 1

http://www.miamiherald.com/business/breaking-news/story/959635.html
Article Title: Hard drive containing visitor information stolen from Jackson Memorial Hospital
Article URL:

Publication: hospital website Date Published:Author: hospital websiteAttribution 2

http://www.jhsmiami.org/body.cfm?id=10120
Article Title: Jackson Memorial Hospital
Article URL:

ITRC20090319-02 New York City - Housing 
Authority

NY 3/15/2009 Yes - Unknown # 0

Dozens of confidential files with city public housing residents' birth dates, Social Security numbers, and eviction notices were dumped on an 
East New York street over the weekend. City Housing Authority officials are investigating to determine how the files ended up scattered along 
Atlantic Ave. near Pennsylvania Ave.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Daily News NY Local Date Published: 3/18/2009Author: Veronika BelenkayaAttribution 1

http://www.nydailynews.com/ny_local/2009/03/18/2009-03-18_dozens_of_confidential_city_public_housi.html
Article Title: Dozens of confidential city public housing tenant records found on Brooklyn street
Article URL:

ITRC20090319-01 Walgreens Health Initiative KY 3/17/2009 Yes - Published # 28,000

Names, dates of birth and Social Security numbers of roughly 28,000 state retirees were e-mailed to the Kentucky Retirement Systems 
without being properly encrypted for security purposes by its pharmacy benefit provider. They were received but "there is a remote possibility 
that these records … were accessible while being transmitted," according to the letter sent out.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Courier Journal Date Published: 3/18/2009Author: Stephanie SteitzerAttribution 1

http://www.courier-journal.com/article/20090318/NEWS01/90318044/1008
Article Title: Ky. retiree data sent without proper security
Article URL:

Publication: Walgreens Date Published: 3/17/2009Author: WalgreensAttribution 2

http://www.kyret.com/HealthIns/WalgreensLetter.pdf
Article Title: Letter from Walgreens to retirees
Article URL:

ITRC20090318-05 University of West Georgia GA Yes - Published # 1,300

University of West Georgia officials have notified nearly 1,300 students and faculty members that their personal information including SSNs 
was on a laptop stolen from a professor traveling in Italy.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Fort Mills Times Date Published: 3/18/2009Author: APAttribution 1

http://www.fortmilltimes.com/124/story/496932.html
Article Title: Students, faculty notified of stolen personal info
Article URL:

ITRC20090318-04 Central Ohio Transit 
Authority (COTA)

OH Yes - Published # 900

More than 900 current and former COTA employees recently learned their Social Security numbers had been sent to dozens of health-
insurance companies. Central Ohio Transit Authority officials notified administrative employees who have or had worked for COTA since 2004.

Government/Military
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Publication: Columbus Dispatch Date Published: 3/18/2009Author: Debbie GebolysAttribution 1

http://www.dispatch.com/live/content/local_news/stories/2009/03/18/COTAprob.ART_ART_03-18-09_B7_5UD98US.html?
Article Title: COTA workers' data exposed
Article URL:

ITRC20090318-03 Pennsylvania State Office of 
Physical Plant (OPP)

PA 2/20/2009 Yes - Published # 10,000

The Social Security numbers of people who were employees of the Penn State Office of Physical Plant in 2000 might have been stolen. On 
Feb. 20, a virus infiltrated an administrative computer that contained more than 1,000 Social Security numbers of employees of the office, 
said physical plant spokesman Paul Ruskin.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Spamfighter Date Published: 3/27/2009Author: staffAttribution 1

http://www.spamfighter.com/News-12085-Computer-Virus-Compromises-Employees-Social-Security-Numbers.htm
Article Title: Computer Virus Compromises Employees’ Social Security Numbers
Article URL:

Publication: Centre Daily Times Date Published: 3/18/2009Author: Lauren BoyerAttribution 2

http://www.centredaily.com/news/local/story/1177404.html
Article Title: PENN STATE Social Security numbers exposed
Article URL:

ITRC20090318-02 Ada County ID 3/17/2009 Yes - Published # 200

News Channel 7 pointed out a computer glitch that revealed too much information about hundreds of Ada County residents. A concerned 
viewer alerted them to a public website that was displaying the social security numbers of 200 people recently arrested throughout Ada 
County.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: KTVB 7 Date Published: 3/17/2009Author: Ysabel BilbaoAttribution 1

http://www.ktvb.com/news/crime/stories/ktvbn-mar1709-istars_social_security_numbers.457528ee.html
Article Title: Ada County computer system displayed social security numbers
Article URL:

ITRC20090318-01 Breakwater Mortgage 
Corporation

VA 3/16/2009 Yes - Unknown # 0

A man who bid on seven file cabinets at a storage auction discovered dozens of files inside with personal and financial information that 
belonged to Breakwater Mortgage Corporation. The firm had gone out of business last year

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: WAVY Date Published: 3/17/2009Author: staffAttribution 1

http://www.wavy.com/dpp/news/local_wavy_williamsburg_Auctionhunterfindspersonaldata_20090317
Article Title: Auction hunter finds
Article URL:

ITRC20090317-02 University of Toledo OH 2/20/2009 Yes - (Password) Publish 450

A password-protected computer stolen from the University of Toledo contained personal information for about 24,000 students and 450 
faculty during the 2007-08 and 2008-09 academic years, the university announced Monday. The student data was directory and educational 
information, such as student identification numbers and grade point averages. The faculty information, however, was more personal and 
included names, social security numbers, birth dates, and more.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Toledo Blade Date Published: 3/16/2009Author: staffAttribution 1

http://www.toledoblade.com/apps/pbcs.dll/article?AID=/20090316/NEWS04/903160231
Article Title: Stolen computer at UT contains personal information of students, faculty
Article URL:

ITRC20090317-01 Dr. Frederick Knight LA 3/14/2009 Yes - Unknown # 0

Medical records found discarded in a south Shreveport convenience store's trash bin were put there by a doctor. Dr. Frederick Knight, 
contacted by KTBS News, said he put the files in the trash bin over the weekend. Knight acknowledged it was a mistake on his part and said 
he is taking steps to get the files back and properly dispose of them. Knight, who said he had dumped things before, faces a possible fine. 
Police said the files contained patients' names and Social Security numbers.

Medical/Healthcare
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Publication: KTBS Date Published: 3/16/2009Author: Chrissi CoileAttribution 1

http://www.ktbs.com/news/Medical-records-discarded-in-trash-bin-27856/
Article Title: Medical records discarded in trash bin
Article URL:

ITRC20090316-03 Fisher Broadcasting WA Yes - Unknown # 0

Someone tried to hack into Fisher Broadcasting servers and may have gotten through to the information of program winners, which would 
include SSNs.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: KING 5 Date Published: 3/12/2009Author: Jesse JonesAttribution 1

http://www.king5.com/localnews/getjesse/stories/NW_031209GJB-contest-winnersKC.2cf5082c.html
Article Title: Contest winners' data compromised
Article URL:

ITRC20090316-02 Taco Bell CO Yes - Published # 48

Three alleged crooks are now charged, accused of stealing personal information from unsuspecting customers at a fast food restaurant by 
skimming credit cards. he employee would then sell customers' card information to three suspected crooks, who went shopping around town. 
The suspects are charged with racketeering for allegedly ringing up more than $14,000 on other people's credit cards.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: KKTV Southern Colorado Date Published: 3/12/2009Author: lmartinAttribution 1

http://www.kktv.com/home/headlines/41189727.html
Article Title: Credit Card Copying Case
Article URL:

ITRC20090316-01 Metro City Bank GA Yes - Unknown # 0

Researchers from Prevx, a U.K. based online security firm, recently discovered a data trove used to store stolen information from 160,000 
infected computers. According to the AP and sources at Metro City Bank, their computer is one of the infected computers.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Red Orbit Date Published: 3/16/2009Author: staff, APAttribution 1

http://www.redorbit.com/news/technology/1654616/researchers_discover_hacker_database/
Article Title: Researchers Discover Hacker Database
Article URL:

Publication: Google hosted news Date Published: 3/15/2009Author: Jordan Robertson, APAttribution 2

http://www.google.com/hostednews/ap/article/ALeqM5jfceCFPxScmr2owJOL8jGrsBIuxgD96UJ0A81
Article Title: Stolen-data trove offers look inside a botnet
Article URL:

ITRC20090313-03 Binghamton University NY Yes - Unknown # 0

Binghamton University kept payment information for every student, possibly dating back at least ten years in a storage area next to one of the 
most trafficked lecture halls on campus, behind a door that was not only unlocked but taped open. The information itself contained social 
security numbers, credit card numbers, scans of tax forms, business information (including social security numbers and salary information for 
employees of students’ parents), asylum records and more, all kept in a haphazard and disorganized fashion, sprawled out in boxes, in 
unlocked (yet lockable) filing cabinets and shelving units.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: WHRW Date Published: 3/10/2009Author: Robert GlassAttribution 1

http://news.whrwfm.org/?q=node/204
Article Title: Binghamton University Jeopardizes the Private Information of Over a Hundred Thousand Individuals
Article URL:
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ITRC20090313-02 Norm Coleman Campaign MN 1/28/2009 Yes - Published # 4,721

Wikileaks published information to substantiate a rumor that sensitive information belonging to thousands of Coleman's supporters had been 
floating around the Internet since Jan. 28 "as a result of sloppy handling by the campaign." 
Wikileaks said the decision to publish the information was prompted by claims from Coleman's campaign that no data been compromised 
and by its failure to apologize for the "initial leak" or its subsequent "cover-up." The statement said that Coleman's campaign had known 
about the breach since January but had failed to notify anyone of the potential compromise of their personal data. Wikileaks claimed that the 
senator collected detailed information on every supporter and Web site visitor and retained unencrypted credit card information from donors, 
including their security codes, on the campaign's Web site.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Security ProNews Date Published: 3/12/2009Author: Jason MillerAttribution 1

http://www.securitypronews.com/insiderreports/insider/spn-49-20090312ThousandsOfMinnSenatorCampaignDonorsInf
Article Title: Thousands Of Minn. Senator Campaign Donors Info Exposed
Article URL:

Publication: KSTP TV Date Published: 3/11/2009Author: AP and Statement froAttribution 2

http://kstp.com/news/stories/S827055.shtml?cat=206
Article Title: COLEMAN: Thousands of donors' info stolen
Article URL:

Publication: Computer World Date Published: 3/11/2009Author: Jaikumar VijayanAttribution 3

http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=cybercrime_and_hackin
Article Title: Former Minnesota Sen. Norm Coleman's donor database exposed on Wikileaks
Article URL:

ITRC20090313-01 Dezonia Group - Chicago Fire 
Department

IL 1/30/2009 Yes - Unknown # 0

Dezonia Group, a company that bills people for the city's ambulance rides, sent out a letter informing people who had ambulance rides  for 
the last two years that an employee's laptop, containing patient names, addresses and social security numbers, was stolen six weeks ago. 
And it's never been recovered.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: CBS 2 Chicago Date Published: 3/12/2009Author: Dana KozlovAttribution 1

http://cbs2chicago.com/topstories/Laptop.Dezonia.ID.2.958082.html
Article Title: Stolen Laptop Could Lead To ID Thefts
Article URL:

ITRC20090312-02 Pentel Online Store US 1/20/2009 Yes - Published # 2,076

Pentel, a pen manufacturer, reported  that on January 20, its web maintainer and server host notified them that between December 11, 2008, 
and January 20, 2009, unidentified person(s) gained unauthorized access to the online store database and accessed personal information on 
2,076 customers including name, billing address, email address, billing phone number, credit card number, expiration date and CV2 credit 
card security code.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 3/3/2009Author: Isseki NakayamaAttribution 1

http://doj.nh.gov/consumer/pdf/pentel_of_america.pdf
Article Title: Pentel of America
Article URL:

ITRC20090312-01 Sprint US Yes - Unknown # 0

Sprint is warning several thousand customers that a former employee sold or otherwise provided their account data without permission 
between Dec. 2008 and Jan 2009. The information that may have been compromised includes your name, address, wireless phone number, 
Sprint account number, the answer to your security question, and the name of the authorized point of contact on your account."

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Washington Post Date Published: 3/11/2009Author: Brian KrebsAttribution 1

http://voices.washingtonpost.com/securityfix/2009/03/sprint_employee_stole_customer.html?wprss=securityfix
Article Title: Sprint: Employee Stole Customer Data
Article URL:
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ITRC20090309-04 Homestead Studio Suites IN 3/6/2009 Yes - Unknown # 0

A customer at Homestead Studio Suites said he was throwing his trash away when he noticed stacks of documents in the hotel dumpster. 24-
Hour News 8 found folders, files and loose papers in the dumpster that included customers' names, home addresses, phone numbers  e-mail 
addresses, and complete credit card numbers, the kind of card used, and expiration dates. The documents appear to be from several years 
ago.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Wish TV 8 Date Published: 3/7/2009Author: Liza DanverAttribution 1

http://www.wishtv.com/dpp/news/local/region_1/Hotel_mishandling_delicate_docs_20090306
Article Title: Man: Hotel mishandling
Article URL:

ITRC20090309-03 Oklahoma Department of 
Human Services

OK Yes - Unknown # 0

The OK Department of Human Services is investigating how a child welfare worker’s records ended up with a local TV station. The files — 
which included names, Social Security numbers, contact information and details on child abuse investigations — reportedly were left behind 
when a DHS worker was evicted from a rent house in Guthrie.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: The Oklahoman Date Published: 3/7/2009Author: Jay MarksAttribution 1

http://newsok.com/dhs-looking-into-breach-of-records/article/3351308
Article Title: Oklahoma DHS looking into breach of records
Article URL:

ITRC20090309-02 New York City - Office of 
Payroll Administration

NY 1/25/2009 Yes - Published # 3,470

NYC lost documents containing the Social Security numbers of thousands of employees and is warning them to place fraud alerts on their 
credit reports. The Office of Payroll Administration last month notified 3,700 members of the Office of Staff Analysts union of a "potential data 
security issue" after it mailed their personal information to union headquarters in November.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Daily News Date Published: 3/7/2009Author: Kathlen LucadamoAttribution 1

http://www.nydailynews.com/ny_local/2009/03/07/2009-03-07_social_security_numbers_lost.html
Article Title: Social Security Numbers lost
Article URL:

ITRC20090309-01 Idaho National Laboratory - 
US DOE

ID 1/30/2009 Yes - (Password) Publish 59,000

The Department of Energy’s Office of Health, Safety and Security said a password-protected computer disk containing information like first 
and last name of current and former employees, date of birth and social security numbers, was lost during shipment on January 30. The 
information was originally generated by INL to support a medical screening program for former workers who could have been exposed to 
hazardous materials on the job. It was then sent to Queens College which then sent it overnight to another program contributor via UPS. 
According to the Island Park News 59000 employees may be at risk. http://www.islandparknews.net/atf.php?sid=6033&current_edition=2009-
03-06

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Local News 8 Date Published: 3/6/2009Author: staffAttribution 1

http://www.localnews8.com/Global/story.asp?S=9962319&nav=menu554_1_1
Article Title: Computer Disk with Personal Information of Site Employees Lost
Article URL:

ITRC20090306-02 FEMA IN 11/4/2008 Yes - (Password) Publish 50

A password protected FEMA laptop containing SSNs of dozens of victims of last September's floods was stolen from a housing inspector's 
car on Nov 4. representatives from the Federal Emergency Management Agency said Thursday they are alerting "roughly 50" flood victims 
from Gary, Hammond, Highland, Griffith and Munster whose information was stored in the laptop after they applied for federal disaster 
assistance.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Post Tribune Date Published: 3/6/2009Author: Diane SpivakAttribution 1

http://www.post-trib.com/news/1463758,fema-lost-laptop-0306.article
Article Title: FEMA laptop with flood victim info stolen
Article URL:
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ITRC20090306-01 Agape Healthcare CO 3/5/2009 Yes - Unknown # 0

Aurora residents walking their neighborhood found personal medical documents littering the streets this week. The source of the documents, 
Agape Healthcare is about seven miles away. Names, addresses, phone numbers, emergency contacts, Social Security numbers, religious 
preferences and mortuary information were all included in 11 pieces of paper, all from Agape Healthcare, which provides in-home care to 
people given six months or less to live. Information for both living and deceased patients has been potentially compromised.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: ABC News Denver Date Published: 3/6/2009Author: Tyler LopezAttribution 1

http://www.thedenverchannel.com/news/18866890/detail.html - -
Article Title: Health Records Show Up In Woman's Yard
Article URL:

ITRC20090305-01 St. Rita's Medical Center OH Yes - Published # 242

A  bag stolen last month from the car of a home-health employee for  St. Rita’s Medical Center contained personal and/or medical information 
on 242 patients, including, in some cases, Social Security numbers.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Lima Ohio Date Published: 3/4/2009Author: Bart MillsAttribution 1

http://www.limaohio.com/news/theft_34914___article.html/patients_rita.html
Article Title: St. Rita's patients warned of possible ID theft
Article URL:

ITRC20090304-02 Elk Grove Unified School 
District

CA 2/27/2009 Yes - Published # 520

A document with the Social Security numbers of more than 500 Elk Grove Unified School District employees was lost by a district employee 
more than a month ago, according to Mary Deutsch, president of the California School Employee Association local in Elk Grove.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Sacramento Bee Date Published: 3/4/2009Author: Melissa NixAttribution 1

http://www.sacbee.com/content/news/story/1669957.html
Article Title: District slow to respond to breach
Article URL:

ITRC20090304-01 New York Police Department 
(NYPD) -  Pension Fund

NY 2/21/2009 Yes - Published # 80,000

A civilian official of the NYPD’s pension fund has been charged with stealing the identities of 80,000 current and retired cops, sources said. 
Anthony Bonelli allegedly got into a secret backup-data warehouse on Staten Island last month and walked out with eight tapes packed with 
Social Security numbers, direct-deposit information for bank accounts, and other sensitive material. Bonelli was the fund's director of 
communications.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: NY Post Date Published: 3/4/2009Author: Reuven BlauAttribution 1

http://www.nypost.com/seven/03042009/news/regionalnews/nypd_civilian_worker_busted_in_mass_cop__157927.htm
Article Title: NYPD CIVILIAN WORKER BUSTED IN MASS COP-ID THEFT
Article URL:

ITRC20090303-02 Western Oklahoma State 
College

OK 11/11/2008 Yes - Published # 1,500

About 1,500 users of the Western Oklahoma State College library may have had Social Security numbers and other personal information 
exposed because of a computer breach. The junior college told students and staff on Monday that the breach is thought to have occurred on 
Nov. 11. It wasn't discovered until Feb. 18.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: News Channel 4, KFOR Date Published: 3/3/2009Author: APAttribution 1

http://www.kfor.com/news/sns-ap-ok--computerbreach,0,5983455.story
Article Title: Breach of Altus college's computer could have exposed personal info
Article URL:
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ITRC20090303-01 T-Mobile US Yes - Published # 200

Five Metro Detroiters were indicted today by federal authorities for a scheme that used confidential T-Mobile records to steal the identities of 
more than 200 people nationwide. With that information they opened new lines of credit and bought more than $500,000 worth of computer 
equipment.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Detroit News Date Published: 3/2/2009Author: Doug GuthrieAttribution 1

http://www.detnews.com/apps/pbcs.dll/article?AID=/20090302/METRO/903020426/1361
Article Title: Feds charge 5 suspects in identity theft ring
Article URL:

ITRC20090302-04 North Star Realty UT 2/26/2009 Yes - Unknown # 0

Personal information on mortgage papers from the spring of 2004 including bank account and social security numbers was free for anyone to 
steal near the dumpster of a Draper real estate office Friday. North Star Realty blames a new employee for the problem.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: KSL Date Published: 2/27/2009Author: Sam PenrodAttribution 1

http://www.ksl.com/?nid=148&sid=5715371
Article Title: Files of personal information discovered by dumpster
Article URL:

ITRC20090302-03 United Healthcare Workers 
West - Kaiser

CA 7/1/2007 Yes - Published # 29,500

A security breach involving personal data for 29,500 Kaiser Permanente workers in Northern California reportedly occurred in the offices of an 
employee union. Law enforcement detectives have determined the information was taken from the offices of United Healthcare Workers-West 
in July 2007, Kaiser said in a written statement. The stolen data included names, addresses, dates of birth and Social Security numbers for 
Kaiser employees. The theft came to light after the arrest of San Ramon resident Mia Garza, 28, on Dec. 23 on suspicion of possession of 
stolen property and forgery. In a confiscated computer, San Ramon police later found a file with the Kaiser employee data. Garza was not a 
Kaiser employee and it is not clear how she obtained the information.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: Contra Costa Times Date Published: 2/27/2009Author: Sandy KleffmanAttribution 1

http://www.mercurynews.com/breakingnews/ci_11804740?nclick_check=1
Article Title: Kaiser: Stolen data was from union offices
Article URL:

Publication: PRNewsWire press release Date Published: 2/27/2009Author: Trustee Dave ReganAttribution 2

http://news.prnewswire.com/DisplayReleaseContent.aspx?ACCT=104&STORY=/www/story/02-27-2009/0004980323&ED
Article Title: UHW Trustees Working to Address Security Breach Under Former Leadership and Support Affected Members in Northern Calif
Article URL:

ITRC20090302-02 Developers Diversified Realty 
Corporation  (DDR) - National 

US Yes - Unknown # 0

According to the report (pdf), National City Bank, one of DDR’s dividend disbursing agents, mailed some 1099-DIV tax forms on January 
29th. In some cases, tax forms were included in mailings to other shareholders. The tax forms contain names, addresses, Social Security 
numbers, and other dividend-related information. Letters to all shareholders who were originally sent tax forms on January 29 were going out 
today from NCB. The notification letter tells shareholders that if they received their tax form shortly after January 29, they were not affected, 
but if they only received the duplicate notice with cover letter sent on Feb. 6, their data was likely among the misdelivered batch.
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Publication: notice to NH AG Date Published: 2/27/2009Author: Brandon TavelliAttribution 1

http://doj.nh.gov/consumer/pdf/developersDiversified.pdf
Article Title: DDR, National City Bank breach
Article URL:

ITRC20090302-01 City of Muskogee OK Yes - Published # 4,500

Late Friday afternoon, the city issued a press release saying they had discovered a “possible breach of utility billing information” on about 
4,500 utility accounts that were closed prior to August 2000. “The disk obviously made it into some surplus property; into a computer box with 
other things by accident,” City Clerk Pam Bush said. “It happened sometime between 2000 and 2007. Some of the former accounts on the 
disk had telephone numbers and some had Social Security numbers, but most did not have forwarding addresses. We’ve had three 
information technology directors since 2000, and the current director does not surplus disks. The previous two did not either, but the disk 
somehow made it into a box that was sent to an auction.”
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Publication: Muskogee Phoenix Date Published: 3/2/2009Author: Keith PurtellAttribution 1

http://www.muskogeephoenix.com/local/local_story_060014536.html
Article Title: City loses disk of account info
Article URL:

ITRC20090227-01 Streamboat Springs School 
District

CO 2/24/2009 Yes - (Password) Publish 1,300

Ten years worth of Social Security numbers for 1,300 past and present employees was compromised Tuesday night when a password 
protected laptop was stolen from the Steamboat Springs School District office. The district used the laptop for bank information as well.
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Publication: Steamboat Pilot & Today Date Published: 2/26/2009Author: Zach FridellAttribution 1

http://www.steamboatpilot.com/news/2009/feb/25/school_district_office_burglarized/
Article Title: Stolen computer contained 1,300 Social Security numbers
Article URL:

ITRC20090225-07 Cornerstone Fitness Center TX Yes - Unknown # 0

Sometime after an Edinburg Fitness Center closed a filing cabinet was discovered with personal identifying information. "Although 
investigators could not confirm whether any personal information was obtained or misused by identity thieves, Cornerstone Fitness customers 
should carefully monitor bank, credit card and similar financial statements for evidence of suspicious activity. To prevent identity theft, all 
Texans should obtain annual, cost-free copies of their credit reports."
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Publication: TX AG's pr office Date Published: 2/20/2009Author: press releaseAttribution 1

http://www.oag.state.tx.us/oagNews/release.php?id=2847
Article Title: Attorney General Abbott Charges Edinburg Fitness Center With Identity Theft Prevention Act Violations
Article URL:

ITRC20090225-06 Del Mar College TX 2/15/2009 Yes - Published # 53

As many as 53 students in the Del Mar College General Educational Development program were informed this week that a printed class 
roster with some of their personal information was stolen from an instructor’s vehicle Sunday. SSNs were on the list.
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Publication: caller.com, Caller Times Date Published: 2/20/2009Author: Mike BairdAttribution 1

http://www.caller.com/news/2009/feb/20/del_mar_roster/
Article Title: Del Mar class roster with student data stolen
Article URL:

ITRC20090225-05 Revenue Assurance 
Professional, LLC

US Yes - Unknown # 0

Revenue Assurance Professional, LLC, a debt collection agency, notified (pdf) the state that they “recently learned that a former employee, 
without authorization, obtained private information including at least one social security number. That person is who is now under police 
investigation, may have viewed” personal information including names, addresses, dates of birth, and social security numbers. The company 
was unsure as to the date of the security breach.
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Publication: notice to NH AG Date Published: 2/13/2009Author: Blake GibsonAttribution 1

http://doj.nh.gov/consumer/pdf/rev_assur.pdf
Article Title: Revenue Assurance Professional LLC
Article URL:

ITRC20090225-04 Motorola Enterprise Mobility 
Solutions

US Yes - Unknown # 0

Motorola’s Enterprise Mobility Solutions (Symbol) notified (pdf) the state on February 6 that it had “recently determined” that its Software 
Technology Center website had a security vulnerability that “may have allowed unauthorized parties to access the personal information of six 
New Hampshire residents. The personal information of concern includes names, contact information, payment card numbers and payment 
card expiration dates. The payment card transactions at issue took place during the 2000 -2005 timeframe (Symbol Technologies, Inc. 
acquired by Motorola in 2007).” The total number of individuals affected by the vulnerability or whose data may have been accessed was not 
reported.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Copyright 2009 Identity Theft Resource Center



Identity Theft Resource Center
2009 Breach List: Page 88 of  106

1/6/2010
Report Date:

How is this report produced?  What are the rules?  See last page of report for details.

498 222,477,043Breaches: Exposed:

Publication: notice to NH AG Date Published: 2/6/2009Author: Kenneth TaylorAttribution 1

http://doj.nh.gov/consumer/pdf/motorola.pdf
Article Title: Mototola
Article URL:

ITRC20090225-03 Children's Hospital - Boston MA 11/12/2008 Yes - Unknown # 0

Children’s Hospital Boston reported (pdf) that a laptop stolen from a clinical office in November 2008 did contain some personal information, 
after all. The personal info came to light after a review of the unencrypted laptop by IT staff searched the employee’s email records to see 
what might still be in the laptop’s cache. SSNs, insurance subscriber numbers and other information may be involved.
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Publication: notice to NH AG Date Published: 2/12/2009Author: Mary BeckmanAttribution 1

http://doj.nh.gov/consumer/pdf/child_hosp_bos.pdf
Article Title: Children's Hospital Boston
Article URL:

ITRC20090225-02 University of Florida -  LDAP 
Directory

FL 1/30/2009 Yes - Published # 101

On Tuesday, January 20, 2009, the University of Florida discovered a configuration error in its LDAP directory service that would allow 
anyone to query the directory for fields that are normally protected from unauthorized access. A human error was made while making 
changes to the directory service that created the exposure. The error was fixed immediately after it was detected and the 9 digit number field 
was permanently removed from the directory. Reviewing the directory logs, we discovered queries that might have returned the name and a 9 
digit directory field that is the Social Security Number (SSN) for 101 users. The query response screen did not identify the 9 digit number as 
an SSN.
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Publication: ComputerWorld Date Published: 3/2/2009Author: Jaikumar VijayanAttribution 1

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=335087&intsrc=news_ts_head
Article Title: University admits to third data breach in three months
Article URL:

Publication: UF website Date Published: 2/23/2009Author: tip from ComputerworlAttribution 2

http://privacy.ufl.edu/incidents/2009/ldap/answers.html
Article Title: University of Florida breach 3: LDAP Directory Server
Article URL:

ITRC20090225-01 Seaview Financial of Corona 
del Mar

CA Yes - Published # 350

Folders with personal information for numerous clients of a local mortgage broker sat for days at a public recycling site, overflowing from the 
tops of several bins in an apparently glaring identity theft risk. The files contained bank account statements, completed tax forms, credit 
reports and Social Security numbers, among other information, and most if not all had one broker in common – Seaview Financial of Corona 
del Mar. Update: The CA Real Estate Board is seeking to revoke their license.
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Publication: Orange County Register Date Published: 11/24/2009Author: Jeff OverleyAttribution 1

http://www.ocregister.com/news/reed-220994-files-broker.html
Article Title: Broker punished for dumping O.C. client data
Article URL:

Publication: Orange County Register Date Published: 3/17/2009Author: Jeff OverleyAttribution 2

http://www.ocregister.com/articles/reed-estate-complaint-2337606-real-investigators
Article Title: Board seeks to revoke license after broker dumped client files
Article URL:

Publication: Orange County Register Date Published: 2/23/2009Author: Jeff OverleyAttribution 3

http://www.ocregister.com/articles/information-seaview-files-2316272-center-recycling
Article Title: Client data from mortgage broker found in trash
Article URL:
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ITRC20090224-01 Govtrip.com DC 2/11/2009 Yes - Unknown # 0

Govtrip.com, which handles travel reservations for at least a dozen U.S. government agencies, last week was infected with a virus that tried 
to install malicious software when users visited the site, causing some agencies to block employees from accessing it, Security Fix has 
learned. Sometime on Feb. 11, hackers changed the Govtrip.com Web site to redirect visitors to a site that installed malicious software. A 
number of agencies, including the departments of Agriculture, Energy, Health & Human Services, Interior, Transportation, and Treasury, use 
the site exclusively to book travel arrangements. Govtrip.com also is used to reimburse workers via direct deposit, which means that many 
federal employees' checking account information is stored there as well.
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Publication: Washington Post Date Published: 2/18/2009Author: Brian KrebsAttribution 1

http://voices.washingtonpost.com/securityfix/2009/02/travel-booking_site_for_federa.html
Article Title: Travel-Booking Site for Federal Agencies Hacked
Article URL:

ITRC20090220-04 Rio Rancho Gas Station NM Yes - Published # 52

"Authorities allege 35-year-old Helen Bates was part of an ID theft and forgery ring that took at least $83,000. A Rio Rancho police report 
says officers searching Bates’ home in June found credit cards belonging to 31 people. They also discovered photo copies of 62 checks 
issued to a Rio Rancho gas station where she worked from October 2005 to November 2007. Fifty-two people contacted by authorities say 
information from their checks had been used fraudulently."
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Publication: KOB Date Published: 2/19/2009Author: APAttribution 1

http://kob.com/article/stories/S796268.shtml?cat=500
Article Title: ABQ woman faces 79 charges of ID theft
Article URL:

ITRC20090220-03 Audio Visions, Inc.  - Satellite 
Dish Service

OK Yes - Unknown # 0

A man pleaded guilty with stealing Social Security numbers and credit card numbers from customers of an Oklahoma-based satellite dish 
service company he started in 2007. NBC reports the company is Audio Visions Inc.
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Publication: NBC Action News, Kansas Date Published: 2/19/2009Author: Shellie NelsonAttribution 1

http://www.nbcactionnews.com/news/local/story/Admitted-Identity-Thief-Sentenced/8L2dO662uEaNgPI4oUDW6g.cspx?
Article Title: Admitted Identity Thief Sentenced
Article URL:

Publication: LJWorld Date Published: 2/19/2009Author: George DiepenrockAttribution 2

http://www2.ljworld.com/news/2009/feb/19/former-lawrence-man-pleads-guilty-id-theft/
Article Title: Former Lawrence man pleads guilty to ID theft
Article URL:

ITRC20090220-02 California Pizza Kitchen PA Yes - Published # 26

 A Philadelphia woman accused of skimming credit card accounts while she worked at a Plymouth Meeting Mall restaurant pleaded guilty 
Wednesday to identity theft, theft by deception, criminal conspiracy and other felony charges. She skimmed hundreds of customers' credit 
card numbers while working at the restaurant carryout window. She used the stolen information to make more than $44,000 in purchases. 26 
customers have been confirmed as victims to date.
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Publication: Times Herald Date Published: 2/20/2009Author: Keith PhucasAttribution 1

http://www.timesherald.com/articles/2009/02/20/news/doc499e37d79ba83682743607.txt
Article Title: Accused card skimmer pleads guilty
Article URL:

ITRC20090220-01 Arkansas Department of 
Information Services

AR 1/30/2009 Yes - Published # 807,000

In a press relapse by the Arkansas Dept. of Information Systems they announced that a computer records of criminal background checks run 
on more than 800,000 people over the last 12 years is missing from a storage facility. See News Release for details. ITRC confirmed that 
SSNs or driver's license numbers might be on the records.
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Publication: Arkansas Times Date Published: 2/20/2009Author: Max BrantleyAttribution 1

http://www.arktimes.com/blogs/arkansasblog/2009/02/potential_security_breach.aspx
Article Title: Potential security breach?
Article URL:

Publication: WXVT 15 Date Published: 2/20/2009Author: APAttribution 2

http://www.wxvt.com/Global/story.asp?S=9878555&nav=menu1344_2
Article Title: State: Background check data missing
Article URL:

ITRC20090219-10 Clayton County Police GA Yes - Unknown # 0

Clayton County Sheriff Kem Kimbrough is investigating a security breach after some deputies’ personal information was taken from internal 
files. The records include Social Security numbers, driver’s license numbers, dates of birth, phone numbers, employee identification numbers 
and an inmate’s medical information. Some internal investigation files have also turned up missing. Kimbrough said he suspects a sheriff’s 
department employee illegally entered the Office of Professional Standards, copied the deputies’ internal records and distributed the 
information
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Publication: Atlanta Journal Constitution Date Published: 2/13/2009Author: Megan MatteucciAttribution 1

http://www.ajc.com/services/content/metro/clayton/stories/2009/02/13/clayton_sheriff_theft.html
Article Title: Sheriff’s employee suspected of copying, distributing documents
Article URL:

ITRC20090219-09 American Education 
Services - Student Loan 

US Yes - Unknown # 0

AES, the service provider for Student Loan Xpress, inadvertently transmitted names, addresses, SSNs and dates of birth to another student 
loan lender with which AES contract. The other lender said they destroyed all information mistakenly received. 49 people in NH may be at risk.
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Publication: notice to NH AG Date Published: 1/29/2009Author: Janet Epp-RosenthalAttribution 1

http://doj.nh.gov/consumer/pdf/student_loan_x.pdf
Article Title: Student Loan Xpress, American Education Services
Article URL:

ITRC20090219-08 University of Alabama - 
Health Facility

AL 11/1/2008 Yes - Published # 37,000

The Univ. of Alabama reports that someone hacked into 17 computer serves in November 2008. The servers had a database containing 
37,000 records of lab data. They contain the names, addresses, birthdates and Social Security numbers of each person who has had lab 
work, such as a blood or urine test, done on the UA campus since 1994. They did not include any student or medical records. A  forensic 
investigation concluded that the hacker was not in the system long enough to retrieve any confidential information, McGowan said.
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Publication: Tuscaloosa News Date Published: 2/13/2009Author: Wayne GraysonAttribution 1

http://www.tuscaloosanews.com/article/20090214/NEWS/902130209/1007?Title=UA_says_probe_continues_of__08_hac
Article Title: UA says probe continues of ’08 hacking
Article URL:

ITRC20090219-07 Parsons Infrastructure and 
Technology Group

US 12/24/2008 Yes - Unknown # 0

According to a January 29th letter (pdf) submitted by ID Experts to the New Hampshire Attorney General on their behalf, two packages 
containing two USB’s and a computer tape were stolen from the TSSC III program office building located in Washington, D.C. on December 
24th. Unencrypted personal information on the devices included names and Social Security numbers.
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Publication: Notice to NH AG Date Published: 1/27/2009Author: Christine ArevaloAttribution 1

http://doj.nh.gov/consumer/pdf/id_experts.pdf
Article Title: Parsons Infrastucture and Technology Group
Article URL:

ITRC20090219-06 Bank of America GA 9/1/2008 Yes - Unknown # 0

Federal indictments were handed down against Nikolay Nikolov, 23, and Yordan Kavaklov, 29, both of Bulgaria, on multiple felony charges of 
conspiring to steal the bank card numbers and passwords of dozens of individuals, if not hundreds,  through the use of a skimming device the 
defendants allegedly connected to ATM’s in the metro Atlanta area.
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Publication: Appen Newspapers Date Published: 2/17/2009Author: staffAttribution 1

http://www.northfulton.com/Articles-c-2009-02-17-176823.114126-sub_Bulgarians_accused_of_stealing_bank_card_info
Article Title: Federal grand jury indicts Bulgarians on bank card skimming
Article URL:

ITRC20090219-05 Broome Community College NY Yes - Published # 14,000

Broome Community College printed the alumni's SSN prominently on the back cover of the alumni magazine. The winter/spring 2009 alumni 
magazine was mailed to 28,000 people. BCC spokesman Rich David said the office of alumni affairs, which produces the magazine, is 
operating under the premise that less than 14,000 copies had Social Security numbers on the magazine.
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Publication: Press Connects Date Published: 2/17/2009Author: Eric Reinagel, GannetAttribution 1

http://www.pressconnects.com/article/20090217/NEWS01/902170341
Article Title: BCC error causes release of Social Security numbers on alumni magazine
Article URL:

ITRC20090219-04 Denver Career Service 
Authority

CO Yes - Unknown # 0

A Denver city worker will be formally charged this week with 18 counts of identity theft and nine counts of criminal impersonation. The former 
payroll clerk of the Denver Career Service Authority said he used names, birth dates and other personal information of others, including 
current and former Denver city employees, to open credit card and bank accounts without their permission.
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Publication: 9 News Date Published: 2/18/2009Author: Jeffrey WolfAttribution 1

http://www.9news.com/news/local/article.aspx?storyid=110196&catid=346
Article Title: City worker accused of stealing fellow employees' identities
Article URL:

ITRC20090219-03 Northeast Orthopaedics -  
Mrecord

NC Yes - Published # 1,000

Records of more than 1,000 patient visits to Northeast Orthopaedics, a large Albany surgical practice on Everett Road, have been posted on 
the Internet, a violation of patient privacy laws. Alan Okun, practice administrator, said the North Carolina company that transcribes dictation 
for the doctors had a security lapse. The problem was discovered earlier this week and the company, MRecord, removed the records, he 
said. However, Google archiving has not be erased yet. At least 300 records are detailed narratives of patient visits. About 1,000 patients' 
records are revealed through daily schedules for the practice from March through August 2008. The schedules include patient names, dates 
of birth and the reason for the visit, like "follow-up knee." "Our plan is to contact those patients, let them know, and be forthright," Okun said. 
"We are outraged."
The records appeared on the Web site ###.com, which seems to be a defunct company in India. Some of the documents include records 
from a South Carolina orthopedic practice. Those records include patient names, birth dates and Social Security numbers.
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Publication: Times Union Date Published: 2/19/2009Author: Cathleen CrowleyAttribution 1

http://timesunion.com/AspStories/story.asp?storyID=771466
Article Title: Slip puts patient data on Internet
Article URL:

ITRC20090219-02 Rio Grande Food Project NM 2/11/2009 Yes - Published # 36,000

The Rio Grande Food Project said a computer was stolen last week that included addresses, birth dates and SSN of 36,000 clients. The 
project is sending out letters in English or Spanish to all clients over the past 3 years.
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Publication: KDBC Date Published: 2/18/2009Author: APAttribution 1

http://www.kdbc.com/Global/story.asp?S=9868859&nav=menu608_1
Article Title: Laptop with personal data taken from food pantry
Article URL:

ITRC20090219-01 University of Florida - Grove FL 1/14/2009 Yes - Published # 97,200

On January 14, 2009, the University of Florida discovered that a server was accessed by an unauthorized intruder from outside UF. This 
server contained a file with names, and Social Security Numbers (SSNs) for 97,200 people that used the "Grove" system between 1996 and 
2009. Although no evidence was found that this information was accessed, there is no absolute certainty that it was not.
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Publication: Softpedia Date Published: 2/21/2009Author: Lucian ConstantinAttribution 1

http://news.softpedia.com/news/Major-Data-Breach-at-the-University-of-Florida-105093.shtml
Article Title: Major Data Breach at the University of FloridaThe personal information of over 97,200 people dating back to 1996 could have b
Article URL:

Publication: UF Date Published: 2/19/2009Author: UFAttribution 2

http://privacy.ufl.edu/incidents/2009/academic-technology/answers.html
Article Title: Website information
Article URL:

Publication: News Desk Date Published: 2/19/2009Author: staffAttribution 3

http://www.news.ufl.edu
Article Title: website info
Article URL:

ITRC20090213-02 Texas Veterans Commission TX 2/4/2009 Yes - Published # 20

A disabled veteran received a packet in the mail with the application for her daughter’s tuition benefits. At the bottom of the packet, was a 
claims log that listed more than 20 veterans names, social security numbers and medical claim information.
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Publication: KWTX Date Published: 2/4/2009Author: Dallas CookAttribution 1

http://www.kwtx.com/home/headlines/39113492.html
Article Title: Disabled Veteran Receives Other Veterans’ Personal Data By Mistake
Article URL:

ITRC20090213-01 Rhode Island Hospital - 
former guard

RI 8/2/2008 Yes - Unknown # 0

A security guard used his position to obtain identity information on patients, including emergency room patients. He then took that information 
to a RadioShack store in Cranston, where he opened Sprint accounts and RadioShack charge accounts. He has pleaded guilty and has 
received a 39 month sentence for aggravated identity theft.
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Publication: WPRI Date Published: 1/30/2009Author: Nancy KrauseAttribution 1

http://www.wpri.com/dpp/news/local_news/local_wpri_hospital_guard_sentenced_for_fraud_20090130
Article Title: Ex-hospital guard sentenced on ID theft
Article URL:

ITRC20090212-15 Best Buy FL 1/5/2009 Yes - Unknown # 0

On February 2, Best Buy notified (pdf) the New Hampshire Attorney General of a security breach involving an employee stealing customer 
credit card data using a skimming machine at the Best Buy store in West Palm Beach. The problem was detected on January 5, and the 
employee was taken into custody by the Secret Service on January 7. Best Buy is investigating the possibility that the employee was stealing 
customer credit card information throughout November and December.
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Publication: notice to NH AG Date Published: 2/2/2009Author: Brod BolinAttribution 1

http://doj.nh.gov/consumer/pdf/best_buy.pdf
Article Title: Best Buy employee skims credit cards
Article URL:

ITRC20090212-14 Rite Aid PA Yes - Unknown # 0

According to Assistant U.S. Attorney Ilana H. Eisenstein, 2 thieves placed a skimmer device inside a keypad at Rite Aid drugstores in Wayne, 
Pa., and on Marsh Road in Brandywine Hundred, at the checkout counter, allowing it to read and store account numbers and security 
passwords of anyone who used the keypad.
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Publication: Delaware Online Date Published: 2/5/2009Author: Sean O'SullivanAttribution 1

http://www.delawareonline.com/article/20090205/NEWS01/902050345
Article Title: Guilty plea entered in debit data theft
Article URL:
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ITRC20090212-13 DOC Electric WI 1/15/2009 Yes - Unknown # 0

DOC Electric assets to include computers and file cabinets were auctioned by M&I Bank and a local auction house on January 15, 2009. 
Calls began to come into the WI OPP office from concerned individuals attending the auction who reported the computers and file cabinets 
contained ALL former employee names, SSNs and financial account information. Contact was made by the OPP to M&I to request recovery 
of the assets containing personal information and it was recommended those affected receive notification about the incident.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: Wisconsin OPP breach site Date Published: 1/31/2009Author: WI Office of Privacy PAttribution 1

http://privacy.wi.gov/databreaches/databreaches.jsp
Article Title: DOC Electric
Article URL:

ITRC20090212-12 R.P. Letourneau Accounting 
Services

MA 2/5/2009 Yes - Unknown # 0

City inspectors in Boston have fined a Norwood man $2,500 after Family Dollar Store employees found and reported that  “thousands” of tax 
documents containing sensitive personal information were in a dumpster behind the store in Hyde Park. City inspectors said the tax 
documents, which date back to 1985, were prepared by R.P. Letourneau Accounting Services in Dedham.

Business
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Publication: Boston Herald Date Published: 2/6/2009Author: Laura Crimaldi and FrAttribution 1

http://www.bostonherald.com/business/general/view.bg?articleid=1150332&srvc=business&position=4
Article Title: City fines man for dumping tax forms
Article URL:

ITRC20090212-11 Kaiser Permanente HMO CA Yes - Published # 30,000

Police in the city of San Ramon, Calif. found personal information of 30,000 Kaiser  Northern CA employees on the hard disk of a computer 
taken from the apartment of a suspect arrested for possession of stolen property and involvement in various fraud cases. The suspect was 
not an employee of Kaiser. Information stolen includes employees' names, addresses, phone numbers, social security numbers and dates of 
birth.
Update:  It has been discovered the breach occurred in the Employee Union's office in 2007 and not at the Kaiser office.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: News Center Date Published: 2/27/2009Author: KaiserAttribution 1

http://xnet.kp.org/newscenter/pointofview/2009/020609breach.html
Article Title: Update: Kaiser Permanente Comments on Northern California Employee Information Breach
Article URL:

Publication: Internet News Date Published: 2/10/2009Author: Richard AdhikariAttribution 2

http://www.internetnews.com/security/article.php/3801706
Article Title: Lucky Break Exposes Kaiser Breach
Article URL:

Publication: CBS 13 Date Published: 2/6/2009Author: staffAttribution 3

http://cbs13.com/local/kaiser.security.breach.2.928872.html
Article Title: Personal Info On 1,000s Of Kaiser Employees Stolen
Article URL:

ITRC20090212-10 Purdue University IN Yes - Published # 1,200

A potential problem involving 1099 forms may affect individuals or organizations who were employed on a temporary basis by Purdue 
University in 2008. 
Due to a mailing error, some of these forms were inadvertently sent to the wrong individual or organization. The forms were printed two per 
page. Instead of separating the forms and sending them out individually, the two forms were sent to the taxpayer at the top of the page. The 
incident affected 248 companies and 962 individuals, said John R. Shipley, interim vice president for business services and assistant 
treasurer.

Educational
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Publication: Purdue Exponent Date Published: 2/6/2009Author: staffAttribution 1

http://www.purdueexponent.org/index.php/module/Section/section_id/5/?module=article&story_id=14820
Article Title: UPDATE (6:16 pm): University responds to Social Security number mailing error
Article URL:

Publication: Purdue website Date Published: 2/3/2009Author: Purdue websiteAttribution 2

http://news.uns.purdue.edu/Payroll0901.html
Article Title: Data Incident - Janurary 2009
Article URL:
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ITRC20090212-09 Nationwide Children's 
Hospital

OH 2/11/2009 Yes - Published # 23

A doctor from Nationwide Children's Hospital took about 23 medical record out of the hospital and then had them stolen when his car was 
broken into. The records included some SSNs.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: NBC 4 Date Published: 2/12/2009Author: Donna WillisAttribution 1

http://www.nbc4i.com/cmh/news/local/article/thief_steals_patient_records_hospital_investigates/12653/
Article Title: Thief Steals Patient Records; Hospital Investigates
Article URL:

ITRC20090212-08 Federal Aviation 
Administration (FAA)

US 2/2/2009 Yes - Published # 45,000

A FAA union leader says hackers broke into the Federal Aviation Administration's computer system last week, accessing the names and 
Social Security numbers of 45,000 employees and retirees as of Feb. 2006. The FAA said the hackers hijacked 48 files, two containing 
sensitive personal information that could expose the employees and retirees to identity theft.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: Znet Date Published: 3/6/2009Author: Ryan NaraineAttribution 1

http://blogs.zdnet.com/security/?p=2803
Article Title: FAA confirms data breach; 45,000 affected
Article URL:

Publication: News First - KOAA Date Published: 2/9/2009Author: APAttribution 2

http://www.koaa.com/aaaa_top_stories/x407184677/Government-computers-hacked-personal-info-stolen
Article Title: Government computers hacked; personal info stolen
Article URL:

ITRC20090212-07 Parkland Memorial Hospital TX 2/3/2009 Yes - Published # 9,300

A laptop computer that may have contained the names, birthdates and Social Security numbers of 9,300 employees of Parkland Memorial 
Hospital was stolen on Feb. 3. It contained no information related to Parkland patients,

Medical/Healthcare
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Electronic
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Publication: Dallas Morning News Date Published: 2/9/2009Author: Sherry JacobsonAttribution 1

http://www.dallasnews.com/sharedcontent/dws/dn/latestnews/stories/021009dnmetparkland.3574199.html
Article Title: Laptop theft at Parkland Memorial Hospital could imperil employee information
Article URL:

ITRC20090212-06 Commerce Bank - TD Bank PA Yes - Published # 240

A Philadelphia man pleaded guilty Monday to charges stemming from a scheme in which he admitted using personal information of 
customers at a Mount Laurel bank to open fraudulent credit card accounts. Between March 1 and Oct. 30, 2007, Mullner used her bank job to 
access at least 240 bank documents with customer information, including loan information and account numbers, which she printed out, 
authorities said

Banking/Credit/Financial
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Electronic
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Publication: Philly Burbs Date Published: 2/10/2009Author: Danielle CamilliAttribution 1

http://www.phillyburbs.com/news/news_details/article/16/2009/february/10/phila-man-pleads-guilty-in-id-theft-scheme.h
Article Title: Phila. man pleads guilty in ID theft scheme
Article URL:

ITRC20090212-05 Anti-Gym CO 2/9/2009 Yes - Unknown # 0

Two weeks ago the Internal Revenue Service shut down the "Anti-Gym" for non-payment of payroll taxes. Somehow many of the gym's 
records turned up outside in the trash. CBS4 Investigator Rick Sallinger was alerted and recovered some of them. While the owner said that 
he took all credit card information with him, CBS found several credit card numbers complete with expiration dates and security codes. The 
IRS says it did not dump the gym's records in the dumpster.
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Publication: CBS 4 Denver Date Published: 2/9/2009Author: Rick SallingerAttribution 1

http://cbs4denver.com/local/anti.gym.Michael.2.931214.html
Article Title: 'Anti-Gym' Personal Records Found In Dumpster
Article URL:
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ITRC20090212-04 SemGroup LP - Bankruptcy 
Court in Delaware

OK 1/30/2009 Yes - Published # 60

Online thieves pulled thousands of dollars from the accounts of current and former SemGroup LP employees and creditors after personal 
information was inadvertently left on a bankruptcy court document made public last summer. About 60 current and former employees or 
creditors were affected by the account fraud. The money has been returned to the accounts. SemGroup filed for Chapter 11 protection July 
22 in U.S. Bankruptcy Court in Wilmington, Del., reporting more than $2.4 billion lost in oil futures trading margins. At the time, a creditor’s 
matrix including thousands of names and account information for employees, creditors and other vendors was inadvertently included in the 
filings

Government/Military
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Electronic
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Publication: Tulsa World Date Published: 2/10/2009Author: Rod WaltonAttribution 1

http://www.tulsaworld.com/news/article.aspx?subjectid=298&articleid=20090210_298_0_Olnakn895004
Article Title: Personal data stolen in SemGroup case
Article URL:

ITRC20090212-03 Bank of the West WA Yes - Unknown # 0

A mother/daughter team used customer personal and financial information to open new credit cards. The daughter worked at Bank of the 
West in Benton County.

Banking/Credit/Financial
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Publication: Tri-City Herald Date Published: 2/11/2009Author: Kristine KraemerAttribution 1

http://www.tri-cityherald.com/kennewick_pasco_richland/story/475406.html
Article Title: Kennewick real estate agent sentenced for ID theft scheme
Article URL:

ITRC20090212-02 Hegarty Chiropractic CA 2/10/2009 Yes - Published # 200

About 200 patient files with medical records, SSNs and other information was found in a dumpster in Rancho Cordova. The police turned 
them over to the state for investigation.

Medical/Healthcare
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Publication: KRCA 3 Date Published: 2/11/2009Author: staffAttribution 1

http://www.kcra.com/video/18667984/index.html
Article Title: Hegarty Chiropractic
Article URL:

ITRC20090212-01 JetDirect Aviation Holdings US 2/3/2009 Yes - (Password) Publish 2,227

JetDirect Aviation Holdings, LLC discovered that a  password protected laptop had been stolen from the accounting area of its Weymouth 
Massachusetts location sometime during the evening of February 2 or early morning of February 3. The data on the laptop may have affected 
1,576 current employees, as well as 651 former employees, and an unspecified number of shareholders, investors, and airplane owners from 
2004-2009 and may have full or partial SSNs, bank routing and account numbers along with various other types of PII on the laptop. 
Shareholder/investor data included names, addresses, and Social Security numbers. K1 reports, aircraft owner identification information, and 
shareholder transaction information.
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Publication: notice to VT AG Date Published: 2/10/2009Author: Sheryle MilliganAttribution 1

http://www.atg.state.vt.us/upload/1234460542_JetDirect_Security_Breach_02-12-2009.pdf
Article Title: JetDirect Aviation
Article URL:

ITRC20090204-01 Georgia State Board of 
Pardons and Paroles

GA 1/26/2009 Yes - (Password) Unkno 0

Late last week, the offices of a state contractor in Roswell, Georgia, were burglarized and a computer was stolen. Although the stolen 
computer was the property of the contractor, it did contain state information on current and past parolees supervised by the agency since 
1998 regarding current and past parolees including names, dates of birth and social security numbers. Persons who have solely been 
supervised as probationers were not a part of this database.

Government/Military
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Publication: Press Release Date Published: 2/3/2009Author: GA State Board of PaAttribution 1

http://www.pap.state.ga.us/opencms/opencms/
Article Title: Agency Contractor Burlarized
Article URL:
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Publication: Daily Citizen Date Published: 2/3/2009Author: State Board of PardonAttribution 2

http://www.northwestgeorgia.com/statenews/local_story_034185847.html?keyword=secondarystory
Article Title: Computer stolen, parolees advised to check financial records
Article URL:

ITRC20090203-04 Southern Satellite FL 2/1/2009 Yes - Unknown # 0

An Orange City man made a troubling discovery in a Volusia County dumpster. Michael Perry was looking for boxes in a dumpster, but found 
hundreds of folders containing names, addresses, social security numbers and even credit card information. The information was written on 
work orders from Southern Satellite on 17-92 in Orange City, FL. The business is a home satellite installation company.

Business
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Publication: WFTV Date Published: 2/2/2009Author:Attribution 1

http://www.wftv.com/news/18621366/detail.html - -
Article Title: Personal Documents Found In Dumpster
Article URL:

ITRC20090203-03 Metro-Davidson County - 
Juvenile Court

TN Yes - Published # 500

A Metro auditor misplaced a computer flash drive containing the names of more than 500 juvenile crime victims who receive government 
funds, potentially exposing their account numbers and balances. SSNs were not involved.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Tennessean Date Published: 2/2/2009Author: Michael CassAttribution 1

http://www.tennessean.com/article/20090202/NEWS02/90202045
Article Title: Metro auditor misplaced juvenile crime victims' account data
Article URL:

ITRC20090203-02 United Way - Miami Dade FL 12/25/2008 Yes - Unknown # 0

According to CBS, United Way of Miami-Dade’s computer system was hacked. Files and applications were reportedly deleted early 
Christmas morning. The computer system contained personal information, including credit card information, but UW has not yet been able to 
determine if files were accessed.

Business
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Electronic
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Publication: CBS 4 Date Published: 2/2/2009Author: I TeamAttribution 1

http://cbs4.com/local/i.team.united.2.924909.html
Article Title: I-Team: United Way Admits To Security Breach
Article URL:

ITRC20090203-01 Irving Independent School 
District

TX Yes - Published # 3,400

According to Irving police, detailed information such as social security numbers and birth dates were taken of about 50 Irving ISD employees 
by a school volunteer who has been arrested. She did use some of the information according to law enforcement officials.  According to an 
update, the employees at riisk worked for the district in the 2000-01 school year and had payroll deductions for benefits.

Educational
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Electronic
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Publication: Dallas Morning News Date Published: 4/13/2009Author: Katherine UnmuthAttribution 1

http://www.dallasnews.com/sharedcontent/dws/news/city/irving/stories/DN-irvingidtheft_13met.ART0.State.Edition2.4a6
Article Title: Identity thieves got data on 3,400, Irving district says
Article URL:

Publication: Houston Chronicle Date Published: 4/12/2009Author: APAttribution 2

http://www.chron.com/disp/story.mpl/ap/tx/6370750.html
Article Title: Irving ISD says data stolen on 3,400 employees
Article URL:

Publication: Dallas Morning News Date Published: 2/4/2009Author: Katherine UnmuthAttribution 3

http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/020409irvidtheft.3651265.html
Article Title: Identity theft hits 50 Irving school district employees
Article URL:

Publication: CBS 11 Fort Worth Date Published: 2/2/2009Author: Seema MathurAttribution 4

http://cbs11tv.com/local/Sharon.Seeley.Irving.2.925004.html
Article Title: Irving ISD Employees Victims of ID Theft
Article URL:
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ITRC20090202-12 Stanley Works CT 12/15/2008 Yes - (Password) Unkno 0

On Dec. 15,  Stanley Works learned a company laptop was stolen at an airport. The laptop had names and SSNs of certain employees. The 
company does business throughout the US.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 1/28/2009Author: Kathryn ShererAttribution 1

http://doj.nh.gov/consumer/pdf/stanley_works.pdf
Article Title: Stanley Works
Article URL:

ITRC20090202-11 Seibels Bruce Group, Inc. US 12/15/2008 Yes - Unknown # 0

The Seibels Bruce Group, Inc. and its subsidiaries (”Seibels Bruce”) provide various identity verification and related services to insurance 
companies who use our services during the process of granting and servicing insurance policies. In mid-December, they became aware that 
customer name, address, telephone number, Social Security number, and/or date of birth) were accessed by an unauthorized third party.

Business
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Electronic
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Publication: notice to MD AG Date Published: 2/1/2009Author: Alysa HutnikAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-164557.pdf
Article Title: Seibels Bruce Group
Article URL:

ITRC20090202-10 Oregon Department of 
Human Services

OR 1/23/2009 Yes - Published # 45

An online scammer made off with 45 Social Security numbers after sending a virus to a computer at the Department of Human Services 
office in Coos Bay last week.  The virus arrived in the form of a bogus e-mail with a link on it Jan. 23.

Government/Military
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Electronic
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Publication: Oregon Live Date Published: 1/31/2009Author: APAttribution 1

http://www.oregonlive.com/newsflash/index.ssf?/base/news-29/1233421147221650.xml&storylist=orlocal
Article Title: Social Security numbers taken in Ore. online scam
Article URL:

Publication: The World, Coos Bay, OR Date Published: 1/30/2009Author: Alexander RichAttribution 2

http://www.theworldlink.com/articles/2009/01/30/news/doc49834370cabc4286559850.txt
Article Title: State loses 45 Social Security numbers in scam
Article URL:

ITRC20090202-09 Harford Community College MD 12/5/2008 Yes - Published # 70

On December 5, Harford Community College learned (pdf) that a flash drive containing personal information had been misplaced by an 
employee at its WAGE Connection office in Aberdeen, Maryland. The personal information of 70 Department of Social Service clients 
participating in the WAGE Connection program was on the missing drive and included their name, social security number, TCA application 
number, and notations of any “special circumstances.” Many of the clients are HCC students.

Educational
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Electronic
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Publication: notice to MD AG Date Published: 1/29/2009Author: John CoxAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-164551.pdf
Article Title: Harford Community College, WAGE Connection Program
Article URL:

ITRC20090202-08 Indiana Department of 
Administration

IN 1/20/2009 Yes - Published # 8,775

The Social Security Numbers of more than 8,700 current and former state employees who had filed a worker’s compensation or disability 
claim between 2005 and 2008 was inadvertently uploaded in a file to the Indiana Department of Administration’s procurement Web site, said 
agency spokeswoman Elizabeth Lerch.

Government/Military
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Publication: The Indy Channel Date Published: 1/30/2009Author:Attribution 1

http://www.theindychannel.com/news/18609256/detail.html - -
Article Title: Personal Info Of More Than 8,700 Posted On State Site
Article URL:

Copyright 2009 Identity Theft Resource Center



Identity Theft Resource Center
2009 Breach List: Page 98 of  106

1/6/2010
Report Date:

How is this report produced?  What are the rules?  See last page of report for details.

498 222,477,043Breaches: Exposed:

ITRC20090202-07 Educational Testing Service 
(ETS)

US 12/15/2008 Yes - Unknown # 0

A laptop stolen from an employee’s desk in mid-December contained names and social security numbers of people employed by the 
Educational Testing Service (ETS) as readers, according to a report filed (pdf) with the Maryland Attorney General’s Office this week. The 
laptop, which had been locked into its docking station, does not appear to have been encrypted

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 1/30/2009Author: Cynthia RaitonAttribution 1

http://doj.nh.gov/consumer/pdf/ets.pdf
Article Title: ETS breach
Article URL:

Publication: notice to MD AG Date Published: 1/29/2009Author: ETSAttribution 2

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-164578.pdf
Article Title: Educational Testing Service
Article URL:

ITRC20090202-06 Massachusetts Mutual Life 
Insurance

US 1/6/2009 Yes - Unknown # 0

Massachusetts Mutual Life Insurance Company notified (pdf) the Maryland Attorney General’s Office that on January 6, it had inadvertently 
sent a report containing personal information to another client. The recipient immediately notified MassMutual of its error and reportedly 
shredded the document without further dissemination. The total number of individuals affected by the exposure was not reported, but the 
personal information included names, addresses, dates of birth, and social security numbers.

Business
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Electronic
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Publication: notice to MD AG Date Published: 1/29/2009Author: Christopher MarkowsAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-164581.pdf
Article Title: Mass. Mutual Life Insurance
Article URL:

ITRC20090202-05 Ameriprise Advisor 
Services - formerly H&R Block

US 12/24/2008 Yes - Unknown # 0

According to the notification (pdf), AASI uses a third-party vendor to provide clients with online access to their accounts (usernames and 
passwords). The unnamed vendor notified them on December 17 that there had been an intrusion into part of the online system that might 
have permitted access to client information such as name, address, account holdings, and balance including tax information and online 
transfer information. The nature of the intrusion was not described. Nor was there any indication as to how long the problem may have existed.

Business
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Electronic
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Publication: notice to MD AG Date Published: 2/1/2009Author: David AndrewAttribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/ITU-164556.pdf
Article Title: Ameriprise Advisor Services
Article URL:

ITRC20090202-04 SRA International US Yes - Unknown # 0

SRA International notified the Maryland Attorney General’s Office on January 20 that it had recently detected a virus on its network that may 
have allowed compromise of data. As of the date of the report, SRA’s security experts were reportedly still in the process of trying to eradicate 
the virus. Because the security experts could not determine whether data had been compromised, the company decided to notify all current 
and former employees, customers, and dependents of employees who were enrolled in a health benefits program. The personal data at risk 
included name, address, date of birth, social security number and health information, as well as “personal information stored on a company 
computer (and which in select cases might include personal data reflected in security position questionnaires.)”

Business
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Publication: notice to MD AG Date Published: 1/20/2009Author: Nicole BetancourtAttribution 1

SRA International notified the Maryland Attorney General’s Office on January 20 that it had recently detected a virus on 
Article Title: SRA International
Article URL:

ITRC20090202-03 HoneyBaked Hams IN 12/24/2008 Yes - Unknown # 0

Patrons of the HoneyBaked Ham store at 65th Street and Keystone Avenue might be at risk for identity theft if they shopped there in late 
December. The company said Friday that a computer server stocked with credit-card information was stolen on Dec. 24. The break-in 
occurred after business hours.
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Publication: Indy Star Date Published: 1/31/2009Author: Erika SmithAttribution 1

http://www.indystar.com/interstitial.html?ad_cat=business&backto=http%3A//www.indystar.com/article/20090131/BUSI
Article Title: HoneyBaked Ham customer data stolen
Article URL:

ITRC20090202-02 San Antonio Emily Morgan 
Hotel

TX Yes - Published # 17,000

The personal information of 17,000 people who stayed at San Antonio hotels has been compromised after someone stole stacks of credit 
card receipts and redistributed them.  The Secret Service has recovered about 1500 receipts so far.
Update: Several people have been charged with this crime which appears to have been out of the Emily Morgan Hotel.

Business
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Electronic
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Publication: My SA News- San Antonio news Date Published: 6/24/2009Author:Attribution 1

http://www.mysanantonio.com/news/local_news/49054821.html
Article Title: 2 more charged in ID case
Article URL:

Publication: Chron.com Date Published: 1/31/2009Author: APAttribution 2

http://www.chron.com/disp/story.mpl/front/6240228.html
Article Title: Personal Information stolen from 17,000 SA hotels
Article URL:

Publication: My SA News, Express News Date Published: 1/31/2009Author: Guillermo ContrerasAttribution 3

http://www.mysanantonio.com/news/38735937.html
Article Title: Identity thieves hit 3 SA hotels
Article URL:

ITRC20090202-01 St. Anthony Central Hospital CO 1/1/2009 Yes - Published # 150

A man purchased the contents of a storage unit in Denver and found boxes, filing cabinets and trash bags of hundreds of hundreds of U.S. 
passports, birth certificates, driver's licenses, Social Security cards and other documents - most stolen within the past two years. He found St. 
Anthony Central Hospital records containing dates of birth, Social Security numbers and copies of the driver's licenses of 150 patients who 
had been admitted into the emergency room or general surgery. Records show that 150 patients were admitted to the hospital during a six-
month period between 2007 and 2008. UPDATE- the man renting the storage unit has been arrested

Medical/Healthcare
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Publication: 9 News Date Published: 2/10/2009Author: Deborah ShermanAttribution 1

http://www.9news.com/news/article.aspx?storyid=109623&catid=188
Article Title: ID theft suspects charged
Article URL:

Publication: Denver Pose Date Published: 2/1/2009Author: Deborah ShermanAttribution 2

http://www.denverpost.com/news/ci_11601805
Article Title: Uncovering the identity trade business
Article URL:

Publication: 9 News Date Published: 2/1/2009Author: Jeffery WolfAttribution 3

http://www.9news.com/news/article.aspx?storyid=108889&catid=339
Article Title: Police turn away documents stolen from local hospital, given to 9Wants to Know
Article URL:

ITRC20090130-01 Kansas State University KS 4/1/2001 Yes - Published # 45

Kansas State University is notifying 45 students who were enrolled in an agricultural economics class in spring 2001 that some personal 
information was inadvertently exposed on the Internet through a K-State departmental Web site. 
The students whose information was affected were enrolled in AGEC 490 “Computer Applications in Agricultural Economics and 
Agribusiness” during the spring semester of 2001. Names, Social Security numbers and grades of those students have been inadvertently 
exposed since 2001.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Trading Markets Date Published: 1/30/2009Author: staffAttribution 1

http://www.tradingmarkets.com/.site/news/Stock%20News/2151408/
Article Title: K-STATE: K-State Identifies Computer Security Lapse
Article URL:
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ITRC20090129-04 Woodstock Presbyterian 
Church

GA 1/26/2009 Yes - Unknown # 0

A laptop was stolen from the Woodstock Presbyterian Church in Cherokee County that included some church and congregation financial and 
personal information.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: WSBTV Date Published: 1/27/2009Author: staffAttribution 1

http://www.wsbtv.com/news/18577545/detail.html - -
Article Title: Cherokee Church Computer Stolen Just Feet Away From Pre-School Class
Article URL:

ITRC20090129-03 Citi Habitats NY 1/26/2009 Yes - Unknown # 0

On the Upper NY West Side scores of bank statements, 401k statements, credit reports, tax returns and driver's licenses were found 
scattered on the streets. "Elyssa Shapiro was on her way to work and couldn't believe what she was seeing. "Just all kinds of information. 
Things that you never want anyone to know about yourself," she said. "It was four blocks worth of personal information and it was identity 
theft waiting to happen." 
The documents belonged to the local office of Citi Habitats, one of New York's best-known real estate firms. Their clients, whose personal 
information we found amid the trash, were appalled. "

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: WABC Date Published: 1/27/2009Author: Eyewitness NewsAttribution 1

http://abclocal.go.com/wabc/story?section=news/local&id=6627518
Article Title: Personal info found littered on street
Article URL:

ITRC20090129-02 CityStage MA Yes - Published # 60

A security breach involving CityStage's computer system might have exposed credit card information of 60 customers on the Internet, theater 
officials acknowledged Tuesday. A letter is being sent to those who purchased tickets or cards online during December.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Masslive.com, The Republican Date Published: 1/28/2009Author: Jack FlynnAttribution 1

http://www.masslive.com/news/index.ssf/2009/01/citystage_eyes_credit_card_bre.html?category=Arts/Entertainment+c
Article Title: CityStage eyes credit card breach
Article URL:

ITRC20090129-01 City of Beaumont TX 1/14/2009 Yes - Published # 500

Personal information of about 500 current and former Beaumont city workers accidentally was posted online. The info contained birth dates 
and SSNs and was posted on the city's website on Jan 14.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Houston Chronicle Date Published: 1/27/2009Author: APAttribution 1

http://www.chron.com/disp/story.mpl/ap/tx/6233248.html
Article Title: Personal data of about 500 Beaumont workers online
Article URL:

ITRC20090128-01 US Consulate US Yes - Unknown # 0

Hundreds of files — with social security numbers, bank account numbers and other sensitive U.S. government information — were found in a 
filing cabinet purchased from the U.S. consulate in Jerusalem through a local auction. The consulate was unaware of the missing files until 
FOX News contacted U.S. officials. Initially they said that no filing cabinets were sold in the auction, but later they acknowledged the sale. 
The State Department has now launched an investigation.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data
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Publication: Fox News Date Published: 1/27/2009Author: Reena NinanAttribution 1

http://www.foxnews.com/story/0,2933,483478,00.html
Article Title: U.S. Consulate Mistakenly Sells Secret Files in Jerusalem
Article URL:
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ITRC20090126-01 City of Madison WI 1/23/2009 Yes - Published # 400

"An oversight by the city of Madison's personnel office is the reason Social Security numbers of 300 to 500 city employees were stored on a 
laptop computer stolen from a city office Friday. The laptop was found somewhere on South Hamilton Street and turned over to police this 
morning, but it's unclear if sensitive information was stolen over the weekend."

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Wisconsin  State Journal Date Published: 1/26/2009Author: Dean MosimanAttribution 1

http://www.madison.com/wsj/topstories/434816
Article Title: UPDATE: Laptop swiped from Madison city office contained personal data
Article URL:

ITRC20090122-08 Smokers Choice WA Yes - Published # 300

A former Redmond tobacco shop owner was sentenced to 33 months in prison Friday for skimming information from hundreds of customers' 
credit and debit cards, then siphoning money, federal officials said. The more than 300 victims bought items at Smokers Choice from 2004 to 
2006, used their cards and later learned that their bank accounts had been drained.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Seattle PI Date Published: 1/16/2009Author: Brad WongAttribution 1

http://blog.seattlepi.nwsource.com/seattle911/archives/159699.asp
Article Title: Tobacco shop owner sentenced in debit card scam
Article URL:

ITRC20090122-07 Southwestern Oregon 
Community College

OR Yes - Published # 200

The privacy of hundreds of community college students is put at risk, after someone steals a laptop computer from the campus at 
Southwestern Oregon Community College. The school issued a press release on Friday stating that a new computer that contained student 
records for approximately 200 current and former students at Southwestern was stolen on Thursday. ITRC called and was told that SSNs 
were involved in some cases.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: KCBY Date Published: 1/16/2009Author: Erica RushAttribution 1

http://www.kcby.com/news/local/37748899.html
Article Title: Stolen laptop creates a stir at Southwestern
Article URL:

ITRC20090122-06 Austin Archives - Saint 
David's Medical Plaza

TX Yes - Unknown # 0

 An Austin man is under arrest for taking hundreds of personal records. An arrest affidavit for David Perkins Jr. says he worked as a delivery 
driver for Austin Archives. Police say he went to pick up medical records at Saint David's Medical Plaza, but he never went back to work to 
return them.

Medical/Healthcare

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: My Fox Austin Date Published: 1/14/2009Author: staffAttribution 1

http://www.myfoxaustin.com/myfox/pages/News/Detail?contentId=8252763&version=1&locale=EN-US&layoutCode=VST
Article Title: Hundreds of Records Stolen from St. David's Medical Plaza
Article URL:

ITRC20090122-05 Missouri State University 
(MSU)

MO 1/14/2009 Yes - Published # 565

Sensitive personal information -- including Social Security numbers -- for 565 foreign students at MSU was leaked this month when a 
university office sent an e-mail message with the data inadvertently attached.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: The News Leader Date Published: 1/21/2009Author:Attribution 1

http://www.news-leader.com/article/20090121/NEWS04/901210456
Article Title: Students' information leaked
Article URL:
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ITRC20090122-04 Gregory Navone - mortgage 
broker

NV 12/1/2006 Yes - Unknown # 0

The Federal Trade Commission has charged a mortgage broker with discarding consumers’ tax returns, credit reports, and other sensitive 
personal and financial information in an unsecured dumpster, in violation of federal law. According to the FTC, in December 2006, 
approximately 40 boxes containing consumer records were found in a publicly-accessible dumpster. The records included tax returns, 
mortgage applications, bank statements, photocopies of credit cards and drivers’ licenses, and at least 230 credit reports.

Banking/Credit/Financial

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Paper Data

Breach Type

Publication: FTC Date Published: 1/21/2009Author: FTC Press ReleaseAttribution 1

http://www.ftc.gov/opa/2009/01/navone.shtm
Article Title: FTC Says Mortgage Broker Broke Data Security Laws:
Article URL:

ITRC20090122-03 SUBASE CT Yes - Unknown # 0

Over the last few months, SUBASE command members have reported unauthorized credit card purchases on their personal credit card 
accounts occurring at retail stores and service stations throughout the country.

Government/Military

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: The Dolphin 2009 Date Published: 1/22/2009Author: Special Agent TirocchAttribution 1

http://www.zwire.com/site/news.cfm?newsid=20245565&BRD=1659&PAG=461&dept_id=8103&rfi=6
Article Title: Credit card cloning on the rise
Article URL:

ITRC20090122-02 Heartland Payment Systems US Yes - Published # 130,000,000

Hundreds of credit and debit card holders appear to have been victims of a nationwide data theft carried out against Heartland Payment 
Systems, which processes cards for 250,000 restaurants, retailers and other businesses. Several Maine credit unions have been told by Visa 
and MasterCard that fraudulent charges were placed on members' cards between May 16 and August 19, 2008, according to Jon Paradise, a 
spokesman for the Maine Credit Union League. Many of the charges were tallied at Wal-Mart stores in Texas, he said. According to the 
Washington Post (Brian Krebs), tens of millions of people may be affected. Baldwin said Heartland does not know how long the malicious 
software was in place, how it got there or how many accounts may have been compromised. The stolen data includes names, credit and 
debit card numbers and expiration dates. "The transactional data crossing our platform, in terms of magnitude... is about 100 million 
transactions a month," Baldwin said. "At this point, though, we don't know the magnitude of what was grabbed."  
Update: As of the end of May 2009, more than 656 institutions have been impacted  As of October the number of records seems to have 
stabilized at 130 million. ITRC wants to remind all readers: the number of records does not mean number of people

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: BankInfo Security Date Published: 10/5/2009Author: Linda McGlassonAttribution 1

http://www.bankinfosecurity.com/articles.php?art_id=1834
Article Title: Lawsuit: Heartland Knew Data Security Standard was 'Insufficient'
Article URL:

Publication: Eyewitness News 3 Date Published: 5/26/2009Author:Attribution 2

http://www.wfsb.com/money/19571101/detail.html
Article Title: Debit Cards Canceled Amid Security Breach
Article URL:

Publication: Kennebec Journal, Morning Sentinel, Po Date Published: 1/22/2009Author: Tux TurkelAttribution 3

http://morningsentinel.mainetoday.com/news/local/5850009.html
Article Title: Data Theft Hits Mainers
Article URL:

Publication: Washington Post Date Published: 1/20/2009Author: Brian KrebsAttribution 4

http://voices.washingtonpost.com/securityfix/2009/01/payment_processor_breach_may_b.html?hpid=topnews
Article Title: Payment Processor Breach May Be Largest Ever
Article URL:

Publication: Heartland website Date Published: 1/20/2009Author: Heartland websiteAttribution 5

http://www.2008breach.com./
Article Title: Heartland breach- update from their website
Article URL:

ITRC20090122-01 Dino Melendez Realty 
Company

PA Yes - Unknown # 0

A former Allentown woman used inside information from the real estate company where she worked to help a Philadelphia man steal multiple 
identities in the Lehigh Valley and accumulate more than $100,000 in purchases and loans, state police at Fogelsville said.

Business
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Publication: The Morning Call.com Date Published: 1/21/2009Author: staffAttribution 1

http://www.mcall.com/news/local/police/all-b3_5idtheft.6752361jan21,0,6217901.story
Article Title: Woman used inside credit info for identity theft, police say
Article URL:

ITRC20090115-09 Family Fun Box UT Yes - Published # 2,500

Two men are in custody and under investigation by the FBI in an identity theft scheme that victimized 2,500 Cache County residents, 
Smithfield police officials said Wednesday. In late 2008, San Francisco police served a search warrant on a Bay Area hotel room where 
detectives found multiple computers and a machine that manufactures magnetic strips used on the back of credit, debit and gift cards, Det. 
Travis Allen said. In the computers’ hard drives were the credit card numbers of Cache County, UT, residents, many of whom had been 
notified by their banks of fraudulent charges on their accounts, Allen added. “We finally found one common factor among everybody that was 
calling us: They had all used the Family Fun Box,” Allen said. The DVD-dispensing machines were located in the Summit Creek Sinclair gas 
station and Lee’s Marketplace in Smithfield. A third operated in the Wellcome Mart in Wellsville.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: HJ News Date Published: 1/11/2009Author: Matthew JensenAttribution 1

http://hjnews.townnews.com/articles/2009/01/11/news/news02-01-11-09.txt
Article Title: Local credit card numbers stolen
Article URL:

ITRC20090115-08 Spokane Valley Northwest 
Bedding Store

WA 1/10/2009 Yes - Unknown # 0

Checking account and credit card numbers of customers who shopped at the Spokane Valley Northwest Bedding store Friday and Saturday 
were stolen over the weekend, officials said. An employee discovered the theft Sunday, said Sgt. Dave Reagan, Spokane Valley Police 
Department spokesman.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: Spokesman Review Date Published: 1/13/2009Author:Attribution 1

http://www.spokesman.com/stories/2009/jan/13/customers-data-stolen-from-store/
Article Title: In brief: Customers’ data stolen from store
Article URL:

ITRC20090115-07 University of Oregon - Youth 
Transition Program (YTP)

OR Yes - (Password) Unkno 0

A laptop computer containing data files for Youth Transition Program (YTP) participants was stolen from a University of Oregon employee 
near the end of October, and some of those files contained the names and social security numbers of YTP participants. There are more than 
1200 youths with disabilities that the YTP serves.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: University of Oregon Date Published: 1/13/2009Author:Attribution 1

http://pmr.uoregon.edu/current-uo-news/archive/2009/january/stolen-computer-contains-participants2019-personal-info
Article Title: Stolen computer contains participants’ personal information
Article URL:

ITRC20090115-06 Occidental Petroleum 
Corporation

OK 12/11/2008 Yes - Unknown # 0

Through its attorneys, Occidental Petroleum Corporation notified the Vermont Attorney General’s office of a breach that was discovered on 
December 11th. A former employee in Tulsa “accessed and mishandled” personal information by emailing a spreadsheet containing 
information on former employees to a personal email account. The former employees’ data included names, addresses, birthdates, employee 
identification numbers, starting dates, retirement dates, and Social Security numbers. The total number of former employees affected was not 
indicated in the report; one was from Vermont.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to VT AG Date Published: 1/6/2009Author: Timothy CarneyAttribution 1

http://www.atg.state.vt.us/upload/1231853912_Occidental_Petroleum_Notice_January_12_2009.pdf
Article Title: Occidental Petroleum Corp breach
Article URL:

ITRC20090115-05 Continental Airlines NY 1/1/2009 Yes - Published # 230

Sometime between December 31 and January 2, a laptop was stolen from a locked Continental Airlines’ office in Newark. The laptop 
contained personal information on employees, vendors, and new hire candidates. The laptop, which was used for background security 
checks, contained confidential files on 230 individuals, including their names, Social Security numbers, fingerprint images, dates of birth, and 
other personal information.
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Publication: notice to NH AG Date Published: 1/12/2009Author: Christine ChaneyAttribution 1

http://doj.nh.gov/consumer/pdf/continental.pdf
Article Title: Continental Airlines
Article URL:

ITRC20090115-04 Innodata Isogen NJ 12/23/2008 Yes - Published # 144

On December 23, a laptop and benefit plan enrollment sheets were stolen from an lnnodata Isogen employee’s car in Wayne, New Jersey. 
The laptop and benefit plan enrollment sheets contained personal information such as Social Security numbers, dates of birth, and home 
addresses of 141 current and former  employees.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: notice to NH AG Date Published: 1/5/2009Author: Jackson Lewis LLPAttribution 1

http://doj.nh.gov/consumer/pdf/innodata.pdf
Article Title: Innodata Isogen breach- laptop stolen from car
Article URL:

ITRC20090115-03 North American Division of 
Seventh Day Adventists 

US 12/13/2008 Yes - Unknown # 0

On December 13, a laptop computer assigned to an employee of the North American Division of Seventh-day Adventists Retirement Plans 
was stolen. The laptop computer contained personal information including names and Social Security numbers on 292 residents of New 
Hampshire; the total number of individuals affected was not reported.

Business

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic
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Publication: notice to NH AG Date Published: 1/7/2009Author: Todd McFarlandAttribution 1

http://doj.nh.gov/consumer/pdf/seventh.pdf
Article Title: 7th Day Adventists
Article URL:

ITRC20090115-02 Blue Ridge Community Action NC 12/31/2008 Yes - Published # 300

Approximately 300 people’s Social Security numbers are on an external computer hard drive missing from Blue Ridge Community Action. 
BRCA Executive Director Mattie Patterson said the hard drive contains information on clients from four counties who have used the 
organization’s services in the past four or five years. The external hard drive was used to back up information on clients. BRCA provides 
services to children and adults. Its programs include child development, nutritional assistance, housing, community service and adult day 
care and health services.

Business
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Electronic
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Publication: News Herald Date Published: 1/13/2009Author: Julie ChangAttribution 1

http://www2.morganton.com/content/2009/jan/13/lost-brca-hard-drive-contains-300-social-security-/
Article Title: Lost BRCA hard drive contains 300 social security numbers
Article URL:

ITRC20090115-01 Express EMS Services TX 1/14/2009 Yes - Unknown # 0

Medical records including SSNs and Medicare numbers were found behind a 99 Cents store in southwest Houston putting people's identities 
at risk. They belonged to Express EMS Services.

Medical/Healthcare
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Publication: Eyewitness News 13 Houston KTRX Date Published: 1/15/2009Author: Jessica WilleyAttribution 1

http://abclocal.go.com/ktrk/story?section=news/local&id=6605230
Article Title: Dumpster diver finds old medical records
Article URL:

ITRC20090113-01 Columbus City Schools OH Yes - Published # 100

The personal information including names and SSNs of several Columbus City School employees might have been compromised after police 
found the information during an unrelated arrest. Officers found counterfeit checks, stolen mail, and the names and Social Security numbers 
of Columbus City School employees who paid into an annuity fund.

Educational
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Electronic
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Publication: Columbus Dispatch Date Published: 1/13/2009Author: Jennifer RichardsAttribution 1

http://www.columbusdispatch.com/live/content/local_news/stories/2009/01/13/teacherleak.ART_ART_01-13-09_B1_56C
Article Title: Columbus Schools raid rutns up workers' stolen data
Article URL:
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Publication: NBC4 Date Published: 1/13/2009Author: Donna WillisAttribution 2

http://www.nbc4i.com/cmh/news/local/education/article/ccs_security_breach_may_not_be_1st/11748/
Article Title: CCS Security Breach May Not Be 1st
Article URL:

ITRC20090112-02 University of Rochester NY 1/7/2009 Yes - Published # 450

Personal information including Social Security numbers of about 450 current and former University of Rochester students was stolen by 
hackers this week from a UR database. According to the university, the information was taken from a non-academic student database and 
copied illegally to an off-campus IP address. The breach was discovered by school officials on Wednesday. An investigation is continuing.

Educational

ITRC Breach ID # Records RptdCompany or Agency Records Exposed?State Est. Date Breach Category

Electronic

Breach Type

Publication: WHEC 10 News Date Published: 1/11/2009Author: Catherine VarnumAttribution 1

http://www.whec.com/article/stories/S739036.shtml?cat=572
Article Title: FBI investigation U of R identity theft
Article URL:

Publication: Democrat and Chronicle.com Date Published: 1/11/2009Author: Meaghan McDermottAttribution 2

http://www.democratandchronicle.com/article/20090111/NEWS01/90111002/1002/NEWS
Article Title: Hackers steal 450 Social Security numbers from U. of Rochester
Article URL:

ITRC20090112-01 Vallarta Restaurant FL Yes - Published # 60

Federal authorities plan to take over an investigation into how  credit- and debit-card numbers are being stolen and used to make purchases.  
There have been 50 to 60 victims locally, and they all have been patrons at Vallarta, a Mexican restaurant on Sorrento Road, Sheriff's Office 
spokesman Sgt. Ted Roy said. Roy said the victims' credit- and debit-card numbers were somehow stolen after eating at the restaurant.

Business
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Electronic
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Publication: Pensacola News Journal Date Published: 1/12/2009Author: staffAttribution 1

http://www.pnj.com/article/20090112/NEWS01/901120327
Article Title: Feds to take over probe of credit-, debit-card fraud
Article URL:

ITRC20090108-01 Indiana Department of 
Workforce Development

IN Yes - Published # 1,000

According to the Indiana Department of Workforce Development, some 1000 Hoosiers' accounts were compromised early in 2008. Marc 
Lotter with Workforce Development says, "The company that is contracted to handle the ATM portion of those cards, there was a security 
breach of some sort early last year." The state did send out letters at that time and 200 immediately changed cards. However, some people 
are still having problems. This appears to be the first published account of the breach. The state uses a prepaid debit card account and that 
program seems to have been affected.

Government/Military
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Publication: Fox 28 Date Published: 1/7/2009Author: staffAttribution 1

http://www.fox28.com/Global/story.asp?S=9634573
Article Title: State unemployment accounts breached
Article URL:

ITRC20090101-01 Lehigh Hanson TX Yes - Unknown # 0

Building materials supplier Lehigh Hanson notified the New Hampshire Attorney General on December 8th of a breach involving employee 
payroll data. The breach began with a former employee downloading data to take with him to a new employer. The downloaded data, 
however, turned out to be more than just the forms and templates the employee thought he was downloading. The data included files with 
Lehigh Hanson employee payroll information of current and former employees. When the employee started work with his new employer, a 
university, he uploaded what he thought was just forms and templates to the Web.
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Publication: notice to NH AG Date Published: 1/1/2009Author: Legal Dept.Attribution 1

http://doj.nh.gov/consumer/pdf/lehigh.pdf
Article Title: Lehigh Hanson/Heidelberg Cement
Article URL:
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 2009 Breaches Identified by the ITRC as of: 1/6/2010

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday.  Unless noted 
otherwise, each report includes breachs that occurred in the year of the report name (such as "2009 Breach List", or 
became public in the report name year,  but were not public in the previous year.  Each item must be previously 
published by a credible source, such as Attorney General's website, TV, radio, press, etc.  The item will not be 
included at all if ITRC is not certain that the source is real and credible.  We include in each item a link or source of 
the article, and the information presented by that article.  Many times, we have attributions from a multitude of media 
sources and media outlets.   ITRC sticks to the facts as reported, and does not add or subtract from the previously 
published information.  When the number of exposed records is not reported, we note that fact.  When records are 
encrypted, we state that we do not (at this time) consider that to be a data exposure.  However, we do not consider 
password protection as adequate, and we do consider those events to be a data exposure.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

 This project was supported by Grant No. 2007-VF-GX-K038 awarded by the Office for Victims of Crime, 
Office of Justice Programs, U.S. Department of Justice.  Points of view in this document are those of the 
ITRC and do not necessarily represent the official position or policies of the U.S. Department of Justice.
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