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Facebook App Maker Hit With Data-Breach Class Action

· By David Kravets 

· December 30, 2009  |  

· 2:35 pm  |  

· Categories: Breaches, Cybersecurity, Hacks and Cracks 


RockYou, the popular provider of third-party apps for Facebook, MySpace and other social-networking services, is being hit with a proposed class-action accusing the company of having such poor data security that at least one hacker got away with 32 million e-mails and their passwords.
The suit accuses the maker of apps like “Slideshow” for MySpace and “Superwall” for Facebook of making its unencrypted customer data “available to even the least capable hacker.”

“RockYou failed to use hashing, salting or any other common and reasonable method of data protection and therefore drastically exacerbated the consequences of a hacker bypassing its outer layer of web security,” according to the Monday complaint in San Francisco federal court.

So-called SQL injection vulnerabilities are among the top online security defects. Hackers, for example, took advantage of such flaws to steal some 130 million credit card numbers from databases of Hannaford Brothers, 7-Eleven and Heartland Payment Systems in 2007 and 2008.

Redwood City, California-based RockYou admits the data was “breached.” The lawsuit claims a hacker known by the moniker “igigi” exploited an SQL injection flaw and “and removed the e-mails and passwords of approximately 32 million registered RockYou users.” (.pdf)

The suit also accuses the company of failing to promptly notify consumers of the Dec. 4 breach.

Wendy Zaas, a company spokeswoman, said in an e-mail that RockYou “plans to defend itself vigorously. The company takes its users’ privacy seriously.”

The company’s privacy policy said it “makes commercially reasonable efforts to ensure the security of our system,” yet its user database was stored in plain text, according to the lawsuit.

In a telephone interview, Zaas declined to address the merits of the allegations in the lawsuit.

Michael Aschenbrener, the lead lawyer suing RockYou, said in a telephone interview that “there was a complete breach of RockYou’s database. It does appear to be a catastrophic breach. ”

More than a week after the breach, the company recommended that its customers “change their passwords for their e-mail and other online accounts if they use the same e-mail accounts and passwords for multiple online services. ”

The company said it was working with the government to investigate the illegal breach, and has begun encrypting passwords and “reviewing our current data security features.”

The plaintiffs are seeking a court order requiring RockYou to increase its security, as well as unspecified damages.

See Also:
· Verizon: Data Breaches Getting More Sophisticated
· ‘The Analyzer’ Pleads Guilty in $10 Million Bank-Hacking Case …
· TJX Hacker Charged With Heartland, Hannaford Breaches
· Albert Gonzalez Pleads Guilty in Heartland, 7-11 Breaches …
· 7-Eleven Hack From Russia Led to ATM Looting in New York
· E-Passport Hacker Designs RFID Security Tool
· SQL Injection Attacks Against Banks On the Rise
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· Posted by: svanneck | 12/30/09 | 4:05 pm

WHY are we STILL allowing SQL injection hacks?!?!? It’s just bad, lazy coding, and the programmer should be taken out back and beaten with a large object!

· Posted by: marxmarv | 12/30/09 | 4:46 pm

Why are we still allowing people to build SQL queries at runtime? Why are “escape_string” APIs not deprecated already? PHP and mySQL have utterly corroded any notion of workmanship left in the industry.

· Posted by: freder1k | 12/30/09 | 5:20 pm

Hehe wired dosn’t use hashing either [image: image46.png]



· Posted by: galarant | 12/30/09 | 5:24 pm

@marxmarv The problem doesn’t lie in PHP and MySQL, it lies in programmers who confuse Rapid Development with shoddy development. It also lies in startup CEO’s who rely on cheap Indian outsourcing and wind up with shit like non-salted, plain-text passwords stored in a database that’s vulnerable to SQL injection.

· Posted by: zollars | 12/30/09 | 5:45 pm

The problem is the lack of QA. Companies refuse to invest in a QA department because they don’t see it as a revenue driver. This is precisely why tech companies need to invest heavily in QA. It’s not a revenue driver, it’s loss prevention.

· Posted by: chazroot | 12/30/09 | 6:02 pm

@ galarant:

While Director of Security and Technology Services for an organization, we experienced the same issues you mention, with the exception of Indian labor.

Our trouble was with local employees & college grads in their early 20’s. They tried to convince management that our compliance teams risk assessment and security concerns were outside of the mainstream of best practices, and that they were operating within the MS Rapid Development franework.

Apparently, visible Active Directory Admin or SA passwords are acceptable within rapid deployment when you right click, View Source.

· Posted by: itech7 | 12/30/09 | 11:41 pm

@marxmarv, In India here we have many companies doing the same job and that’s the story of every country in the world. You cannot curse all the developers in the country for just one breach due to a single company/person. There are many good developers/companies also.

Its RockYou’s problem that it chose a low reputed company.

· Posted by: skeptikal | 12/31/09 | 1:43 am

Umm, FB apps don’t have access to your facebook password. Facebook doesn’t know your email password at all. So it doesn’t matter if a FB application gets cracked, the only info they might “steal” is the “personal” info you have posted on your facebook pages. I don’t know what “passwords” were stolen in relation to “emails” but that report has some serious mistakes in it.

· Posted by: johnfranks999 | 12/31/09 | 11:36 am

Anyone else here reading “I.T. WARS”? I don’t mean this to get screened as spam – the book is in my library (Fairfax Co. Public Library – DC Metro area) and you can probably read it for free. But the main point: I had to read parts of this book as part of my employee orientation at a new job. The book talks about a whole new culture as being necessary – an eCulture – for a true understanding of security, being that most identity/data breaches are due to simple human errors. I am frankly surprised that the concept of an “eCulture” is not a dominant topic of discussion. Why is there no national discussion of the crucial, and reciprocally-relying, “business-technology weave”? The book has a great chapter on security. Just Google “IT WARS” – check out a couple links down and read the interview with the author David Scott. (Full title is “I.T. WARS: Managing the Business-Technology Weave in the New Millennium”).
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