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Cybersecurity
Cybercrime Checks Into The Hotel Industry
Andy Greenberg, 02.02.10, 6:00 AM ET 
Over the past year America's hotels have had some uninvited guests: a wave of increasingly sophisticated invasions by organized cybercriminals.
That's one finding of a report that cybersecurity researcher Nicholas Percoco plans to present Tuesday at the Black Hat security conference in Arlington, Va. His data shows a spike in hacking incidents that successfully targeted hotels and resorts, what Percoco describes as relatively unprotected sources of thousands or even millions of credit card account details. 

Percoco, who works as a security auditor and data breach investigator for the security firm Trustwave, plans to outline the results of around 1,900 audits and 200 breach investigations that his company performed over the last year. The central anomaly in that data: While only 3% of the audits Trustwave performed proactively for companies were commissioned by the hospitality industry, hotels and resorts were victims in 38% of investigations following successful cybercriminal attacks. That's a new phenomenon for Trustwave, whose hospitality breach investigations were "practically nonexistent" in 2008, says Percoco. 
He argues that rather than searching many industries for vulnerable targets, hackers are increasingly targeting specific sectors whose systems they know to be accessible and lucrative. "The hospitality industry was the flavor of the year for cybercrime," says Percoco. "These companies have a lot of data, there are easy ways in and the intrusions can take a very long time to detect." 
Percoco won't reveal the names of any of the companies Trustwave was hired to investigate. But high-profile examples of hotel hacks in the last year include Radisson Hotel, which revealed in August that it had been the target of a cybercriminal scheme that siphoned its credit card data from November of 2008 through May 2009. Wyndham Hotels in Florida and Hilton Hotels in New Hampshire both reported last February that they'd been hacked. 
Given that Trustwave's report says it performed more than 70 post-breach investigations on companies in the hospitality industry, the majority of those companies may not have publicized their data losses or warned customers. 
The Identity Theft Resource Center, for instance, which tracks publicly known hacking incidents, listed only three external hacking incidents for the hotel industry in 2009. But Linda Foley, the nonprofit's director, says that breached companies are reporting incidents so rarely that a trend is difficult to spot. "We know we're only seeing the tip of the iceberg," she says.
In Trustwave's breach investigation data, financial services were the second most commonly hacked category, accounting for 19% of breaches. But unlike hotels, financial services companies were far more likely to have commissioned a pre-breach audit, a sign that the industry is taking cybersecurity more seriously: 13% of such firms had hired Trustwave to perform a penetration test on their network, far more than in the hospitality industry. Food and beverage companies were the third most common breach target, accounting for 13% of breaches and just 4.5% of audits. 
In its investigations, Trustwave found that hackers had access to their victims' networks for disturbingly long periods of time before the intrusions were detected. On average, breaches were discovered 156 days after they began.
In more than four out of five breaches it investigated, Trustwave reports that malicious software was used to steal data from the point of sale--PCs used for transactions, not a server that stored large collections of data or the company's e-commerce Web site. 
In most cases Percoco says the methods cybercriminals used to gain access to their victims weren't particularly new. In fact, Trustwave tracked cases in which hackers exploited 10-year old software vulnerabilities that had long ago been patched by the software vendors but hadn't been updated by the companies using the applications--or, in many cases, the contractors that hotels hired to handle their information technology support.
"Organizations hear buzzwords about new attacks and they patch systems against attacks that are only five or seven months old," says Percoco. "Meanwhile they're still vulnerable to attacks that are a decade old." 
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