Corporations, agencies infiltrated by hacking
The Associated Press

Saturday, Feb. 20, 2010 | 12:03 a.m.

Security experts have found a network of 74,000 virus-infected computers that stole information from inside corporations and government agencies. The unusual thing about the incident is not that it happened but that it was discovered, and it is a reminder of the dangers of having computers with sensitive data connected to the open Internet.

More than 2,400 organizations, including financial institutions and energy companies and federal agencies, were infiltrated by the "botnet," according to the NetWitness Corp. security firm, which discovered it.
NetWitness didn't name the companies or agencies whose computers were compromised. The Wall Street Journal said the affected companies included Merck & Co., Cardinal Health Inc., Paramount Pictures and Juniper Networks Inc. Merck said in a statement Thursday that one computer in the company was among those in the botnet but no sensitive information was taken. The other three companies didn't return messages from The Associated Press seeking comment Thursday.

The victims don't appear to have been specifically targeted, unlike the recent computer attacks on Google Inc. that prompted the Internet search leader to threaten to pull its business out of China. That's an important distinction, because it shows how online secrets can fall into the wrong hands even when criminals aren't necessarily looking for them.

"This kind of stuff is out there and it's pervasive," said Amit Yoran, CEO of NetWitness and former cybersecurity chief at the U.S. Department of Homeland Security. Parts of the botnet discovered by his firm likely are still active. He said the network appears to be run from computers in Eastern Europe and China, but it's not certain the perpetrators are there.
Botnets are networks of poisoned PCs that are remotely controlled by hackers and behave like their criminal robots. The PCs are often infected when their owners visit bad Web sites or open malicious e-mail attachments.
Botnets are a major tool for cybercrime. They help criminals amass troves of stolen data that they can sell on the black market or use for their own schemes, such as yanking money from victims' bank accounts.
The biggest on record is the one created by the Conficker worm. That infected anywhere from 3 million to 12 million PCs running Microsoft Corp.'s Windows operating system and is still active.

The botnet NetWitness discovered used malicious software called "ZeuS" that steals passwords and other online credentials. It's primarily focused on poaching Internet banking credentials and is well known in the security community.
The fact that so many companies and government agencies were hit generally appears to have been incidental. Yoran said the attackers were targeting specific information rather than specific organizations.

Still, they were very successful, snatching more than 68,000 credentials over four weeks. Most of those credentials were login details for Facebook and Yahoo and other personal e-mail services. On the face of it those aren't the most sensitive pieces of information, but they can hold the keys to unlocking other types of online accounts and private data.

Security experts who weren't part of the NetWitness report said the findings illustrate the growing risk from the ZeuS software, whose authors are constantly updating it to evade detection by antivirus software and other security measures.

Don Jackson, researcher with the Counter Threat Unit of SecureWorks, said millions of computers are infected with ZeuS. Perhaps half a million of those are being milked by professional operators running the latest versions of the software.

He said the botnet NetWitness found was a "major threat" but added that the criminals behind it appeared to be using an older version of the software that is easier to detect.

"There are dozens of these types of operations ongoing every day that just aren't named," he said.

A bigger concern, Jackson said, is a new version of ZeuS that has appeared in the last few months and is more powerful and even harder to detect.
One of its features is that it gives a hacker the ability to conduct financial transactions directly from a compromised computer. Otherwise the criminal would have to steal the login credentials and use them on another computer. Some banks have put up extra security measures to detect and stop that.
http://www.lasvegassun.com/news/2010/feb/20/corporations-agencies-infiltrated-by-hacking/
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Blogs
Elsewhere
Las Vegas house bargains dry up 
15 minutes ago

Aristocrat turns to second-half loss on bond lawsuit provision
2 hours, 49 minutes ago

Frank Mir says he wants to break Brock Lesnar's neck (3 Comments)
3 hours, 15 minutes ago

The Kats Report
Rembering the '80 U.S. Olympic hockey team, which put the Soviets into the boards (1 Comment)
4 hours, 49 minutes ago

Politics: Ralston's Flash
National pollster: Gibbons closing, Tea Party a factor and voters negative (10 Comments)
7 hours, 48 minutes ago

New poll by progressive group shows Tarkanian, Lowden crushing Reid (4 Comments)
8 hours, 50 minutes ago

South Carolina county sues to block end of Yucca Mountain (2 Comments)
11 hours, 6 minutes ago
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Calendar »
· 22 Mon

· 23 Tue

· 24 Wed

· 25 Thu

· 26 Fri 

· 

Adam 12’s AFEX Las Vegas party at Tabu
Tabú Ultralounge | 10 p.m. to 11:59 p.m.

· 

National Margarita Day at Margaritaville
Jimmy Buffet's Margaritaville | 10 p.m. to 11:59 p.m.

· 

Plastic Makes Perfect at Jet
Jet | 10 p.m. to 11:59 p.m.

· 

National Margarita Day at Hussong's Cantina
Hussong's Cantina | 7 p.m. to 11:59 p.m.

· 

Mixology Monday at the Downtown Cocktail Room
Downtown Cocktail Room | 10 p.m. to 11:59 p.m.

All events on Monday »
· 

Ultra Violent Lights at Beauty Bar
Beauty Bar | 9 p.m. to 11:59 p.m.

· 

DJs Smashbox and Dank at Moon
Moon Nightclub | 10:30 p.m. to 11:59 p.m.

· 

Queen of Clubs at Blush
Blush Boutique Nightclub | 10 p.m. to 11:59 p.m.

· 

Ladies night at Feelgoods
Feelgoods

All events on Tuesday »
· 

The Swingin' Pedestrians at The Freakin' Frog
The Freakin' Frog

All events on Wednesday »
· 

Walter Trout at Boulder Station
Boulder Station Hotel and Casino

· 

Presidents of the United States of America at The Hard Rock Cafe
Hard Rock Cafe on Strip | 8 p.m. to 11:59 p.m.

· The United States Air Force Band at the Henderson Convention Center
Henderson Convention Center | 7 p.m. to 9 p.m.

· 

Rehab and Skybar casting call at The Joint
The Joint

· 

KRS-One at Revolution
Beatles Revolution Lounge | 10 p.m. to 11:59 p.m.

· 

Grand opening of Pablo McFadden's
McFadden's Restaurant and Saloon | 7 p.m. to 11:59 p.m.

· 

The Richie Rich Party at The Bank
The Bank | 10 p.m. to 11:59 p.m.

All events on Thursday »
· 

Larry the Cable Guy in Primm
Star of the Desert Arena | 9 p.m. to 11:59 p.m.

· 

Slash hosts at Tao
Tao | 10 p.m. to 11:59 p.m.

· 

Rev Run at Rain
Rain Nightclub | 10 p.m. to 11:59 p.m.

· 

Celebrity Tweet-Up at Lavo
LAVO Nightclub | 10 p.m. to 11:59 p.m.

· 

Advance fundraiser at the Greek Isles Star Theater
Greek Isles Hotel and Casino | 7 p.m. to 11:59 p.m.

· 

Dash fashion show at Jet
Jet | 10 p.m. to 11:59 p.m.

· Jamz Cheerleading and Dance 2010 National Championship at The Orleans Arena
Orleans Hotel-Casino

All events on Friday »
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