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in the decision to extend, renew, or continue 
credit. A “covered account” is an account 
used mostly for personal, family, or household 
purposes, and that involves multiple payments 
or transactions, such as a loan that is billed or 
payable monthly.

Colleges and universities that accept deferred 
payments on accounts or extend credit for non-
business purposes fall within the definition of 
“creditor,” requiring compliance with these 
rules.  Other activities that could cause colleges 
and universities to be considered “creditors” 
subject to the Red Flag Rules include:

•	 participating in the Federal Perkins Loan 
program;

•	 participating as a school lender in the Fed-
eral Family Education Loan Program;

•	 offering institutional loans to students, 
faculty or staff; and

•	 offering payment plans for tuition that 
extend payments throughout an academic 
period rather than requiring payment at the 
beginning of the academic period.

Complying with the Red Flag 
Rules 
Under the Red Flag Rules, financial institutions 
and creditors must develop a written program 
that identifies and detects the relevant warning 
signs – or “Red Flags” – of identity theft. The 
written program must include reasonable poli-
cies and procedures to: 

•	 Identify relevant Red Flags for the covered 
accounts that the creditor offers or main-

Pursuant to regulations (the Red Flag Rules) 
issued by the Federal Trade Commission (FTC) 
under the Fair and Accurate Credit Transactions 
(FACT) Act of 2003, “financial institutions” and 
“creditors” are required to develop and imple-
ment written identity theft prevention programs. 
Colleges and universities that accept deferred 
payments or extend credit will fall within the 
definition of “creditor” under Red Flag Rules 
and must develop and implement written identity 
theft prevention programs to comply with these 
new regulations. Although the rules originally 
required a written program be adopted by a Board 
of Trustees or other governing body by November 
1, 2008, the FTC announced in October 2008 that 
it will delay enforcement actions for violations 
of the Red Flag Rules for six months, until May 
1, 2009. 

What is the purpose of the Red 
Flag Rules? 
The purpose of the written identity theft preven-
tion program is to detect, prevent, and mitigate 
identity theft in connection with new or existing 
covered accounts. The program must be appropri-
ate to the size and complexity of the creditor and 
the nature and scope of its activities. 

Who must comply with the Red 
Flag Rules? 
The Red Flag Rules apply to “financial institu-
tions” and “creditors” with “covered accounts.” 
Under the rules, a “creditor” is any entity that 
regularly extends, renews, or continues credit; 
any entity that regularly arranges for the exten-
sion, renewal, or continuation of credit; or any 
assignee of an original creditor who is involved 

Introduction to the Red Flag Rules 
for Colleges and Universities
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This document has been 
prepared as a general 
reference document 
for informational pur-
poses.  The information 
contained herein is not 
intended to be and 
should not be construed 
as legal advice.  Each 
circumstance should be 
considered and evalu-
ated separately, and 
possibly with involve-
ment of legal counsel.

Please contact Bricker 
& Eckler for permission 
to reprint this bulletin 
in part, or in its en-
tirety.

tains and incorporate those Red Flags into its 
program; 

•	 Detect Red Flags that have been incorporated 
into its program; 

•	 Respond appropriately to any Red Flags that are 
detected; 

•	 Train relevant staff, as necessary;

•	 Exercise sufficient oversight over service provid-
ers; and

•	 Update the program periodically to reflect 
changes in risks from identity theft to customers 
and to the safety and soundness of the creditor 
from identity theft.

Importantly, the Red Flag Rules require each credi-
tor to develop its written identity theft prevention 
program based on the specific Red Flags relevant to 
that creditor.  As such, it is important to evaluate the 
specific risks of identity theft that your college or 
university faces, evaluate what Red Flags are relevant 
to your college or university, and develop a policy to 
address each identified Red Flag.  

Additional Address Discrepancy  
Policy Required for Users of  
Consumer Reports
In addition to the adoption of a written identity theft 
prevention program, the Red Flags impose additional 
requirements on users of consumer reports, in the 
event the user is notified of an address discrepancy. 
Specifically, any user of credit reports must develop 
and implement policies and procedures designed to 
enable the user to form a “reasonable belief” that a 
consumer report relates to the consumer about whom 
it has requested the report, when the user receives a 
notice of address discrepancy.

If you need help evaluating potential risk factors, 
identifying relevant Red Flags, or developing a 
policy for responding to detected Red Flags or No-
tices of Address Discrepancy, please contact Justin 
W. Ristau at jristau@bricker.com or 614.227.4857, 
J. Caleb Bell at jbell@bricker.com or 614.227.2384, 
or any of the other attorneys in Bricker & Eckler’s 
Higher Education Services Group.
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