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HIPAA Rules Take Effect 
September 16, 2009
New rules require organizations to notify individuals, associates, government and the media if the privacy of individual health information is breached. HR leaders should be communicating this rule to affected parties -- since they will be responsible for ensuring compliance, experts say. 

By Kristen B. Frasch 
Beginning Sept. 23, all organizations handling or overseeing entities covered by the Health Insurance Portability and Accountability Act -- including group health plans and flexible-spending accounts -- will be required to notify individuals when their protected health information is breached. 

The rule , issued by the U.S. Department of Health and Human Services on Aug. 24, also requires business associates of covered entities, including vendors and third-party administrators, to notify those entities of breaches they have allowed. In addition, HIPAA-covered entities would have to notify the HHS secretary and the local media if more than 500 people are affected. 

Notification of individuals will not be necessary, however, for organizations and their entities that secure health information using HHS' permitted security methods -- encryption and destruction -- and update their systems annually. 
In essence, the rules "prescribe what constitutes unsecured [protected health information], when a breach of unsecured PHI occurs, and when and how notice must be provided," according to Philadelphia-based Hay Group. 

"To comply with the new-notice rules, employers that sponsor self-insured health plans, including FSAs, should take immediate action to: ensure that procedures are in place to encrypt [i.e., encode so as to make it unintelligible to unauthorized parties] or destroy all PHI, to the extent reasonable; teach employees handling PHI about the new notice requirements and train them to discover breaches of PHI; and modify privacy and security rules and procedures and business-associate agreements appropriately," according to Hay Group. 

Although the rules take effect this month, the HHS won't start enforcing them until Feb. 22, "to give employers and organizations a reasonable chance to get their houses in order," says Steve Wojcik, vice president of public policy at the National Business Group on Health in Washington. 

The plans and vendors that work with the personal health information of employees and their dependents "would be the ones to do most all the work" in large companies, he says. 
"For HR executives in those companies, you'd want to make sure your vendors are doing everything they need to do to comply. It would really be a matter of updating policies and practices, and making sure you're following the suggested methods" for securing and destroying information. 

"Right now," says Wojcik, "most large employers are so attuned to the dangers of privacy and information breaches that adding the additional encryption and destruction procedures [to what they've already done], and ensuring they're within that HHS 'safe harbor' [as described in the actual rule] wouldn't be too much more work, I would think." 

Indeed, what's bound to create the most buzz in HR offices around the new regulations is the requirement that business associates and vendors also comply, says Kathryn Bakich, senior vice president and national director of Health Care Compliance for Washington-based Segal. 

It's one thing to know it's a good idea to be ensuring compliance of all outside parties, she says, but by putting this requirement in the rule itself, "then it will absolutely be up to the HR leaders to ensure that's being done." 

Bakich says strong communication from the home office should be in store very soon. 
"I would recommend to all HR leaders," she says, "that they send to vendors, business associates and third-party administrators a notice that you're expecting them to comply with these new guidelines." 

But don't stop there, she adds. "Ask them also what they're doing now, what they're going to do going forward and specifically how they're going to comply." 

Even before that, Bakich says, employers should be conducting inventories and assessments to determine what needs to be encrypted and, if it hasn't been, whether there has been a breach already. 

"Some employers," she says, "are still surprised to learn all of what needs to be encrypted; basically every instrument [and even mode] of communication: BlackBerrys, laptops, PDAs; even paper and oral statements can lead to breaches but can't be encrypted -- and only paper can be destroyed." 

To ensure all breaches are guarded against and handled appropriately should any of those guards go down, says Bakich, "all employers should train their HR staff about the proper steps to take -- not just in updating HIPAA privacy policies and procedures, as required by the new rules -- but in steps to take should a breach occur" after the HHS enforcement begins. 

One such step -- the requirement that a breach be reported on the HHS Web site and in the local media -- has prompted criticism from the NBGH. 

"Our group suggested that reporting a breach to the HHS or the local media could be harmful because it would identify vulnerable organizations and make it that much easier for culprits to choose their targets," says Wojcik. "From a common-sense standpoint, it didn't make sense, but that rule still stands. 

"I guess [the rule makers] think there is some value in the public shaming, or threat of public shaming," he says. 
Whatever the reasoning, he adds, "you can avoid all of this by keeping up with all the suggested security methods and leave it at that." 
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