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UCSF says laptop with 4,400 patient records stolen, then recovered

San Francisco Business Times - by Chris Rauber 

UC San Francisco said Wednesday that a laptop containing files with information on 4,400 patients was stolen from a UCSF School of Medicine employee on or about November 30.
The university said Jan. 27 that it is in the process of alerting affected patients that their health information “is vulnerable to access as a result of the incident.”

Information “potentially exposed” included name, medical record number, age and clinical information, but the stolen laptop did not contain any Social Security numbers or other financial data, officials said.

“Although there is no indication that unauthorized access to the files or the laptop actually took place,” UCSF said, both UCSF and another affected medical center began sending out notifications to patients this month.

The San Francisco Business Times reported last week that breaches of health data security, such as recent episodes involving missing laptops or storage devices at Kaiser Permanente and Health Net, could be subject to tougher federal regulations by mid-February — including up to $1.5 million in fines for privacy violations. New federal mandates “make it much more risky to be non-compliant,” said Glen Day, a Booz Allen Hamilton consulting principal based in Los Angeles.
UCSF’s police department began an investigation Dec. 1, and the laptop was recovered in Southern California on Jan. 8, nearly three weeks ago.

Officials said late Wednesday that it took some time to determine what information was on the missing laptop, and then to find addresses for affected patients. "UCSF then promptly began notifying patients, a process that requires a precise and meticulous set of steps, determining, for example, the status of patients -- whether they are living or deceased, whether they are minors requiring parental notification, whether they have new addresses. This process has been carried out in coordination with the UCPD investigation and recovery efforts," officials said in an emailed statement.

The university said a review by UCSF Enterprise Information Security determined that the files contained “limited data” for some patients about treatment at the UCSF Medical Center in 2008 and 2009. In addition, the employee in question had uploaded some files from a prior employer, Beth Israel Deaconess Medical Center in Boston, and these files also contained some Beth Israel patient data, according to UCSF.  /atlanta/othercities/sanfrancisco/stories/2010/01/25/daily54.html?s=industry
