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Feds to boost fines for health data breaches

San Francisco Business Times - by Chris Rauber 

Breaches of health data security, such as recent episodes involving missing laptops or storage devices at Kaiser Permanente and Health Net, could be subject to tougher federal regulations by mid-February — including up to $1.5 million in fines for privacy violations.

New federal mandates “make it much more risky to be non-compliant,” said Glen Day, a Booz Allen Hamilton consulting principal based in Los Angeles.

Day said the new federal guidelines are on top of California’s own privacy rules, which are among the strictest in the nation. Under regulations attached to the federal stimulus package, if a health care organization suffers a breach involving more than 500 records, it has to inform enrollees about the incident through the media. Any breach of 50 or more records can be recorded on the U.S. Health and Human Services’ web site, Day said.

“We’ve been working on it ever since (last February),” said Scott Morgan, a Kaiser executive director and national privacy and security compliance officer.

Morgan said a central objective of the new law is “to strengthen what’s already there,” and to encourage encryption of sensitive information. If encrypted data is lost, “the chance of it being (inappropriately) accessible is almost nil,” he said.

In California alone, officials received more than 800 reports of health data breaches in the first five months of 2009, according to Rob Francis, chief operating officer at Napa’s The Doctors Company, which provides medical liability insurance to doctors, including new coverage for privacy and data security.
Connecticut Attorney General Richard Blumenthal in early January sued Health Net of Connecticut over the loss of a hard drive last spring containing data for 450,000 Health Net enrollees. His office said the lawsuit was the first under provisions of last year’s American Recovery and Reinvestment Act involving health data breaches.
Blumenthal’s suit contends that the Connecticut health plan didn’t safely secure the patient data and waited six months before telling enrollees about the breach. That data included bank account information, insurance claims forms, medical records and Social Security numbers.
Oakland-based Kaiser, meanwhile, had a similar, although much smaller breach in Sacramento last month, involving personal data on about 15,500 patients. Kaiser says it promptly reported the breach to state and federal authorities, the Sacramento police and affected enrollees, but the unidentified employee whose device was stolen reportedly waited a week before informing Kaiser of the theft. Kaiser said she was fired for violating Kaiser policy by storing unencrypted data without permission.

The information included enrollees’ names, medical records and in some cases age, gender, phone number and medical treatment information, but not Social Security numbers or financial data, Kaiser said.
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