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New study: Hotels were hackers' No. 1 target last year; credit card information stolen most often
Hackers hit the hospitality industry more than any other - including the often-hacked financial services industry, according to a new report.

DarkReading.com, an online security trade publication, says that hackers last year found their way into hotel networks more than any other - and that those hotels didn't discover breaches for an average of 156 days.
The article reports on the findings of a study done by Trustwave's SpiderLabs. The company compiled in 218 data breach investigations across 24 countries. Here is Trustwave's breakdown of the breaches: 

· Hospitality: 38% of the cases 

· Financial services: 19% 

· Retail: 14% 

· Food and beverage: 13%

The article does not identify which hotels had been victims of hackers.

Last February, however, news surfaced about how hackers had broken into a computer at Wyndham Hotels during the summer of 2008 and stole thousands of customer credit card numbers. According to PC World's story, the breach happened at a franchised hotel, but the computer was linked to the Wyndham system, letting the hackers obtain information from other hotels. Wyndham at the time estimated that 41 Wyndham hotels and resorts were affected by the breach by the time they discovered it in mid-September, the story says. Here is the notice that Wyndham wrote for customers.

Most of the data breached is payment card information, according to the DarkReading.com article.
Trustwave SpiderLabs exec Nicholas Percoco said that hackers target credit and debit card information because it can be turned into cash quickly, according to the article. Authentication credentials, financial information, healthcare and other sensitive information each accounted for 1%.

Most often, hackers are getting into hotels' systems with remote access applications that have the ability to break weak passwords, the story says.

"Attackers are using old vulnerabilities to get in and out. They know they aren't going to be detected [in many cases], so they are camping out and not trying to hide because no one's watching," he said.
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