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The Health Insurance Portability and Accountability Act of 1996 has been updated to impose greater accountability and security measures into protecting private information.  
 
PRIVATE INFORMATION IS DEFINED AS:
We have prepared an outline to allow you to update your process and procedures to adjust to the new enhancements.
 
1.            Emails that include any personal information including attachments must   be encrypted.
2.            If encrypted emails are not possible DO NOT EMAIL. Personal information must be faxed.
3.            Faxes containing personal information may not be left on a fax machine unattended.  Adjustments need to be made so that faxes generally received when the fax machine is unattended i.e. during lunch, overnight, weekends containing personal information are suspended and not available until authorized staff is present to receive this information.
4.            Any paperwork on your desk that contains personal information must be locked away ANYTIME you leave your office.  It must never be left unattended.
5.            All desks and/or filing cabinets containing personal information must be locked when not being used by an authorized person.  
6.            If you are working on personal information, keep only the minimum necessary paperwork on your desk. 
7.            All records containing personal information should be stored, password protected electronically, and the hard copy shredded
8.            If paper records are necessary, they must be kept separately from non-related privacy files and locked in a separate storage room with limited access.
9.            Computer passwords need to be changed quarterly. 
10.        Passwords on access alarms need to be changed quarterly.
11.        Flash drives, laptops or files containing personal information must be secured if it is going to be out of your control.
12.        Policies and Procedures need to be in place and in written form.
13.        Annual HIPAA compliance meetings need to occur with all personnel.  New employees should have this training when they do their new employee paperwork. 
14.        You should have a written contingency plan in place that addresses what to do if your computer system goes down to include how to access vital information if needed.
15.        What is your HIPAA plan, should a breach occur?  A breach in security includes cell phones with personal information, a stolen or misplaced file, a lap-top or other device with other personal information
16.        All breeches MUST be reported to the media if personal information is stolen or replaced.
17.        Logs are required to be kept of all security updates to include items such as computer virus updates, of attendees, errors that could have led to a breech and what you did to correct it
18.        Errors & Omissions policies exclude HIPAA privacy.  It may be necessary to obtain additional liability coverage for this protection
 
It is important to note that should a HIPAA complaint be filed against your organization the new rules state that every complaint must be audited.  As a result the Federal Government has hired additional staff to respond to complaints.
 




	

	



