Businesses urged to adopt enterprise risk management to prevent cybercrime
By Jim Ottewill     February 26, 2010
Businesses can protect their IT and technology systems from cybercriminals by adopting an enterprise risk management strategy, an insurance company has advised. 

Risk management business Lockton made the comments as part of a report on best practice surrounding IT security. 

The study cited findings from a separate report, which claimed 2,400 companies had been the victims of attacks by cybercriminals during the last 18 months. 

Continuous checking of IT vulnerabilities, managing high-risk vendors and testing technology tools were all recommended in Lockton’s research. 

Emily Freeman, head of Lockton's Technology, Media and Telecommunications practice, said: “Companies must protect themselves as the ultimate responsibility lies with the data owner and there is the very real possibility that the vendor could commit a breach in security that could overwhelm them and their available insurance limits."

“This is not just an IT security issue, rather an enterprise risk management issue that involves not only IT, but also the risk manager, legal department, compliance, internal audit, procurement, and operations.” 

Further recommendations included monitoring for process failures and potential malicious acts from staff. 



