Bank sues victim of $800,000 cybertheft
In twist, Texas bank sues business customer, claiming cybertheft not its fault 
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January 26, 2010 (Computerworld) A Texas bank is suing a customer hit by an $800,000 cybertheft incident in a case that could test the extent to which customers should be held responsible for protecting their online accounts from compromises.
The incident, which was first reported by blogger Brian Krebs this week, involves Lubbock-based PlainsCapital bank and its customer Hillary Machinery Inc. of Plano.

In November, unknown attackers based in Romania and Italy initiated a series of unauthorized wire transfers from Hillary's bank accounts and depleted it by $801,495. About $600,000 of the amount was later recovered by PlainsCapital. 

Hillary demanded that the bank repay it the rest of the stolen money. In a letter to the bank in December, Hillary claimed that the theft happened only because PlainsCapital had failed to implement adequate security measures. 

PlainsCapital promptly filed a lawsuit in the U.S. District Court for the Eastern District of Texas asking the court to certify that its security procedures were "commercially reasonable." In its complaint, the bank noted that it had made every effort to recover the stolen money.
The bank sought to absolve itself from blame in the heist by stating that the unauthorized wire transfer orders had been placed by someone using valid Internet banking credentials belonging to Hillary Machinery. "PlainsCapital accepted the wire transfer orders in good faith" and had therefore not breached any of its agreements with Hillary, the bank said in its complaint.

The complaint itself is somewhat unusual in that it doesn't seek anything specific from Hillary. Rather, all it asks is for the court to certify that its systems are reasonably secure.
In an interview with Computerworld today, Troy Owen, Hillary's vice president of marketing, disputed the bank's claims. Owen insisted that it was the bank's failure to implement strong authentication and fraud-detection measures that had enabled the theft.

"The bank is doing what their attorneys are telling them to do, which is to deny everything," Owen said. "They obviously can't just come out and say they know their systems are insecure, so they are trying to bully us with a lawsuit."

Owen today claimed that Hillary had no idea how or when its online banking credentials might have been accessed by the cyber thieves.

While the transfers were initiated using valid log-in credentials, there were several details that should have alerted bank authorities that all was not right, Owen said. The biggest red flag should have been that the money was being transferred to foreign destinations, which had never happened before with Hillary's account, Owen said.

The fact that dozens of transfers were made in a two- or three-day period, many of them involving sums that were outside the normal range of transfers initiated by Hillary, should have been another clue about fraudulent activity, he said. Some of the transfers involved sums in excess of $100,000, while others were as small as $2,500. Each of the transfers was also made to a different account, which was highly unusual. Hillary's typical money transfers involve the same limited set of accounts, Owen said.

According to Owen, the thefts were enabled by the weak authentication measures employed by the bank. In addition to usernames and passwords, the only other authentication the bank required was for users to register the systems they used for online banking transactions. However, that measure was clearly not strong enough, because in this case, the cyber thieves were able to log into Hillary's account using systems that were based in Romania and Italy, he said.

A memo supplied by the bank to Hillary shows that the bank received two requests to register computers on the company's behalf just before the attacks. Though the requests appeared to come from a Hillary e-mail address, the computers from which they were sent had IP addresses based in Italy and Romania, Owen said.

"They never challenged whoever logged in with a different computer. There was never any red flag," Owen said. Though PlainsCapital has claimed that registering the computer represents a second form of authentication, the thefts show that it wasn't a strong enough measure, he contended. 

"They are trying to get the court to say their systems were secure. Their memo is the proof that it wasn't," Owen said.

John Floeter, a spokesman for PlainsCapital, said the bank is unwilling at the moment to comment on anything beyond what it has stated in its lawsuit. 

"PlainsCapital believes that the filing speaks for itself," Floeter said. He also e-mailed a statement from bank President Jerry Schaffner, who expressed regret over the incident. 

"It is evident that the loss incurred by Hillary Machinery, Inc., although regrettable, was not the result of a cyber attack on PlainsCapital Bank," the statement read.
The case is also unusual because it is believed to be the first time a bank has launched a preemptive lawsuit against a customer victimized by a cybertheft. Several other cases are pending in courts around the country, in which companies that have been victims of such thefts have sued their banks for failing to implement reasonable security measures. 

Hillary is still deciding its next steps, but according to its lawyer, Patrick Madden, the company will next file a response asserting that it was the bank's failure to employ suitable security controls that resulted in the theft.

Jaikumar Vijayan covers data security and privacy issues, financial services security and e-voting for Computerworld. Follow Jaikumar on Twitter at 
@jaivijayan
, send e-mail to 
